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ABSTRACT

A hardware implementation of ultra-lightweight block cipher algorithm PRESENT which was specified as a
standard for lightweight cryptography ISO/IEC 29192-2 is described. The PRESENT crypto-processor supports two
key lengths of 80 and 128 bits, as well as four modes of operation including ECB, CBC, OFB, and CTR. The
PRESENT crypto-processor has on-the-fly key scheduler with master key register, and it can process consecutive
blocks of plaintext/ciphertext without reloading master key. In order to achieve a lightweight implementation, the key
scheduler was optimized to share circuits for key lengths of 80 bits and 128 bits. The round block was designed with a
data-path of 64 bits, so that one round transformation for encryption/decryption is processed in a clock cycle. The
PRESENT crypto-processor was verified using VirtexS FPGA device. The crypto-processor that was synthesized
using a 0.18m CMOS cell library has 8,100 gate equivalents(GE), and the estimated throughput is about 908 Mbps
with a maximum operating clock frequency of 454 MHz.
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Table. 1 Summary of PRESENT crypto-processor

Mode of operation ECB, CBC, OFB, CTR
Key size [bit] 80,128
Block size [bit] 64
CBC(enc), OFB(enc/dec),CTR(enc/dec) | 33 cycles
Cycles per block
CBC(dec), ECB(enc/dec) 32 cycles
Max. clock frequency [MHz] 454 MHz
@Max frequency 908
Throughput [Mbps]
@100 KHz 0.2
PRESENT_Core 5,740
Area @100 KHz [GE] Mode operation 1,950
Total 8,100

2 =zl AZAE PRESENT ¢S Z2A|A9] &
AL & 13 2 0.18umn CMOS E& Al glojE g2

gt AT, Fo 454 MHz0| 25 Fup2 FA5to]
908 Mbps®] #2|&S Zhe Aoz H7hESIeh 100
kHzo| Fub2 gt Aok, & 7k 7]120](80, 128
HE)Z2 oI5/E5E Z8s= PRESENT Core:=
5,740 GEZ T@H AT, ] 714 L9nES 2| Qs
3|2 oF 1,950 GEZ 73 5|9k 714 PRESENT ¢
& I A|A= 8,100 GER L& o] =9t

V.8 E

ISO/IEC S A0 2 5218 64 H|E ES94S &
112]5 PRESENTE 47}12] £ 2} 27}4] upAE 7]
dolg AYst=s st=golz FHsHT: AAH
PRESENT ¢}& Z2AA% 0.18um CMOS 23 o] A
8,100 GEZ T3 =gl o, 2 454 MHzo| 22 Zu}
2 FZksko] 908 Mbpso| A#&S zh=th A"
PRESENT ¢}3 Z2AA= AWAE EHC 2 714
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