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ABSTRACT

The Internet of Things (IoT) is the interconnection of uniquely identifiable embedded computing devices within the
existing Internet infrastructure. 10T is expected to offer advanced connectivity of devices, systems, and services that
goes beyond machine-to-machine communications and covers a variety of protocols, domains, and applications. Key
system-level features that 0T needs to support can be summarized as device heterogeneity, scalability, ubiquitous data
exchange through proximity wireless technologies, energy optimized solutions, localization and tracking capabilities,
self-organization capabilities, semantic interoperability and data management, embedded security and privacy-
preserving mechanisms. Time information is a critical piece of infrastructure for any distributed system. Time
information and time synchronization are also fundamental building blocks in the 10T. The 0T requires new paradigms
for combining time and data. This paper reviews conventional time keeping mechanisms in the Internet and presents
issues to be considered for combining time and data in the 10T.
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Fig. 1 A Computer Clock Model
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Table. 1 Internet Time Synchronization Protocol

Name Format

- Unformatted 32-bit binary number

Time Protocol |\ ;7¢ seconds since January 1, 1900

Daytime
Protocol

- Extract format not specified in standard
- Time code as standard ASCII characters

Network Time
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- UTC seconds since January 1, 1900
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(SNTP) - Same format with NTP version 3
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Fig. 2 A Reference Model for Network Clock
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