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Abstract

Network intrusion detection system based on machine learning method such as artificial neural network is quite dependent on the
selected features in terms of accuracy and efficiency. Nevertheless, choosing the optimal combination of features, which guarantees
accuracy and efficienty, from generally used many features to detect network intrusion requires extensive computing resources. In this
paper, we deal with a optimal feature selection problem to determine 6 denial service attacks and normal usage provided by NSL-KDD
data. We propose a optimal feature selection algorithm. Proposed algorithm is based on the multi-start local search algorithm, one of
representative meta-heuristic algorithm for solving optimization problem. In order to evaluate the performance of our proposed
algorithm, comparison with a case of all 41 features used against NSL-KDD data is conducted. In addtion, comparisons between 3 well-
known machine learning methods (multi-layer perceptron., Bayes classifier, and Support vector machine) are performed to find a
machine learning method which shows the best performance combined with the proposed feature selection method.
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Table 1. The compostion of data set

Normal Neptune Teardrop Smurf Pod Back Land
Training data 67344 41214 892 2646 201 956 18
Test data 9711 4657 12 665 41 359 7
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Table 2. Pseudo code for feature selection algorithm

Algorithm: Feature selection algorithm
Input : Training data set, the number of initial solutions: R
Output : Combination of features: v,

1. vy« Null;  // final solution

2. ¢y« Max Integer;

3. fori=0to R:

4. Generate an initial solution, v;,

5. Vp < Vi

6. Calculate the cost of initial solution, C(v,);

7. while(1) begin:

8. Find neighbor solutions of v, which have one bit
different from vy;

9. Calculate the cost of each neighbor solution;

10. Select the best one, v,, from neighbor solutions;

11. ifCwy) > C(v):

12. Vp <— Vs

13. else:

14. break;

15. end // for while loop

16. If ¢;> C(vs):

17. V<= Vb,

18. Cr & C(V/),

19.  end// for for loop
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Table 3. The results of experiments, which shows accuracy, taken time to
training, taken time to testing and feature size

Accurac Time taken Time taken Size of
Y to train (sec) to test (sec) feature set
Selected
feature 96776152 2PV om0 19.0543.47
set
41
features 96.98 799.65 1.48 41
= 54 848 A8t 9o FEd 96.98%¢°l M S
oFZF GAINE M e A WENE Holv ¢ B

i HI7lE oE e Ay
SHAIRE AQbe Wl s dElw 54 x3te] W
7] 19.052 NSL KDD HolE|7} dH|dt 574 =9

12 olakqith. T3k mdl AAS 98 g5 Altoly &
HAAES o s 3 HAE AR Ak E4 Hd
dugES olgd d& 5 =g o] Fuj ol
2t AR S Zeld = 9tk o] Ak darE]Fell
o8 FaH EAHZTS AL A ZE EAZXTS
AFEES weol v IS BASHEARE AAZE
HAAGA A Al ="l Brp Hgsichs ARES A
T Atk o]# e AY AnzRE g dag]F V)
Hho] ERAY olyg]Fo] DoS 4 FEwhe wE
old A Ay (1012} ¥]=3 AFE Y F=ue= AL
215 gelsllth Table 45 98.8%2 AT S HolFE E
A 2o ERAES HolFt

bl fs A=
e A% e e ¥ 54 A8 dudzw 4
2 oojgel= VA WS Ftua 2 g A7HA

3 A ER7) AEE 9
des Aetdg vl

o] = EH7] [11]% 9% (likelihood)$t AMd EHE =
FH AMFEES ARtete wlel= Al Vs E A
Zigke] WAl ZIASSE Weld. el
SVM= Vapnik [12]°] <]&] A|¢tel A x=ek 7]uke] 7]
Asts WRoR, 275 A% 44 294 AAed A
X E 99 74 (margin)ye AHTOZH U 7| AT
F el HlE) dubge ztevs ®@7be wal Qlvh
HIA3E SVMS AREal7] A8l AGETE Ky)=(xy+ly
2 AFE3Qth T Table 5& AlQHs 5349 g
e ol&d AT 207 SRS FeR A7HA
ZIASEE AR dede e Aotk

=

)

Table S04 ¢ 5 91Fo] Bt YL svMe] ¢
A Fol} Hol = EFlo] Ha) Frhe A o
Slth. AT HEAANE DAY A9 AF AP
syo] 7b4 g Aol BFANAE sYMe| Hit A

o3 gith. g A

A 5 e AR Aolg n
9 FEel gold AF AT FHel svMmel ua
olstthz Aolx Al Abgol glojA= SVM o] ¢lo]
23 welsl ¥ 0w ASE WHel |8 & e
% 5 k.

=

KEPCO Journal on Electric Power and Energy, Vol. 2, No. 2, June 2016

Table 4. A feature set which shows accuracy of 98.8%

min

num feature name type max value
value

1 duration numeric 0 54451
2 protocol_type symbolic 0 2

4 flag symbolic 0 10

5 src_bytes numeric 0 89581520

8 wrong_fragment numeric 0 3
10 hot numeric 0 101
13 num_compromised numeric 0 7479
14 root_shell numeric 0 1

15 su_attempted numeric 0 2
16 num_root numeric 0 7468
17 num_file creations numeric 0 100
19 num_access_files numeric 0 9
23 count numeric 0 511
26 Srv_serror_rate numeric 0.0 1.0
28 SIv_rerror_rate numeric 0.0 1.0
29 same_srv_rate numeric 0.0 1.0
33 dst_host_srv_count numeric 0 255
34 dst_host_same_srv_rate numeric 0.0 1.0
35 dst_host_diff srv_rate numeric 0.0 1.0
36 dst_host_same src_port rate numeric 0.0 1.0
38 dst_host_serror_rate numeric 0.0 1.0
39 dst_host_srv_serror_rate numeric 0.0 1.0
40 dst_host_rerror_rate numeric 0.0 1.0
41 dst_host_srv_rerror rate numeric 0.0 1.0

Table 5. The performance comparisons between 3 machine learning methods

Multi-layer
perceptron
96.77%(*1.52)

Bayesian
classifier
81.30%(£19.12)

SVM
97.17%(*2.13)

Accuracy
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