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Implementation of CoAP/6LoWPAN over BLE Networks for IoT Services
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Abstract

With the advent of Internet of Things (IoT) technology that allows the communications between things and devices over the
Internet, a lot of researches on the IoT services, such as smart home or healthcare, have been progressed. In the existing
machine-to-machine (M2M) communications, however, since the underlying link-layer technologies, such as Bluetooth or ZigBee,
do not use the Internet Protocol (IP) communication, those technologies are not suitable to provide the loT services. Accordingly,
this paper discusses how to provide the Internet services in the M2M communication, and propose an implementation of the
Constrained Application Protocol (CoAP) over 6LoWPAN for providing loT services in the BLE networks. Based on the
implementation, we compared the performance between HTTP and CoAP for IoT communications. From the experimental results,
we can see that the CoAP protocol gives better performance than the HTTP protocol with two times higher throughput, 21% faster
transmission time, and 22% smaller amount of generated packets.
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Fig. 1. 6LOWPAN protocol stack
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Code Description

# modprobe bluetooth 6lowpan

Enable 6LoWPAN module in Linux

# mount -t debugfs none /sys/kernel/debug

Enable kernel debugging

# echo 35 >
/sys/kernel/debug/bluetooth/6lowpan psm

Set Bluetooth PSM for IPSP profile

+ eche “cennect 00:11:22:33:44 17 >
/sys/kernel/debug/bluetooth/6lowpan control

Create 6LoWPAN connection between two
node

# ifconfig eth0 inet6 add 2001:db8:abdc:1::1/64
# ifconfig bt0 inet6 add 2001:db8:abdc:2::1/64

Assign IPv6 address to 6LoWPAN gateway

# ifconfig bt0 inet6 add 2001:db8:abdc:2::2/64

Assign IPv6 address to CoAP server

# echo 1 >
/proc/sys/net/ipv6/conf/all/forwarding

Enable IPv6 routing of 6LoWPAN gateway

# route -6 add default gw 2001:db8:abdc:2::1
netmask 256 dev btO

Add default gateway of CoAP server

T2l 3. CoAP Mt HOIES0] 7t 6LOWPAN E4I8 ot7| 28t

7y

Fig. 3. The process to communicating 6LoOWPAN gateway and CoAP Server
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Network B

CoAP client

6LoWPAN 7| 1 glolel A 6LoWPAN 2713} Q1E]H
Zlo] ojBA AJ5 MBE A Rl

T A AYES CoAP ZEIUET} CoAP AW 9] &%
AAe] SAS Wole = AU LE AT CoAP A
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x| eto 2 Al MRl AES YEY T A2] CoAP A H o]
F7F= HTTP AHE FAdgth 12132 CoAP A{H ¢t
6LoWPAN 7Alo|E9o] 7+ HTTPS} CoAP Z2EZ¢] 4

JN

I3 5= YEYI AclA 6LoWPAN Alo|Ed o]t
CoAPAH] 7+e] ICMPv6 ¥ 7S F1 k2 Aot} 644}

Mo, Tirne: Source Destination Pratocol
10.000000 feB0::21a:7dff:feda:71. fel0::21a:7dff:feda:7104 ICMPVE
2 8.121436 feBO::21a:7dff:feda:71.. feB@::2la:7dff:feda:7186c ICMPvE
31.881131 feB8@::21a:7dff:feda:71. fe80::21a:7dff:feda:7104 I(MPVE
41.101765 feB@::21a:7dff:feda:7l.. feB@::21a:7dff:feda:710c ICMPve

Length Info
120 Echo (ping) request 1d=6x8637, seq=1, hop limit=64 (reply in 2)
128 Echo (ping) reply id=@x@637, seq=1, hop limit=64 (request in 1)
128 Echo (ping) request 1d-gx@637, seq=2, hop limit-64 (reply in 4)
120 Echo (ping) reply id=@x@637, seq=2, hop limit=64 (request in 3)

» Linux cooked capture

v Internet Control Message Protocol v6
Type: Echo (ping) request (128)
Code: @

Checksum: @x6b99 [correct]
Identifier: @x@637
Sequence: 1

[Response TIn: 2]

Data (56 bytes)

Frame 1: 128 bytes on wire (960 bits), 120 bytes captured (960 bits) on interface @

Internet Protocol Version 6, Src: fe8@::21a:7dff:feda:710c, Dst: feB@8::21a:7dff:feda:7104

T2l 5. 6LoWPAN HI0|E

02} CoAP ME{Zte| ICMPv6 7] mat

Fig. 5. Packet transmission between 6LoOWPAN gateway and CoAP Server



2o

AT 9] 3¢ BLE ME A AllA] AFEAEY Mujx #FE $13 CoAPH 6LoWPAN +&8 303
(Cheol-Min Kim et al.: Implementation of CoAP/6LoWPAN over BLE Networks for IoT Services)

Tinux cooked capture
Internet Protocol Version 6, Src: 2001:db8:abdc:2::2, Dst: 2001:db8:abdc:1::2
TInternet Control Message Protocol v6

Mo, Time Source Destination Protocol Length Info
81 3.514387 2001:db8:abdc:2::2 2001:db8:abdc:1::2 ICMPv6 120 Echo (ping) request id=0x092c, seq=1, hop limit=64 (reply in 82)
66 3.514503 2001:db8:abdc:2::2 2001:db8:abdc:1::2 ICMPV6 118 Echo (ping) request id=0x092c, seq=1, hop limit=63 (reply in 67)
£7 3 £1A076 7001 . dbOsabdeidasd 2001 e dlOeabdeidian TOMDLE e e N s L S NN
Frame 81: 120 bytes on wire (96@ bits), 120 bytes captured (960 bits) on interface 1

67 3.514976 2001:db8:abdc:1::2 2001:db8:abdc:2::2 ICMPV6 118 Echo (ping) reply id=8x@92c, seq=1, hop limit=64 (request in 66)
82 3.515011 2001:db8:abdc:1::2 2001:db8:abdc:2: :2 ICMPV6 120 Echo (ping) reply id=83092c, seq=1, hop limit=63 (request in 81)

4 A CONOIA 200 . di@uabdeidand LY.V U IO SO P T | TOMDLC 190 Coba foion) aaauact 3d4l0000%c  can-d  bon 1imit—GA Loaali in 1021

|> Frame 67: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface @

Internet Protocol Version 6, Src: 2001:db8:abdc:1::2, Dst: 2001:db8:abdc:2::2

Ethernet II, Src: AsustekC_ae:d8:7a (1c:b7:2c:ae:d8:7a), Dst: Raspberr_75:48:b9 (b8:27:eb:75:48:b9)

Internet Control Message Protocol v6

T2 6. 6LOWPAN IjZlS ClE{Ulgt ZIeE HMHEtE 21}
Fig. 6. The packet transition result from 6LoWPAN to Internet

Mo, Time Source Destination Protocol Length Info
 10.000 2001:db8:abdc:1::2 2001:db8:abdc:2::2 CoAP 89 CON, MID:26706, GET, TKN:ac 6a el ce b3 8c, /temperature/room
L 20.105 2001:db8:abdc:2::2 2001:db8:abdc:1::2 CoAP 79 ACK, MID:26706, 2.05 Content, TKN:ac 6a el ce b3 8c (text/plain)

User Datagram Protocol, Src Port: 50268 (50268), Dst Port: 5683 (5683)
v Constrained Application Protocol, Confirmable, GET, MID:26706
0l.. .o = Version: 1
..00 .... = Type: Confirmable (@)
. 0110 = Token Length: 6
Code: GET (1)
Message ID: 26706
Token: acbaelceb38c
Opt Name: #1: Uri-Path: temperature
Opt Name: #2: Uri-Path: room

Frame 1: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface @
Ethernet II, Src: AsrockIn 2c:c6:fd (d0:50:99:2c:c6:fd), Dst: Raspberr_75:48:b9 (b8:27:eb:75:48:b9)
Internet Protocol Version 6, Src: 2001:db8:abdc:1::2, Dst: 2001:db8:abdc:2::2

I.E:! 7. 2 )lkﬂA.|o| =EXM7I2 o;:4o|E ﬂHgJ

oHAZE Lo

Fig. 7. The request packet to get the value of temperature sensor
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No, Time Source Destination Protocol Length Info
— 10.000 2001:db8:abdc:1::2 2001:db8:abdc:2::2 CoAP 89 CON, MID:26706, GET, TKN:ac 6a el ce b3 8c, /temperature/room
[ 20.105 2001:db8:abdc:2::2 2001:db8:abdc:1::2 CoAP 79 ACK, MID:26786, 2.85 Content, TKN:ac 6a el ce b3 8c (text/plain)

Frame 2: 79 bytes on wire (632 bits), 79 bytes captured (632 bits) on interface @
Ethernet II, Src: Raspberr_75:48:b9 (b8:27:eb:75:48:b9), Dst: AsrockIn_2c:c6:fd (d@:50:99:2c:c6:fd)
Internet Protocol Version 6, Src: 2001:db8:abdc:2::2, Dst: 2001:db8:abdc:1::2
User Datagram Protocol, Src Port: 5683 (5683), Dst Port: 58268 (50268)
v Constrained Application Protocol, Acknowledgement, 2.85 Content, MID:26706
BL... vovs = Version: 1

... = Type: Acknowledgement (2)
. 0110 = Token Length: 6

Code: 2.85 Content (69)

Message ID: 26706

Token: acbaelceb38c
> Opt Name: #1: Content-Format: text/plain; charset=utf-8

End of options marker: 255
> Payload: Payload Content-Format: text/plain; charset=utf-8, Length: 5

T2l 8. 2= MiMel ZHgtE Hetels 1Al

()

Fig. 8. The response packet contains the value of temperature sensor

80 75.26

59.17

Avg. transmission time (ms)
=
(=]

CoAP HTTP

T2l 9. 6LOWPAN EHAH0|M CoAPZ} HTTPL| Tt MEA|Zt H|
Fig. 9. The comparison of average transmission time between CoAP and HTTP using 6LoWPAN

Cumulative number of packets

1 10 19 28 37 46 55 64 73 82 9l 100
Number of requests

e (AP e HHTTP

T2 10. 22 23 100 Melok= O ARRE W3l +
Fig. 10. The cumulative packet sequence number between CoAP and HTTP
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