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ABSTRACT

All industries has expanded their research investment for development and secure of new
technology, following application of ICT technology and rapid growth of industrial technology.
Therefore efforts to protect the new technology have strengthened. Several governments
have conducted a variety of industrial security activities with interest because these efforts
are considered not only business problem level but also national level. In this paper, we
research the industrial security related organization that performs the activities for industrial
assets protection and technology drain prevention. Furthermore we discuss problems with
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the industrial security performance of government and emphasize the necessity of industrial

security department in government.
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(Figure 1) Map of Industrial Security-Related Organization
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(Table 1) Main Security Works of Industrial Security Organization

Sort

Industrial Security

Main Security Works

Organization
Ministry of Trade, « Establishment of basic p@annmg of mdgstnal technology protection
Industry and Energy * Development support of industry security technology
* Holding of industrial technology protection committee
Small and Medium | Establishment of basic planning of technology protection for small-medium business
Business * Project support of technology protection for small-medium business
Central Administration * Development support of security technology for small-medium business
éfrl,m‘mr:; Korean Intellectual |+ Management of business secret protection system
Agency Property Office » Management of dispute mediation system for industrial property right
Ministry of Science, | operation and improvement of management system for nation R&D projects
ICT and Future * Management of equipment and facilities for nation R&D
Planning * Publishing of Security management standard manual for nation R&D projects
Defense Acquisition |+ Policy making and system improvement of technology protection for defense industry
Program * A study of Specialized expert related defense industry technology
Administration » Making protective measure of defense technology
* Policy development of Industry technology protection
Korea Association * Operation of certification system for industrial security manager
for Industry * Certification of industrial security management system and Industry security
Technology Security | consulting
 Support of technology protection service for small-medium business
* Operation of dispute resolution committee for industrial technology protection
Large and Small * Arranging of technology dispute mediation for small-medium business
Business Cooperation | * A deposit technology data for small-medium business
o Foundation » Technology protection counseling center for small-medium business
Specialized - - -
Institution * Self-diagnosis of business secret
. * Provision of Consulting service of standard management system
Korea Institute of . T L .
. « Operation of certification system for the original business secret
Patent Information L. .
* Provision of Standard management system for business secret
» Center operation of leakage report and consulting for business secret
* Establishment of basic planning of research results management/utilization for
Korea Institute of nation R&D
S&T Evaluation * Investigation of result usage condition for nation R&D
and Planning * Security check of research institute
* Security management education for nation R&D
* Detection of arrest of industry spy
. * Security guidance and education of high tech business
National . - . . . . .
Intelligence Service * Construction of information exchange system between private and public agencies
N * Production/support of policy data related with industrial security.
* Operation of report and counseling center for industrial spy
* Installation of support center and acceptance of report for criminal investigation
Investigation C e of technology leakage
Agency Prosecution Service |, Training of Professional investigators for technology leakage criminal

Agency

* Development of investigation techniques for technology leakage criminal
* Law and regulation improvement of New technology leakage criminal

Korean National
Police Agency

« Installation and operation of special investigation team for industrial technology
leakage

* Legal advice and consulting for industrial technology leakage

« Acceptance of report/consulting for industrial technology leakage

* Development and guidance of investigation techniques for industrial technology leakage
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Treasury Department

U.S. Customs Service

Federal Law Enforcement Training Center

Justice Department
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Health and Human Service
Department

Strategic National Stockpile and National
Disaster Medical System

Energy Department
Nuclear Incident Response Team
CBRN Countermeasures Programs

Environmental Measurements Laboratory

National Domestic Preparedness Office 0‘&1]3'{4‘4, Energy Security and Assurance Program

National Infrastructure Protection Center

)

Transportation Department 445 §

on_Us
C
‘ ‘@
TN
o

¥

Defense Department

= National BW Defense Analysis Center

The Transportation Security Administration Department of National Communications System
Homeland
Agriculture Department Security General Services Administration

Animal and Plant Health Inspection Service

Plum Island Animal Disease Center

Federal Emergency Management
Agency

Federal Protective Service

(Figure 2) The Departments

Federal Computer Incident Response Center
U.S. Coast Guard

U.S. Secret Service

which is Integrated in DHS
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Ministry of Trade, Industry and
Energy
Industry security - Related Department
Korea Association _fcvr Industry
fechnology Security National Intelligence Service
Ministry of Trade, Industry and Industry security - Related Department
Energy
Industry security - Related Department
Large an_d Small Business Cooperation
Foundation Certain
Korean Intellectual Property Office \ Igg:::{:;' FUPEECIET SEUTER SEjEis)
Industry security - Related Department / charge Industry security - Related Department
Korea Institute of Patent Information Department

Ministry of Science, ICT and Future
Planning

Industry security - Related Department

Korea Institute of S&T Evaluation and Planning

Defense Acquisition Program
Administration

Industry security - Related Department

Korean National Police Agency

Industry security - Related Department

(Figure 3) Process(Plan) of Making Certain Industrial Security Charge Department



References

=]
By

d

A
<l

}‘

Fed 1t

A
pu

o] AR

=
L

el 7]

A AAAY 3] A #1219 A2%
[¢)

9] <Figure 3>3} 2o]

e A

130

O = T g R A N d,%_, g L Y o
~E2 88 23558 ESRE=z S8E8E S EZZ
=S sz s § 89 & EE .27 E£zcdg. Sosvg
98 E » L oo ‘mM%ww CER - I, EE& S 8B mAml.
EESEZT fpeeT =asl- ffisw FEEC
S = = = e} : [= g IS
SEETSEE S Egef gzods zEcos g2
e £ 8 % 3 = 8 £ 5 o N = B 3w Z v B L F
a o= g z 5 8 £8 5 o5 g o 2 - - . = & &
b Y.Bem .J.dMOL Docvo‘.mal mCUW B.H <
Gn.MWhu 5. 2 = 2 o K £ Z s L o 2 =R/
s‘mwMTﬁammmmv 2EEEZE EBEesy EZ il
) 2 = = = I =) s = n B2 9 o & = g B
ESAZEgSgESs Tees =9:%s ETL
=) e S .8 n £ o ° T =2 B Q0 S L
R = g T 32 B g .5 2 28 5 S
St EPATESEE juEBE B i dg g5 S
r.,qmucamwm@mm”awmm&m.mmm]_wynwmn,.m.m%
g 28 8 o 4 X5 F 2 g & S = l,mm.td.noy = o §
&%aM@mmmmmmm%cmSwmucmmmw%M%mK
= S = = I8
wp R o 5Wu..&%%%%ﬂ%%%@Wﬂﬂ@?aﬁmx T T H W
ol — — —_ ~ ol = s
SR A S T . S A R S
R S O B o I Tl A I - I
srrxfeczpzrEildafateciis %zl
m R g ~ N o ® X Ko T o °
. loﬂw ~ A= . X o8 = R I~ = <)
o oo o = T = = = X o) o No o N S I B
IS SRR T R R s
TR ST TR S S LR PEFE L
WOW Y S ™ e X 0w o L o 2y O Ty
oo 2o N oo b X o .- ol e o o= ogn O - %o oy = n-
o ™ oo o N W e s o 2 L
e LT T NS PR L L.
H%ﬂ&%mﬂ@mﬂﬂ@%%?Hﬂevﬁ%ﬁ;@uﬂg%AT N KR
P A A R IR o A I SN O N T o
mHdFEmad ey TEN T BT E T M T
@Wﬂmo»%&%ﬂ%%@wﬂm&m%ﬁéﬂuEﬂr,_mxﬂmodumﬂ%7Emmﬂﬂwm
EEAAT&%EA%_@HC .sﬂoﬂ_,oﬂm@ioﬁeﬂﬂﬂhﬂg@%}#
o= oo OB N S W oM W AW W X o R w R G B E
T W T WM TR oOR MU N BB TR ME W R W W T = o

5, pp. 314-324, 2010.
[6] Kim, C. H. and Yoo, J. H., “Priority of

Xt

HS

&l A azel

9

Aol Fadel o

5

B



the Government Policy to support Indu—
strial Security-Focus on a companies’
demand and efficiency of policy,” The
Journal of Korean Security Science As—
sociation, No. 42, pp. 155-178, 2015.

[7] Kim, Y. H. and Chang, H. B., “The In-
dustrial Security Management Model for
SMBs in Smart Work,” Journal of Intelli-
gent Manufacturing, Vol. 25, No. 2, pp.
319-327, 2012.

[8] Nam, J. S., “Actual Condition of Damage
of Industrial Secrets Leakage Crime and
its Measures at Small or Medium Sized
Business-Focusing on Legal + Systematic
Methods—,” Korean Academy of Public
Safety and Criminal Justice, Vol. 21, No.
1, pp. 45-75, 2012.

[9] Park, C. S, Lee, D. B, and Kwak, J.,
“A Study on Enterprise and Govern-
ment Information Security Enhancement
with Information Security Management

System,” The Journal of Korea Naviga-

Fok ArdEeh AR e Az 131

tion Institute, Vol. 15, No. 6, pp. 1220—
1227, 2011.

[10] The Korean Association for Research of
Industrial Security, “Industrial Security
White paper,” 2015.

[11] Sim, W. H., “Analysis of the Impact of
Security Liability and Compliance on a
Firm's Information Security Activities,”
The Journal of Society for e-Business
Studies, Vol. 16, No. 4, pp. 55-73, 2011.

[12] The Korean Association for Research of
Industrial Security, “A Study on the Con-
ceptual Definition of Industrial Security”,
The Journal of Korean Association for
Industry Security, Vol. 2, No. 1, pp. 73—
90, 2011.

[13] Walby, K. and Lipprt, R. K., “The diffe-
rence homeland security makes: Com-
paring municipal corporate security in
Canada and the United States,” Security
Dialogue, Vol. 46, No. 3, pp. 238-255,
2015.



132 =3AA YA #2149 Al2%

C

A 2 & ) >

kR
20154
20151 ~ & A

SRER:

Feh
20144
2015 ~&A A
P42 o}

A3}
1994
2011

2015\ ~ = A

P42 o}

L of

oA
19854
19954
2015 ~ & A
P42 o}

el
2007
2015% ~ & A

o}

(E-mail: leehyojik@cau.ac.kr)
sAWSn FREEYd dE (SAh
AN otk (AALtA)

A EE F R ARl L=

ot
i
2
]
&
1%
S~
>
=
oX

(E-mail: pomun87@cau.ac.kr)

aE ot P AT (A

aE st At A AF (A
Tt FEueketa) (LAA)

AR VRS WA, AR Q1E AR AP RE

(E-mail: illsan61@cau.ac.kr)

g Pgsty AF (3

Aot sty Pt AF (HAH
Fostu getuotsty (WALEA)
AAEQE AR §37H AAAR

(E-mail: yen®471@cau.ac.kr)
WA gkl ]k (A}
TN FFRAT (A1)
ol 4719 AREZ, NAHEKE

ot



el

20064
2007d~2011d
20121 ~2013
2014 ~ & A

SRER:

St FINN B ZALE B3 AP ESH AERA oA A 133

(E-mail: hbchang@cau.ac.kr)
AAEta FrA~gAE dF (A



