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Research on Cyber-terrorism preparation scheme

Kim Yeon Jun® - Kim Sang Jin™*

ABSTRACT

While evolving information-oriented society provides a lot of benefits to the human life, new types of threats
have been increasing. Particularly, cyber terrorism, happen on the network that is composed of a computer system
and information communication network, and the mean and scale of damage has reached a serious level. In other
words, it is hard to locate cyber terror since it occurs in the virtual space, not in the real world, so identifying
“Who is attacking?” (Non-visibility, non-formulas), or “Where the attack takes place?” (trans—nation) are hard.
Hackers, individuals or even a small group of people, who carried out the cyber terror are posing new threats that
could intimidate national security and the pace and magnitude of threats keep evolving. Scale and capability of
North Korea's cyber terrorism are assessed as world-class level. Recently, North Korea is focusing on strengthen
their cyber terrorism force. So improving a response system for cyber terror is a key necessity as North Korea's
has emerged as a direct threat to South Korean security. Therefore, Korea has to redeem both legal and
institutional systems immediately to perform as a unified control tower for preemptive response to cyber terrors
arise from North Korea and neighboring countries.

Key words : cyber-terrorism, non-visibility, non-formulas, trans-nation, preemptive-response.
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