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Abstract

This paper proposes “A Black Hole Detection Protocol Design based on a Mutual
Authentication Scheme on VANET.” It consists of the Mutual Authentication Scheme (MAS)
that processes a Mutual Authentication by transferring messages among a Gateway Node, a
Sensor Node, and a User Node and the Black Hole Detection Protocol (BHDP) which detects a
Non-Authentication Node by using the Session Key computed in the MAS and a Black Hole
by using the Broadcasting Table. Therefore, the MAS can reduce the operation count of hash
functions more than the existing scheme and protect a privacy from an eavesdropping attack
and an information exposure by hashing a nonce and user’s ID and password. In addition, the
MAS prevents a replay attack by using the randomly generated nonce and the time stamp. The
BHDP improves Packet Delivery ratio and Throughput more than the AODV with Black hole
by 4.79% and 38.28Kbps. Also, it improves Packet Delivery ratio and Throughput more than
the IDSAODV by 1.53% and 10.45Kbps. Hence it makes VANET more safe and reliable.
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1. Introduction

Because of the development of IoT and Smart devices, such heterogenous Ad Hoc or

Wireless Sensor Network as MANET and VANET is being built easily. The supply expansion
of intelligent terminals like a smart phone provides us with an affirmative opportunity to share
and use information. But, the supply expansion of intelligent terminals is providing us with a
negative phenomenon that illegal information is acquired and the acquired information is used
maliciously. Particularly, it causes serious consequences to the MANET environment that
makes it temporarily, not to use a communication infrastructure.

A Black Hole Attack to lose data transfer function is a threatening information attack to
MANET and VANET. If a Black Hole attack happens to the VANET, the non-transmission of
information can cause the traffic congestion and the serious problems like another accident.

This paper proposes “A Black Hole Detection Protocol Design based on a Mutual
Authentication Scheme on VANET.” It consists of the Mutual Authentication Scheme (MAS)
that processes a Mutual Authentication by transferring messages among a Gate Way Node
(GWN), a Sensor Node(=RSU), and a User Node(=Vehicle) and the Black Hole Detection
Protocol (BHDP) which detects a Non-Authentication Node by using a Session Key (SK)
computed in the MAS and a Black Hole Node on VANET by using the Broadcasting Table.
Therefore, the MAS can reduce the operation count of hash functions more than the existing
scheme and protect a privacy from an eavesdropping attack and an information exposure by
hashing a nonce and user’s ID and password.

The remainder of this paper is organized as follows. Chapter2 discusses the related works.
Chapter3 proposes a Black Hole Detection Protocol(BHDP) Design based on Mutual
Authentication. Chapter4 analyzes and estimates its performance. In the chapter 5, our
conclusion is described.

2. Related Work
2.1 VANET

A Vehicular Ad hoc Network (VANET) provides convenient wireless network services. In
addition, in VANET, vehicles can exchange and receive the traffic information [1-2]. VANET
can enhance traffic safety and improve traffic efficiency by transmitting the messages with
traffic information and road condition information [3-4].

Hence, traffic accidents and jams can be significantly diminished. Since inexpensive
wireless devices are available, they can be installed at various RSUs, such as road signs and
traffic lights. The primary objective of VANET is to provide real-time exchange of messages
between vehicles to ensure safety. However, the security of VANET is important because
messages can be tampered or counterfeited by malicious nodes during transmission [5-7].

2.2 AODV

Ad hoc On-demand Distance Vector (AODV) [8-10] routing protocol is widely used in ad
hoc networks. Route discovery operation is used to discover the route by using Route Request
(RREQ) and Route Reply (RREP) control messages. Fig. 1 shows the message structure of
AODV.
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A source node broadcasts a RREQ when the data is required to send to a destination node. A
route is created when each intermediate node receives RREQ if the intermediate node is not
the destination node and never received this RREQ before, it will broadcast the RREQ. The
RREP is unicast to the source node when the receiving node is the destination node. The
source node will check and choose the shorted path when it receives more than one RREP. The
route is only updated if the hop count in RREP is smaller than the existing route in route table
[10-11].

AODV has more vulnerable to attack. Because of AODV lacking a mechanism to handle or
detect the false information in RREQ and RREP, this kind of attack can easily occur in ad hoc
networks [10].

This paper proposes to detect a Black hole Attack by adding Session key to RREQ/RREP
message and by using the Broadcasting Table.

2.3 Black Hole Attack

In networking, black holes refer to places in the network where incoming traffic is silently
discarded (or "dropped"), without informing the source that the data did not reach its
destination. These black hole nodes are invisible and can only be detected by monitoring the
lost traffic. A Black hole attack is one of the active DoS attacks possible in MANETS.

In this attack, a malicious node sends a false RREP packet to a source node that initiated the
route discovery, in order to pose itself as a destination node or an immediate neighbor to the
actual destination node. In such a case, the source node would forward its entire data packets to
the malicious node, which originally was intended for the genuine destination. The malicious
node, eventually may never forward any of the data packets to the genuine destination. As a
result, therefore, the source and the destination nodes became unable to communicate with
each other [12-13].

Fig. 2 depicts the behavior of a black hole attack, wherein source node S is intended to
establish a route to destination node D. In an AODV routing protocol, node S would broadcast
a RREQ packet to search for destination node D; the normal intermediate nodes would receive
and continuously broadcast the RREQ, rather than the Black hole node. As shown in Fig. 2(a),
the Black hole node would directly reply through an RREP with an extremely large sequence
number and hop count of 1 to source node S. When receiving RREQs from normal nodes, the
destination node D would also select a route with a minimal hop count, and then, return a
RREP packet, as shown in Fig. 2(b). According to the AODV design, a source node would
select the latest (largest sequence number) and shortest route (minimal hop count) to send data
packets upon receipt of several RREPs packets. Thus, a route via a Black hole node would be
selected by node S. The Black hole node will then eavesdrop, or directly drop the received data
packets, as shown in Fig. 2(c) [14].
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Fig. 2. Black hole attack

S.DOKURER [15] proposed IDSAODV this method modified in AODV protocol that
implemented minimize the effect of malicious node. This method implemented by modified
in the routing update mechanism in AODV protocol. IDSAQODYV tries to eliminate the effect
of the Black hole attack by ignore the first route in the routing update process. The first RREP
message arrived with shortest route to the destination node from the malicious node.
IDSAODYV switched to the second route, The Black hole node increasing the date loss to 89%
when used IDSAODV decreased the data loss to 67% this solution reduce the Black effect by
22% as packet loss [16].

Ankita Chaturvedi, Sanjiv Sharma [17] proposed IIDSAODV is based on checking the
second RREP message and uses the sequence number is a 32 bit unsigned integer the Highest
value (HSN). Check second RREP, the difference between the broadcasted and received
destination sequence number is calculated and compared to the half of the highest possible
sequence number (HSN). The difference should be less than or equal to (HSN/2). If second
RREP pass then only the source node switches to this path. If checked fails the source node
continue to send the data through the path by first RREP. In Black hole decrease the PDR of
AODV by 83.79%, in case IDSAODV and IIDSAODYV increase by 40.41% and 78.16%.
Decrease throughput of AODV by 77.86%, in case IDSAODV and IIDSAODYV increase by
20.66% and 73.59%. Decrease end-to-end delay of AODV by 88.74%, in case IDSAOD and
IIDSAODV increase by 44.15% and 71.61% [16].

DPRAODYV [18] proposed method that based authenticate the RREP sequence number.
RREP_seq_no is higher than the threshold value. Threshold value is dynamically updated,
the value of RREP_seq_no is found to be higher than the threshold value, the node is
suspected to be malicious and it adds the node to the black list. It sends a new control packet,
ALARM to its neighbors. The neighboring nodes know that RREP packet from the node is to
be discarded. It simply ignores the node and does not receive reply from that node again [16].

Thus, this paper proposes a Black Hole Detection Protocol design based on a Mutual
Authentication Scheme. That protocol detects a Black Hole happening because of the fake of
the RREQ and RREP by checking the Time Stamp and SK of a Broadcasting Table and the
SK of an RREQ and RREP message.
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3. Black Hole Detection Protocol Design

This paper proposes “A Black Hole Detection Protocol Design based on a Mutual
Authentication Scheme on VANET”. It consists of a GateWay Node (GWN), a Sensor
Node(=RSU), and a User Node(=Vehicle) like Fig. 3.

The GWN is responsible for the gateway of VANET and manages the ID and shared key of
a Sensor Node(=RSU). When the Sensor Node registers a User Node or collects data, it is
responsible for the connection of the GWN to the User Node and manages a Broadcasting
Table (BT).

The GWN, Sensor Node, and User Node of VANET confirms their identity with MAS and
generates a Session Key (SK) between the Sensor Node and the User Node. The Sensor Node
detects a Non-Authentication Node with the SK and a Black Hole Node with the BT. The User
Node transfers data to a Destination Node safely after removing these threatening elements.

I?-' \\ Sensor Node \\
.’ (Z)Request(4) (RSD)
GWN . (OResponse(d) |
Data™ Check(SK.BT) Yoy ey
_x.} ._ﬁ?-'—* Y a
: ek User
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S ﬂ VANET

*A:Authentication, SK:Session Key, BT:Broadcasting Table
——>Data transmision

Fig. 3. The total flowchart

3.1 A Registration Phase

In the registration of the User Node in this paper, because the value computed by a hash
function, not by a user’s ID and password is used, the exposure of a user’s ID and password is
prevented and his privacy is protected.

Fig. 4 shows the procedure of a registration phase [19]. The lengthe of ID and password
that are 8byte, and h means SHA-1 Hash function.

User Node(Vehicle) GWN
Dy, PWy; Pewni: Pewny u- (Pewni s - IDg)
ry= random)

P y=h(ry/| IDy)
Ppw_u=h(ry| PWy)

Ppu. Pewu

gu.pu. PG\K__'{_U

gu =h(Pp vl Pawn)
pu=h(Prw vl Pewn v)

{PD_U E PP“'_U T EUs PUS PG“__\__U }

(a) User Node registration
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(b) Sensor Node registration
Fig. 4. The registration procedure

(1) A Registration of a User Node(=Vehicle)

A User Node generates a nonce ry randomly and computes Pp_y(=h(ry || IDy)) by hashing
the ryand the User Node IDy. The User Node computes Ppyw u(=h(ry || PWy)) by hashing a
password PW, and ry and delivers {P\p u, Ppw u} to the GWN.

The GWN computes guy(=h(Pip_ul|Pewn) by hashing the transferred User Node’s P\, yand
its own password Pgwn. and pu(=h(Pew u || Pewn_u)) by hashing the transferred User’s Ppw y
and User’s shared key Pgwn u. Then, the GWN transfers {gu, pu, Pewn_u} to the user Node.

The User Node stores in its memory the values {Pp_u, Pew _u, 'u, 9u, Pu, Pewn_u}-

(2) A Registration of the Sensor Node(=RSU)

The Sensor Node has I1Ds, PWs and the GWN’s Shared key Pgwn s. It computes the Pip s
(=h(rs|[IDs)) by hashing a randomly generated nonce rsand IDs, the Ppyw s(=h(rs|PWs)) by
hashing rs and PWs, and the Rs(=rs@®Pswn_s) by XORing nonce rsand Pgwn.s Because of
these, the exposure of rs, IDs, and PWsvalues are protected. And the Sensor Node transfers
these computed values {Pp s, Pew s, Rs, Ts} to the GWN. Here, Ts means the time Stamp
when the Sensor Node transfers messages.

The GWN checks the Tsrepresenting the time when a message is transferred. If a critical
time AT is exceeded, the GWN closes the registration of the Sensor Node. If a message is
transferred within AT, the GWN computes the nonce rs'(=Rs@Pswn s) to authenticate the
integrity of the message transferred from the Sensor Node and the Pip s'(=h(rs'||IDs)) by
hashing the rs" and IDs(Sensor Node’ ID). Then, the GWN compares the P\p stransferred from
the Sensor Node with the Pp ¢'. If the comparison is false, the GWN closes the registration of
the Sensor Node. It it is true, the GWN computes the gs(=h(Pip s||Pewn)) and
Ps(=h(Pew s|IPewn_s) necessary for a Mutual Authentication. Then, the GWN transfers to the
Sensor Node the {gs, ps, Tewn} Necessary for a Mutual Authentication.

The Sensor Node checks the Tgwn When a message is transferred. If a critical time AT is
exceeded, the Sensor Node closes the registration of a User Node. If a message is transferred
within AT, the Sensor Node stores the {Pp s, Prw s, I's, Us, Ps, Tewn} IN its memory.

3.2 A Mutual Authentication Phase
The Mutual Authentication of this paper makes the User Node, the Sensor Node, and the
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GWN confirm their identify simultaneously. Fig. 5 shows the procedure of mutual
authentication phase [19].

The Sensor Node and User Node stores in their memory each {IDy, PWy, Pip u, Pew us Tu,
gus Pu, Pown u}, and {IDs, PWs, Pown s, Pio s, Prw s, s, Os, Ps, Town} after finishing the
registration phase of section 2.1. The User Node, the Sensor Node, and the GWN use these
values in the Mutual Authentication.

The User Node generates a nonce ay randomly and computes a new Ay(=au@gu) by
XORing ay and gy. Then, the User Node computes a authentication value
MAG(=h(Pew ullPewn_ullpu)@auv@Ty) for an identity authentication of the User Node and
transfers {Ay, MAy, Ty} to the Sensor Node. Here, T, means a Time Stamp when the User
Node generates an authentication value.

The Sensor Node also computes a authentication value MAs(=h(IDs||Pewn_s|Town)®ps)
for identity authentication and transfers to the GWN the value {Au, MAy, Ty, MAs, Ts}
transferred from the User Node and computed by the Sensor Node.

GWN
Peww. Pewn v Pewne s IDs.
'm_u: Pew_u. 8u- Pu- Tewn:
P s. Pow s 25 Ps

User Node(Vehicle)
Dy. PWy. Pp v Pew u-
1y, 2u. Pu- Pewn v

Sensor Node(RSU)
IDs. PWs. Pewyy_s- P s
Pow s. 8. pe.Town

ay=random()
Ap=ay @ gu {Ay. MAy, Ty}
MAp= h(Pp“'_U ”PG“'_\:_U MA; = h(IDS ” PG\\'_\I_S
[ pv) @ ay® Ty | Tewy) D ps
{Au: MAy, Ty, MAs, T} |Ts—Te|<=AT
FALSE: Stop
TRUE:
MAg'=h(IDs | Pewn s || Town) D ps
{RAy, RAs, Tewn, Gu} Compare(MAs, MAs')
FALSE: Stop
[Teww— Tel<= AT TRUE:
FALSE : Stop ay’=Ay @ gu

[Ts—T¢|<= AT TRUE: MAy=h(Pew vl Pawn ull pu)
FALSE : Stop RAg" =h(IDs [[Pew s Tewn @ ay'® Ty
TRUE: {AS: RAy, Tow. Tg} ”TS ”TL) COIIIIJE!I‘C(MAU: MAy")

RAy=h(Pp ull Pewxn v Compare(RAg, RAs' ) FALSE : Stop

| Tawxll Tsll Ty) FALSE : Stop TRUE:

Compare(RAy, RAy) TRUE: Gu=gu © Pown s

FALSE : Stop ag=random() RAy=h(Pp vl Pewn ulTewn

TRUE: gu'= Gy @ Powx s [ Ts|l Ty)

ay=As @ gy A=a Qg RAg =h(IDs || Pgwy sl Towx
SK =h(Ay @ ag) SK=h(Ay @ a) [ Tsll Tu)

Fig. 5. The procedure of mutual authentication

The GWN confirms the time stamp Tswhen a message is transferred. If a critical time AT is

exceeded, the GWN closes a Mutual Authentication. If the message arrived within AT, the
GWN computes the MAg'(=h(IDs||Pewn_s [[Tewn) @ ps) to confirm the authentication value of
the Sensor Node and compares MAgswith MAs'. If the comparison is false, the GWN drops all
the values transferred from the Sensor Node and closes the Mutual Authentication. If it is true,
the GWN decides that the Sensor Node should be reliable.

The GWN computes ay'(=Au@gu) with the Ay transferred from the Sensor Node for the
authentication of the User Node. Then, the GWN computes MAy'(=h(Pew u || Pewn_u || Pu)®
ay'® Ty) and compares MAy with MA('. If the comparison is false, the GWN drops all the
values transferred from the Sensor Node and closes the Mutual Authentication. If it is true, the
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GWN decides that the User Node should be reliable.

Now, the GWN computes the Gy(=gu® Pown_s) necessary to generate SK. Then, the GWN
computes the authentication confirmation values RAy(=h(Pip_ullPown_ullTewn||Tsl| Tu)) of the
User Node and RAs(=h(IDs|| Pewn s || Tewn || Tsl| Tu) of the Sensor Node. Here, Tgwy means
the time stamp reset by the current time to transfer the message of the authentication
confirmation values. The GWN transfers {RAy, RAs, Tewn, Gu} to the Sensor Node.

The Sensor Node checks the time stamp Tgwn When a message is transferred. If a critical
time AT is exceeded, the Sensor Node closes a Mutual Authentication. If the message arrived
within AT, the Sensor Node computes RAs'(=h(IDs || Pewn s || Tewn || Ts|| Tu) and verifies
integrity by comparing RAs’ and RAg If the comparison is false, the Sensor Node closes the
Mutual Authentication. If it is true, the Sensor Node computes gy'(=Gu@®Powns) and
As(=as® gu’) after generating a random nonce as. Then, The Sensor Node generates
SK(=h(Ay @ as)) by using these values and transfers {As, RAy, Town, Ts} to the User Node.

The User Node confirms the Tewn When a message is transferred. If a critical time AT is
exceeded, the User Node closes the Mutual Authentication. If the message arrived within AT,
the User Node computes RAY'(=h(Pi5 u || Pewn u || Tewn |l Ts|l Tu) and verifies integrity by
comparing RAy’ with RAy,

If the comparison is false, the User Node closes the Mutual Authentication. If it is true, the
User Node computes SK(=h(Au@®AsPgu). The result shows that the User Node and the
Sensor Node have the same SK.

3.3 A BHDP Design

The BHDP in this paper is based on the existing AODV and makes the Sensor Node confirm
all the RREQ/RREP messages of all nodes.

The Sensor Node in the BHDP detects the Black Hole by using the BT in Fig. 6(a) and
prevents the Black Hole Attack by Broadcasting the detected information to all the nodes
within the network. Besides, SK (Session Key) field in Fig. 6(b,c) is added to the existing
AODV RREQ/RREP message so that the Sensor Node can detect non-authentication node in
selecting a message transfer path.

Broadcasting Node Source Destination Time Stamp SK

(a) Broadcasting Table

Hop

Type Flags Reserved
yp Y Count Type A Reserved

Hop
Count

RREQ(Broadcast)
Destination IP address
Destination sequence number
Source IP address
Source sequence number

SK(Session Key)

(b) RREQ message (c) RREP message
Fig. 6. The structure of Broadcasting Table and message

Destination IP address
Destination sequence number
Source IP address
Source sequence number
SK(Session Key)
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Fig. 7 shows the detection procedure of a Non-Authentication Node and a Black Hole.

The 1* Phase: The source node broadcasts an RREQ message.

The 2™ phase: The Sensor Node confirms the SK of the RREQ message. If the SK of the RREQ
message does not exist in the Sensor Node, the Sensor Node decides as a Non-Authentication
Node the node that transferred the RREQ message. Then, the Sensor Node informs the
Non-Authentication Node and closes the job. If the SK exists in the Sensor Node, go to the 3"
Phase.

The 3™ Phase: The 3" Phase confirms whether the node that received the RREQ is a Destination
Node. If it is a Destination Node, go to the 5" Phase.

The 4™ Phase: if it is not a Destination Node, a Node’s ID, a Source Address, a Destination
Address, Registration Time, and SK value are added to the BT. Then the RREQ Message is
broadcast.

The 5" Phase: The Destination Node generates a RREP message.

The 6" Phase: The Destination Node unicasts the RREP message.

The 7" Phase: The Sensor Node confirms the SK of the RREP message. If it does not exist in the
Sensor Node, the Sensor Node decides as a Non-Authentication Node the node that transferred
the RREP Message. Then, the Sensor Node informs the Non-Authentication Node and closes
the job. If the SK exists in the Sensor Node, go to the 8" phase.

Broadcast RREQ

Detect
non-authentication node

Alert non-authentication
node and Stop ‘ Create RREP ‘ Insert node to BT
(node, source, destination, —

timestamp, SK)

*BT:Broadcasting Table
*SK:Session Key

Alert Black hole node
and Stop

Fig. 7. The detection procedure of a Non-Authentication Node and a Black Hole

The 8" Phase: The 8" Phase confirms whether the node that received the RREP is a Destination
Node.

The 9" Phase: If the node that received the RREP is a Destination Node, it confirms that the node
that transferred the RREP exists in the BT and the time stamp is valid. If the confirmation is
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false, the 9" Phase informs that the node which transferred the RREP is a Black Hole and
closes the job.
The 10" Phase: If the confirmation is true, the node that received the RREP message unicasts it.

4. Estimation

4.1 The protection of privacy

When the BHDP registers a new vehicle(=user node) to the GWN or requests a Mutual
Authentication to the Sensor Node, Eavesdropping Attack or information exposure is likely to
happen. But, the MAS can protect a privacy from an eavesdropping attack and an information
exposure by hashing a nonce and user’s ID and password.

4.2 A Replay Attack

When the BHDP registers a Node to the GWN or requests a mutual authentication to a
Sensor Node, a randomly generated nonce and Time stamp are used.
Therefore, although an attacker who intercepted information requests a Node registration and
a Mutual Authentication again, the Replay attack can be protected with the nonce and Time
stamp.

4.3 A Mutual Authentication Scheme (MAS)

The operation time of the Mutual Authentication in this paper is compared to other schemes
with the operation count of hash functions. The result shows that the processing time was
improved in Table 1 more than other schemes.

Table 1. The comparison of computational cost

Authentication User Sensor Node GWN
Proposed scheme 3T, 3Ty 4T,
Muhamed et al[19] Th 5T, Th
Xue et al[20] 7Th 5Th 13T,

Ty : time for a hash operation

Transmission typically consumes more energy than computation because 1 bit transmission
is equal to an execution of about 900 CPU instructions [19, 21]. Table 2 shows the comparison
of proposed scheme and other related scheme. The propose scheme use four messages for
MAS. The result is very similar with Muhamed et al [19] but reduce the number of message
than Xue et al [20]. Thus proposed scheme reduce to consume energy than Xue et al [20].

Table 2. The comparison of communication cost

Authentication The number of message
Proposed scheme 4 messages
Muhamed et al[19] 4 messages
Xue et al[20] 6 messages
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4.4 Black Hole Detection Protocol (BHDP)

The BHDP in this paper used an NS-2 [22] Simulator and experimented a simulation with
the parameters of Table 3. In the experiment, 2 Sensor Nodes, 2 Black Hole, 2
Non-Authentication Nodes and 24 Authentication Nodes were deployed.

Table 3. Simulation Parameters

Parameters Values

Simulation Time 120sec

Simulation Area 1200 x 600m

the number of Authentication Node 24

the number of Sensor Node 2

the number of Black Hole 2

the number of Non- Authentication Node 2

Traffic type CBR(UDP)

Data Payload 512byte/packet

Transmission Range 200m
The Fig. 8 shows the location of nodes.
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Fig. 8. The location of nodes

Table 4 shows the generated packet, received packet, throughput, packet delivery ratio, and
End-to-End delay using formula (1), (2), and (3).
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> Received packed 8 (1)
Stop time—start time 1000

Throughput(kbps) =

Packet Delivery Ratio(%) = L Received Packet . 4 2

Generated Packet

Y(received time—send time)

End — to — End Delay(ms) = %X 1000 3)

Y number of connections

Table 4. The result of simulation (simulation time = 120sec)

Generated | Received | Throughtput Diﬁf\l/(:rty End-to-End
Packet Packet (kbps) Ratio(%) Delay(ms)
_AODV 21,676 4,398 156.87 20.29 219.11
without attack
AODV with Black hole | 5, 74 3,391 120.47 15.64 173.06
(node 1, 9)
AODV with Black hole
and Non- authentication 21,676 2,849 101.29 13.14 115.28
node (node 1, 9, 22, 26)
IDSAODV 21,676 3554 129.12 16.40 136.74
BHDP 21,676 3885 139.57 17.93 146.19

Because the existing AODV generates data transmission paths including a Black hole and
non-Authentication node and the Black node and non-Authentication drops the transferred
data, data can not be transferred to a destination accurately. The BHDP generates data
transmission paths excluding a Black hole and non-Authentication node.

Fig. 9 shows the graph about the comparison result of AODV without Black hole attack,
AODV with Black hole and non-Authentication, IDSAODV, and BHDP. Therefore, in the Fig.
9, the BHDP which excluded the Black hole and non-Authentication node improves packet
delivery ratio more than the AODV(4) and IDSAODV by 4.79% and 1.53% . Also, the BHDP
improves Throughput more than the AODV/(4) and IDSAODV by 38.28Kbps and 10.45 Kbps.

240 1 219.11 2
210 4 20.29
- 20 _
180 - 173.06 1793 ®
= 156.87 - k-1
g | 146.19 =
.3.:‘, 150 5012 136.74 139.57 L 15 ;
= :
E‘ 120 | 120.47 .g
& 101.29 39553 3
3 - 10 a
2 o0 - =
E £
60 - =
[ 5 o
30
0 1 T T T T 0
AODV(0) AODV(2) AOQDV(4) IDSAODV BHDP
m Throughtput(Kbps) End-to-End Delay{ms) == Packet Delivery Ratio(%)

Fig. 9. The result of comparison
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Here AODV/(0) means AODV without Black hole attack, AODV(2) means AODV with
Black hole, AODV(4) means AODV with Black hole and non-Authentication.

5. Conclusions

This paper proposes “A Design of Black Hole Detection Protocol based on a Mutual
Authentication Scheme on VANET”.

The BHDP has the following characteristics.

First, the computational cost was decreased to average 6Ty, by reducing the operation count
of a hash function more than the existing a Mutual Authentication Scheme.

Second, a privacy was protected from an eavesdropping attack and an information exposure
by hashing a randomly generated nonce and user’s ID and password.

Third, an replay attack was prevented by using a randomly generated nonce and time stamp.

Fourth, the Black Hole and the Non-Authentication Node was detected by using the SK and
BT generated with Mutual Authentication.

Therefore, the BHDP improves Packet Delivery Ratio and Throughput more than the
AODV with Black hole and IDSAODV and makes VANET more safe and reliable.
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