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Digital Forensics Investigation of Redis Database

Choi Jae Mun' - Jeong Doo Won™ - Yoon Jong Seong™ - Lee Sang Jin™

ABSTRACT

Recently, increasing utilization of Big Data or Social Network Service involves the increases in demand for NoSQL Database that
overcomes the limitations of existing relational database. A forensic examination of Relational Database has steadily researched in
terms of Digital Forensics. In contrast, the forensic examination of NoSQL Database is rarely studied. In this paper, We introduce
Redis (which is) based on Key-Value Store NoSQL Database, and research the collection and analysis of forensic artifacts then
propose recovery method of deleted data. Also we developed a recovery tool, it will be verified our recovery algorithm.
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Table 1. Example of snapshot setting

Operation Description
if more than 10 key change occurs for
SAVE 900 10 900 seconds then save
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Table 2. Example of AOF setting
Operation Description

Recorded AOF files each time the
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Fig. 9. The procedure for Redis Database forensic investigation
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Info Server

redis_version : 2.8.4

0S : Linux 3.19.0-25-generic x86_64
tcp_port : 6379

config _file: /etc/redis/redis.conf

Info Persistence

rdb_changes_since_last_save : 3
rdb_last_save_time : 1438064972
rdb_last_bgsave_status : ok
aof_enabled : 1
aof_last_write_status : ok

}

Info Replication(Master)

role : master

connected_slaves : 1

slave@ : ip = 127.0.0.1, port = 5002, state = online, offset = 1818050955, lag = @
slavel

slaveN

}

Info Replication(Slave)
master_host : 127.0.0.1
master_port : 5001

master_link_status : up

}

Fig. 10. Info instruction summary

Table 3. Info Command List

Operation Description

Info server General information of redis sever

Info client Information of redis client

Info memory Information of memory usage

Info persistence Information of RDB, AOF

Information of connection, command

Info stat .
processing

Info replication Information of Master/Slave replication

Info cpu Statistics of CPU usage

Info commandstats Statistics of command usage of redis

Info cluster Information of cluster

Info keyspace Information of keyspace
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Table 4. Database Configuration

Main option option Description
Port Service port

ip Bind IP address

General loglevel [levell Define Log Level

logfile [path] Define Logfile path

Database Count
Define RDB filename

databases [number]

dbfilename [filename]

Snapshotting —— -
dir [directory path] Define RDB save path
slaveof [master ip] Master node setting
Replication [master port]
masterauth [password] | marset node password
Security requirepass [password] | SV authentication
quirep b password
Limits maxmemory [bytes] limits memory

Append only appendfilename

Define AOF filename

mode [filename]
slowlog-log-slower-than | Define slow execution
Slow log . .
[microseconds] time
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Fig. 11. Data Collection Method

root@ubuntu: fvar/libfredis

127.0.0.1:6379> BGSAVE
Background saving started

: BGSAVE

Fig. 12. Command
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Table 5. Syslog Level

Log Level Description

‘Warning Server start-end, Critical message

Notice(Default) | (Include Warning), Server State, Backup time

Verbose (Include Notice)

(Include Verbose) client, slave node
Debug connection info, Database Key count in
Database, Expire Key Count

Warning Level AH ] Alz-E5, AW 98 A=A <}
7o FHAagke]l AWyt 712%™ Notice Level Log Level
o] 712 #o® Waming Levelo] W7|& ARE X33}l
Aol A dole wWele] A BHE 2w 7|2
t}. Verbose Level® 79 Notice Level®] 4RE ¥ 33}
F7HA ARE v gEld YA AA| Redisoll A
Log Level¥ Verbose Level2 A& ¢ Redis: 52a}
7 ¢kom, tE Level2 A3t Al&telets HAAE B
oJ#th. Debug Level?] 4% Clientt} Slave =9 7
AR, dolEwo]xd EAEE 7] MF, AHE &3, AAlE
7191 Mg 5 vlelEHle] 2 vlolE §-E¥ AR Fo| AA
stAl 715t} o= oMol s Y HAE Al ARG
HE Level2 71 @& 4RE EXIoh

Fig. 13& Notice Level syslog®l A& Au]Alz DB
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[1318] 26 Jan 15:45:53.903 # Server started, Redis version 2.8.4

[1318] 26 Jan 15:45:53.904 # WARNING overcommit_memory is set to @! Background save may fail
under low memory condition. To fix this issue add 'vm.overcommit_memory = 1' to
/etc/sysctl.conf and then reboot or run the command 'sysctl vm.overcommit_memory=1' for this
to take effect.

[1318] 26 Jan 15:45:53.946
1318] 26 Jan 15:45:53.946
1318] 27 Jan ©9:04:50.135

* DB loaded from disk: ©.042 seconds

* The server is now ready to accept connections on port 6379
* 1 changes in 90@ seconds. Saving...

1318] 27 Jan 09:04:50.165 * Background saving started by pid 4495

4495] 27 Jan ©9:04:50.167 * DB saved on disk

4495] 27 Jan ©9:04:50.167 * RDB: 6 MB of memory used by copy-on-write

1318] 27 Jan 09:04:50.266 * Background saving terminated with success

* 1 changes in 90@ seconds. Saving...

* Background saving started by pid 4858

*
*

[

[

[

[

[

[

[1318] 27 Jan 09:19:51.041
[1318] 27 Jan 09:19:51.226
[4858] 27 Jan ©9:19:51.348 * DB saved on disk

[4858] 27 Jan ©9:19:51.349 * RDB: 6 MB of memory used by copy-on-write

[1318] 27 Jan ©9:19:51.444 * Background saving terminated with success

[1318 | signal handler] (1453939506) Received SIGTERM, scheduling shutdown...
[1318] 28 Jan ©9:05:06.662 # User requested shutdown...

[1318] 28 Jan 09:05:06.662 * Saving the final RDB snapshot before exiting.
[1318] 28 Jan ©9:05:06.667 * DB saved on disk

Fig. 13. Example of syslog Level : Notice
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slow loge= 374474 349 slowlog-log-slower-than
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Set TEST1 Datal Normal Table Deleted Data Table
Set TEST2 Data2
Set TEST3 Data3 Key Value Key Value
Sequence | | Set TEST4 Data4 TEST1 Datal
of Query Del TEST3

Del TEST4

Rename TEST1 TEST4

Del TEST2

AOFFile
3

Set TEST1 Datal Normal Table Deleted Data Table
Set TEST2 Data2
Set TEST3 Data3 Key Value Key Value
sequence | | SetTESTA Data4 TEsT Dot

of Query Del TEST3
Del TESTA
Rename TEST1 TEST4 TEST3 Data3

Del TEST2

TEST2 Data2

AOF File
5

Set TEST1 Datal Normal Tahle Deleted Data Table
Set TEST2 Data2
Set TEST3 Data3 Key Value Key Value
Sequence | | St TEST4 Data4 ¥ TEST3 Data3
ofquery | | Del TEST3

Del TEST4

Rename TEST1 TEST4

Del TEST2

AOF File

Set TEST1 Datal Normal Table Deleted Data Table

Set TEST2 Data2

Set TEST3 Data3 Key Value Key Value
sequence | | S€1 TEST4 Datad TEST4 Datal TEST3 Data3
ofauery | | Del TEST3 TEST2 Data2 TESTA Data4

Del TEST4

Rename TEST1 TEST4

Del TEST2

AOF File

127.0.0.1:6379 : slowlog get
1)(integer) Log Identifier
2)(integer) Unix Timestamp
3)(integer) Query Execution Time
4) Saved Query

Fig. 14. slowlog
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2
Set TEST1 Datal Normal Table Deleted Data Table
Set TEST2 Data2
Set TEST3 Data3 Key Value Key Value
sequence | | Set TESTA Datad TEST1 Datal
_ sfaue || Del TEST3 TEST2 Data2
Del TEST4
Rename TEST1 TEST4
Del TEST2
AOF File
4
Set TEST1 Datal Normal Table Deleted Data Table
Set TEST2 Data2
Set TEST3 Data3 Key Value Key Value
- sequence | | Set TEST4 Datad TESTL Datal
ofquery | | Del TEST3 Test2 Dataz
Del TEST4
Rename TEST1 TEST4 TESTS Data3
Del TEST2 TEST4 Datad
AOF File
6
Set TEST1 Datal Normal Tahle Deleted Data Table
Set TEST2 Data2
Set TEST3 Data3 Key Value Key Value
- sequence | | Set TEST4 Data4 TESTL Datal TEST3 Data3
ofauery | | Del TEST3 TEST2 Data2 _....w TESTA Datad
Del TEST4 =
Rename TEST1 TEST4
Del TEST2
AOF File

8

Set TEST1 Datal Normal Table Deleted Data Table

Set TEST2 Data2

Set TEST3 Data3 Key Value Key Value
sequence | | Set TESTA Data4 TEST4 Datal TEST3 Data3
e ge: ¥E§i _ - - Data TEST4 Datad

© - N ;'"-..

Rename TEST1 TEST4 * TEST2 Data2

Del TEST2

AOF File

Fig. 15. Data Reconstruction through AOF File
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Fig. 17. Tools Result : SQLite DB
Table 6. Command List for Experiment
Operation Description 1-th Argument @ del
2-th Argument @ key183
SET Data Insert, Update Araument Count @ 2
1-th Argument @ del
DEL Data Delete 2-th Aroument @ kev194
Argument Count @ 2
RENAME Key Rename, Data Insert 1-th Argument @ del
2-th Al t 0 key195
APPEND Data Insert, Data Append Argument Count B ~
1-th Argument @ del
DECR Int type data -1 2-th Argument | key195
) Argument Count @ 2
DECRBY [INT] Deduct user defined number 1-th Araument : del
from Int type data 2-th Argument : key187
Argument Count @ 2
INCR Int type data +1 1-th Argument @ del
Add defined b A t25th frgunzwent kew198
user delmed number rgumen ount
INCRBY [INT] I d 1-th Argument @ del
to Int type data 2-th Arsument © kev199
Argument Count @ 2
1-th Argument @ del
2-th Argument @ key200D
RART(RedisADFF i leRecoveryTools) Result
Deleted Data Count @ 50
Create Table Recovery Data Count @ 50
Mormal, Deleted Data Recovery Ratio @ 100%
v Fig. 18. Data Recovery Result
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