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A Study on SIL Allocation for Signaling Function with Fuzzy Risk Graph

UBIZt - 0|F2*

Heekap Yang - Jongwoo Lee

Abstract This paper introduces a risk graph which is one method for determining the SIL as a measure of the effec-
tiveness of signaling system. The purpose of this research is to make up for the weakness of the qualitative determina-
tion, which has input value ambiguity and a boundary problem in the SIL range. The fuzzy input valuable consists of
consequence, exposure, avoidance and demand rate. The fuzzy inference produces forty eight fuzzy rule by adapting the
calibrated risk graph in the IEC 61511. The Max-min composition is utilized for the fuzzy inference. The result of the
fuzzy inference is the fuzzy value. Therefore, using the de-fuzzification method, the result should be converted to a crisp
value that can be utilized for real projects. Ultimately, the safety requirement for hazard is identified by proposing a SIL
result with a tolerable hazard rate. For the validation the results of the proposed method, the fuzzy risk graph model is
compared with the safety analysis of the signaling system in CENELEC SC 9XA WG A10 report.
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SILS 7lok= 4490 WO ZM EN 615089 |4+= Fig. 1 ¥ Table 13} Z-2 2|~ Jej=E AKght. 2lAa B7kE
LIt R AR Y Aol whE AZHE(C, Consequence), 572 X Z|dofl thgh 1% =ZE(F, Exposure), AFal 3] %=
(P, Avoidance) @ & 45} A Wl of sfgdl= @& (W, Demand rate)2 4 ok AMHE QH U2 Table 19] R4

W, W, W,
C, 1 1 ]
a ane -
Starting point 1 a —
for risk reduction — —
estimation 2 1 a
3 2 1
4 3 2
b 4 3
C = Consequence parameter —= No safety requirements
F = Freq y and exp time a = No special safety requirements
) b = Asingle E/E/PES is not sufficient
P = Possibility of avoiding hazard 1,2, 3, 4 = Safety Integrity Level

W = Demand rate assuming no protection

Fig. 1. Risk graph structure.

Table 1. Risk graph input values.

. Linguistic Calibrated
Input items
(EN61508) (IEC 61511)
Ca Minor injury No death/event
Cg Marginal 0.01 to 0.1 probable fatalities/event
Consequence — —
Cc Critical > 0.1 to 1 probable fatalities/ event
Cp Catastrophic > 1 probable fatalities/ event
Fa Rare < 10% of time
Exposure
Fg Frequent > 10% of time
. Pa Possible > 90% probability of avoiding hazard
Avoidance - — —
Pg Not likely < 90% probability of avoiding hazard
Wi Very low <1 in 30 years
Demand rate W, Low 1 in > 3 to 30 years
W3 Relatively high 1 in> 0.3 to 3 years
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7}&(Weight)oll wle} Fig. 19] TZ#j3zo] AMH(Mapping)ate] & SIL 53 ZAsk= vlmzd 3¢ Wiloltt A3t & A|7¢
o] wi=ti= AHo] 9lor} ¢lE w4 Wt 7)Fo] Table 13} 7LO] Aoj& 33 (Linguistic value)o]| &J&slH g2 1 A3HAJo| 1t
Fstehs o] Stk 2, WoiAke] F9AI) BHOE SIL S AolS Lk 4 qink.

o] TS B35l 93l IEC 6151194 = Table 13} o] Zﬂ & 4=%](Calibrated value)s zF= JEHSE 3712 AlFsH
T QITHB] et of W HEsb FEA we SIL 51 7 2AH A U SIL 53 0 w9 B 1

22 2|A3 Jeli= "o WHE o

2.2.1 20{#H%(Linguistic parameter) sy

2lAa gz Z8-2 95t = Table 1949} o] =& (Rare), 753H(Possible), Tl AP (Critical) 5 €103 &
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Table 2. Definition of SILs for high demand.

SIL Range of A(hour) Range of MTTF(years)
4 10°<a<10 100,000 > MTTF > 10,000
3 108 <21<107 10,000 > MTTEF > 1,000
2 107 <A< 10° 1,000 > MTTF > 100
1 109< 1< 10° 100 > MTTEF > 10

o A1) HE FdEH, 1S g2 BFZSH(MTTE, Mean Time To Failure)©.2 A
2 HuAeEo] 10,0011 7ZA--2F 100,0006821 H-9- FYU3t SIL4o) sigsict. =, 2oto] - (Worst
Case)ﬂ 44/“0 78%-(Best case) Z}o]7} 90,000 Yol e Etolal AlAgl FgAtolA s 1ol tigt P aTAleS Y
517 SIL4S AAIZH. O]“ geket ARl b aARyS AN = glet 2F A "SI BERE A% VIS
AA T 5 St TS Zhet) o] BEAE Bosly] Y8 o #X)3H(Defuzzification)r| HE &8 Zho 2 s SIL 533}
SIL 53 3gst= 0%51 3| A =8&-(THR, Tolerable hazard rate)2 2|24 Zro| AA|TO 2R EAAA| 7|&1} AESTHA ol A
o ekt A% 7128 AN % k.

2.3 Fuzzy Risk Graph @&giz =7} 4

2.3.1 x| o[

A o] 2L vl Az ol F HIEY theo] LA Zadeh nl-pof &fsf AIgtEglom, shfo] =qt 2hn Qlgol= 1 A8
He7E ghds] Aol QA o= NE e S (STl Vagueness)tt = 7HA] oo QJu|E ZIaL Qlof 1 o] A
or g o] B3k A flulll; Ambiguity)S TR Wz|o]2o] FHLe @10 WZx(Linguistic Variable)s AeFslat 4= glrt.
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Input Rules derived from
Fuzzy Intervals Risk Graph

Fuzzy Consequence
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Avoidance Fuzzy Avoidance Inference ——» SIL Weight
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Demand Rate

Operation
Conditions
&
System
Specifications

Fig. 2. Risk graph structure.
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u];(] o|22 AL3 YFE Hrlmdo| W3t P2 HR| AJH]A FMEA(Failure Mode Effective Analysis)S o]8-5ko] AjH]
22 A 2dl] AA| Al A4 S] AE]A whSof] UHE FRkS nlA]= AH|S 840 A IFEE ZA4of #Z] o]2o] A-gE e
H[5], HaHdHHT HRo] 22 o837 FMEA HAS Hmida A9l 24 Al Hx|g-go] A&EUtH6]. HAolE3

ol-gdl] Hr=Ae dulE o= WA= (Occurrenceys B7Fst7] f18f ¥4 0|22 283 1S 7 ol AAE]IL,
Aol AZMe (Severity) H71E o]838lo] g]A3 4149](Risk Priority Number)E AHg5= WlHHo| AA|E AT 7).

71E SHAFE T2 FMEAS 33 IAHE B4 A] 57] o|25 Ag3lon, SIL IS 913 #4] ] A& A= ¢l
o} st EE Blid EYAS 53t elaa Bt *] 317\1 o] Eolo] Adolr HHE A= 9 Rltko] gt oY
48 Sl 21 A oSS olel SR AT A7 SISIEHE. olet 0] ) A A ol 48 ol

2 3 A7k HX) Yot B ERelAE HE AT 71% PARANET Al WA AT T wd 2 8L A,

3. MAl 2[A3 2= A

!

3.1 HX| HHE nad

B2 gA3 Jfx md=s 98 3 HA 9

oo
i)

rr
o
i)
rE
P
i)
>
it
4
ot
=
@€
inla
ook
s
il
il
ox
21',
rr
L
e
Ko



HA| 2|A3 JHEE XMEst ME 7|s SIL ZEoi 2ot S
A=Y 1|19FL._J H2% (20164 4) 149

Lo Fuzzy Set
A
A s ™
Suppor t
. Vague . Core ., Vaguer
................. " \
~Crisp Set
* u
- >
§- m- C [} c* mt 8t

Fig. 3. Transforming crisp to fuzzy value.
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AAFZE B AAFH(Support interval)>- 2257} 00] o H3ko] e ofw|gich. Z1e]|ar AP % (Vague interval>
2EAETE 07 1Ape])] AR S Rtk S, AR, BARE 2 2F k] gt e Al o] o) g
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H, Table 1¢f w2} HX|AE RGe= {Minor injury, Marginal, Critical, Catastrophic}Z 3¥& It} =, RGo= AZ=2] HZA] Z
30|31 Minor injury, Marginal, Critical, Catastrophic®] 47]2] HH 4] a2 LAF T}

23 Tz o] Y4 £ A7 (Consequence) 2 Q78 (Demand rate)?} 2| &2 W22l SIL2 Table 204 X=H}
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Table 3. Transformed fuzzy value for SIL.

X universe of discourse SIL
SIL4 SIL3 SIL2 SIL1

Mean of lower support m 1.00E-09 1.00E-08 1.00E-07 1.00E-06
Mean of upper support m* 1.00E-08 1.00E-07 1.00E-06 1.00E-05
Mean M 3.16E-09 3.16E-08 3.16E-07 3.16E-06

Boundary of lower core C 1.78E-09 1.78E-08 1.78E-07 1.78E-06
Boundary of upper core c 5.62E-09 5.62E-08 5.62E-07 5.62E-06
Boundary of lower support S 5.62E-10 5.62E-09 5.62E-08 5.62E-07
Boundary of upper support S* 1.78E-08 1.78E-07 1.78E-06 1.78E-05

>S8R A, Su<Si<Cull A% Cu<Si<Cul 4% Sat Cus sYsHA 33t

Table 32 2](2)~24](5)0ll whet APYH SIL E2¥<=ol thgt B2 WX E vehdit.

L) S ER M k-l E2AS) R | tB_—’F % X=Z%% (Exposure) ¥ 3]3] % (Avoidance)= Table 10]42} ZHo] 004 1007k4] ol A
109} =7|9kg SAA o2 S5715HEL= Dubois®} Pradeo] A|QFeH 2|11t gl Aolof wet ik BFet-2 ARgshe] w4 3
B4 o] Fth(M), ZolFHC), AATFZHS)yE A(6)~21(9)2t 2ol A AFHH9].

p= e tm) ©)
- m +M M+ m”* @)

¢ =" ="
vV =2.(C"-m7) Vi=2.(m'-C" ®
S =C-V st=c+ vt )

e B4t FHE 49, BTN 99 deigel o F w4 84 4% gol 1 ER 1 247} 8 o

=g
2L g Al g WEs] & 4= Q) olE I8l i WA RG] slebgho] -1 HA ALt 9] &3 Hrof ot Sy
>S8R AY, Su<Si<Cu A CusSi<CiuQl 3% S Cis 5YHA A%

3.2 Fuzzy Inference

WA 228 Mamdani =292 Z835th Mandani 2L 52| W4 32 B3] w23} © 2 ZhH(Fuzzy Inputs)yS
Eoj2 w2 72 Ho|(Fuszy Rule Base)2 R 2 4] 2EATE itk 2227} o] A A% olF sl
Fz2A 9] 2E2AT] HA| &8 Zh(Fuzzy Output) ARE3SICE.

w2 712 wlo]AL Fig. 19] IEC 6151104 A SIL B2 7|2 we}t Table 49+ 7o) 48709] 17 2] (Fuzzy Rule)o.

A},

Mandani =2%of| whel A WA, 1A 4= gholl sl Table 3] #A] 52 wo]2oflx] 1Y Froll sfgslh= HATH2E 5
=3t

Ropi;=IF Cisaand F is a and P is a and W is 1 THEN SIL is -

Ry=IF Cisdand F is b and P is a and W is 2 THEN SIL is 3

Ryg=IF Cis d and F is b and P is b and W is 3 THEN SIL is b

F WA, =29 ZF 29 Ao A&Eo tigh MIN 4RE ofgfjel o] AAlsltt
R : mg; = minpiag1(Cor), uso1(For), Keor(Por), Hpoi(Wor)



HA| 2|A3 JHEE XMEst ME 7|s SIL ZEoi 2ot S
A=Y 1I19;‘._J H2% (20164 48) 151

Table 4. SIL fuzzy rule base.

IF THEN
Rule
C F P w SIL
1 a a a 1 -
2 a a a 2 -
3 a a a 3 a
4 a a b 1 -
5 a a 2 -
44 d b a 2 3
45 d b a 3 4
46 d b b 1 3
47 d b b 2 4
48 d b b 3 b

- : No safety requirements

a: No special safety requirements
b: No sufficient

1,2,3,4: Safety Integrity Level

Ruyg s myg= min{pasa(Cas), uBaa(Fas), teas(Pas), tpaas(Wag)}

Ryg : myg= min{piasg(Cag), 1pas(Fas), Hcas(Pas), Hpas(Was)}

MIN g4k Z7Hg} % 00] obd 3] T8-S MAX Qo] Fal(Aggregationib g 53] 2t SIL ¥ 25ES ofefer ol
.

usiLx(R) = max(mop, -, myg,, mye), VRESILX

3.3 Defuzzification

B2 22 vpz|at gl 52| 3Kdefuzzificaition) 4=8Jo|c}. B2] 2R0o] & &8 7 Tz Fho|ma A4 Al A&
o 5 Qe A =E5] flel JHAIEE dinh &, o #AElA Y S &Y wA] HPelug e shue] A
T e® =Edfjof gt A A|at W ol 7PX]7} o, 71 5 FA S4H(CoG, Centre of Gravity)o] 71 ol ARg-
FITH10]. o] WS X =21999] groll thet ¥ =299 2450 T Mol sl A B HAo] U3t & 2&
o7 7tEs AR X =999 e 2= 1ol A (10)] wheh Akt

[¢)

J

/ZE . ﬂlei(:C)dic (10)
/‘LSILi(:U)d:E

CoG=

Fig. 4042} Mizule} gro] 57 F4Me WAATe] A F4S Uehhs d HRE X 9] Jo7ziolA] Zokict. ol
qow FA FHS FUA 24 W Pool G B Aol chal AT A Fig, dol Ao} Bo] HE<)
& F3st0] ANFOEN FelHoR FHNE Pt

ftlo

qXMSIL4(q) + qxﬂﬂm(q) + @_XuS,L3(C§_)+ C‘?—X”‘SIL:}(q) + C‘;Xﬂﬂw(c{) + C;XNSle(C;)

=7HR (11
Hsrra (G)+ Hsrra (Cf) + gy ( C;) g (C{;) + s ( C;) + Lhrza ( Cj)

G =

B golq EE 259 9% G 7 SIL W) ke ST A(C W AR FATE A

2] FROoZ i}, Fig. 49]
Al 2% SIL H7H= THRY| 3|§AEE&E Zrom QPFA g2 SIL20| st
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s p SIL 4 SIL3 siL2 siL1

0.0

Ci c*, Cs cY, C; THR Cf Ci cY, X

Fig. 4. Defuzzification result of SIL.
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B O] Ofgk M SIL 7L MRS ARSAICh 2, A28 o] W ALY RFARE RS Fo) 9189 (Hazard)
—2.: A5t 1R E M (Fault Tree Analysis) 2 APAE B4 (Event Tree AnalysisyS $~35k0] A2 Q1 At} HvI ==
BA} FEH oz ARl tist /e glAaa B4 E3) 8834 =-&(THR, Tolerable Hazard Rate)S AH3}o] 3 SIL
Tae A78%ke A kA B7kE 49 Skt

CLC/TR 50451 ARoflA] A8E 2439] @9 ASEHA e A1t @4 A

A=zt vhg @Ak A, AelEol EAshs Aetol A A 2 A8 Aoz AlEsioich. AdE fE ol it
22 A7 BA Aal ARJRIEE Table 5@F Zho] AR SFITH11].

Ao A= SIL S5 4% o]—7] Q5] 7N 2]AZA(IRF, Individual risk of fatality)2 2](12)5 #-85}0] AABIATH12].
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Fig. 5. Configuration of signalling system.

Table 5. SIL fuzzy rule base.
Item Probability of death Fatality
Passanger 1.80E-5 15.7
Worker 1.37E-4 0.3
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Fig. 6. Membership function for passenger.



154 ST s3|=2%
, Minor Injury Catastriphic Rare quent
\ 1
036 \ 090 /’/
\ /
\ /
\ /
X /
/
/ \ /
\ /
\ /
/
\ /
0.04 0.10)
0 -1.00E-03 1.00E-03 1.00E-02 1.00E-01 1.00E+00 0 -30% -20% -10% 0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
Consequence Exposure
| oy Possible Relatively High . Low Very low
/ \
/ \
/ AN
/ N\
/ AN
/
A
// \‘\
/ AN
/ N
/ \\
/ \
0 Tao% “20% 10% 0% 0% 20% 0% % 0% 60% 0% 0% ‘0% 0% 0 TrooEo 100E-01 1 00E+00 100E+01
Avoidance Demand rate
Fig. 7. Membership function for worker.
o] APstgon], BlMEE 41 Ao] A2 BAS B oS3t
Fig. 62 7ol that 471x) wisee] mix|sh dutolnd, Fig. 72 A= 2el4h 2ol e 47b4 =0 |3} Aolct,

(1) AZF%=(Consequence) ¥

4IAReA 28] 91

4+ Ao

A AFEA g AT G2 AYoln, 319] HASE At W AwLel e A
214, ool EASHE AT A3 A, AEE Holz At

2 =eolAe dAFEA
A2 ¢

O At AmP] AYFORH ThE BAet 3B Bl AR ) PoIBI I 3B 2L 33

215k A S29) ol olut Aulel F2T 2 2482 94 AL kR Tefstel AAEE ARt
Table 63} Table 7] AJZ=E SI@APARICH WASE S7AA48 Sfmlgich. & dlojelt Auke An 282 913 2007
S 20119 71% 918 A SIRE AP 713 ARgol A wASHITHI2) AQOIA A= Zkzte] ApEEl 9igAkdoln i

o] G Azt S Lpehdct.

220y S4B, s AT 2 AR A= o s AR A2he FF A= ARl tigt A4=E o
ERdlich 41219 Aibe 1do] Ao A=w 2] F 0.634655780] APgehs oJu|gttt.
Consequence,,, = Y, C; = 0.019375+0.0525 +0.05 +0.008333 +0.02 +0.005 = 0.155208 (20)
Consequence,,, = Z C; = 0.634655 39
Table 6. Safety information for passenger.
Class Accident Frequency Fatality
Passenger Slip, trip, and falls in the train 8 0.019375
Passenger Struck by train door 2 0.0525
Collision Train collision by signaling 2 0.05
Collision Train collision by obstacle 3 0.008333
Collision Train collision by routing failure 1 0.02
Passenger Struck by fallen object in the train 4 0.005
Table 7. Safety information for worker.
Class Accident Frequency Fatality
Worker Be hit by a train on the field 29 0.634655
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Table 8. Determined SIL for passenger.
Passenger Fuzzy SIL Grade THR
1% SIL SIL 3 0.64
< 1.00E-07(1,138yrs)
2" SIL SIL 2 0.36
Table 9. Determined SIL for worker.
Worker Fuzzy SIL Grade THR
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2" SIL SIL 2 0.09
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