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Researches on Trust in [oT and Implications:
Focusing on EU Framework Programme 7 (FP7)

Yoon Young Seog, Seng-Kyoun Jo, Hyun-Woo Lee

71 The Internet of Things (IoT) is expected to provide new business opportunities by connecting
Abstra

_J devices, persons, and their data. However, the value proposed by IoT cannot be realized without
trust, As ToT premises on the seamless connections, it should guarantee trust among the connected persons and
things. However, there is lack of relevant discussion on how to achieve trustworthy connections and interactions
because most of academic studies have mainly focused on the development of IoT platforms and applications. To
fill the gaps, recent EU-funded projects such as uTRUSTit, ABC4Trust, Inter-Trust, COMPOSE, and SMARTIE
have been conducted under the FP7-ICT Framework Programme.

This paper presents and discusses each project's purpose and approach, Although their approaches are
somewhat different from each other, all of them dedicate to achieving both privacy and security by providing the
trustworthy connections. It seems to be clear that Korea also needs more academic and practical contribution in
terms of researches, to implement ‘trust” among connected things, which will eventually satisfy what really IoT is
expected for,

Keywords: Trust, loT, EU, FP7
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uTRUSTIt (Usable TRUST in the Internet of Things) 2010. 9.~2013. 9. 3,289,859
ABC4Trust (Attribute—based Credentials for Trust) 2010.11.~2015. 2. 13,063,511
Inter—Trust (Interoperable Trust Assurance Infrastructure) 2012.11.~2015. 4. 9,241,746
COMPOSE (Collaborative Open Market to Place Objects at your SErvice) 2012.11.~2015.10. 7,406,084
SMARTIE (Secure and sMArter ciTIEs Data Management) 2013. 9.~2016. 8. 4,862,363

Z4: uTRUSTIt, 2012b; ABCATrust, 2015b; Inter-Trust, 2015; COMPOSE, 2015; SMARTIE,

2015b.

Yoy 57



| mwsEd H23E H1E |

dubz oz o Z Aol A HH | Hek(Security)
&4 wA4A o] AHEAEC] oldfstr] ofHH
(Dumortier, et al., 2012: 568~569), thA] L3
AHAELS ofd ofEeAold B AbEo] AHY
of AZEE=A, ofEA ol5°] AAEE=A|, ougt
BE7 AGE A, 77F o] JEE A=A of
af Aeks] & 4 Qlok wabs 8 AHAEo] At
HIHE A8 Ha QA —e] AmEA HE= ToTs
A ARG HetTl AlElo] gt R &5
B Hoh BdefA i ol HYd el itk
(Dumortier, et al., 2012: 568~569).

olg)gt &4l j&E sl uTRUSTIt(Usable
TRUST in the Internet of Things) ZEZAEE
AL A olaf e 4= Al ToT T Afu]2
gk A YRS Algshe LZEY0] LS 54
OF Ft} FAFHOEE QS E Q7F B dF
HEHZY Fef, /AP 25 A& A% 717,
AE HS 7% 5 E(Security), A AH
(Personal Information)oll ¥AH FEE AZ3
sto] ARGARZE A iAol gt AlE AEE Kot
A BofslEg sl Ao FHolth o] ZRAE
78 67=roll A 67 Ab-gh- o] FE Rrofst

2. FQ g7 U8 # ZuE

uTRUSTIt+= TFT(Trust Feedback Tool)2H= &
A g H o] AF AT, TFTE AHEARRL 4%
IoT ©hdof tiet Al R 5 dsh= of&2AolA
olty, TFT& @A 45« HolHE viges
iy P E AR JEE Al4gtste] AlEgtth
e e MY FEY o) & Hef, AE A% 7]
ol o] EYE AMARES 4714
F AtHaE D #F=R).
THE 9y o g uijA|stol
AR IS Hu EF6H7] iAot
(uTRUSTIt, 2012: 27),

W AgAEO| TFTS 49A 2 AY3ha Aga

=
A8 BE £2S AR Folk Aolx, ol 77k
2 SAlOA] Hofaha gl £ ol Al 3nE
$8 A2zt sk Auls 9AL Avatt.

(19 )& TFT 53 4942 243 9ol A
LA NA AL EE SHHS Vel AFEAEL ©]
23t JRE ERlgt Y EYA 34, AstiE, §
A, ol Y A AERE #& 4 Atk
UTRUSTit: AUFES AUIE QoA AZER
AR AYE & AQketYl e W (uTRUSTIt, 2011:

uTRUSTIt Security Rating

Lom roscnon

=

e

Level 2' Low Prolection

uTRUSTIt Security Rating uTRUSTIt Security Rating

Low rascto p Foaeer Low Prosacsen e

L] &a

Level 3 Good Protection Level 4 Best Protection
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