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ABSTRACT

Infernet traffic has been significantly increasing due fo the development of informatfion and communication networks and the
growing numbers of cell phone users that access networks. This paper connects to this issue by presenting a way to detect and
analyze a typical DDoS attack that results in Infernet breaches and network attacks, which are on the increase. To achieve this goal,
we improve features and GUI of the existing ATMSIm analysis package and use it. This package operates on a network flow-based
analysis method, which means that normal fraffic collected through an internal LAN at the Korean Bible University campus as well as
anomaly traffic with DDoS aftacks are generated. Self-similarity processes are used to analyze normal and anomaly fraffic that are
collected and generated from the improved ATMSIm. Our numerical resulfs obtained from three Hurst parameter estimate fechniques
show that there is quantitatively a significant difference between normal traffic and anomaly fraffic from a self-similarity perspective.
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(Table 1) Advantages and disadvantages of the AT-IDS techniques(8).
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Real- time LAN Traffic of the ATMSim
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(Figure 7) Real-time LAN Traffic of ATMSim.

Real time Anomaly Traffic of the ATMSim
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(Figure 8) Real-time Anomaly Traffic of ATMSim.

Periodogram plot for LAN Traffic
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Periodogram plot for Anomaly Traffic
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R/S-statistic plot for LAN Traffic
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(Figure 11) R/S-statistic plot for real-time LAN
traffic.

R/S-statistic plot for Anomaly Traffic
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(Figure 12) R/S-statistic plot for real-time
anomaly traffic.

(28l 13) datEsfZ ol wavelet-based H estimator
Zo}
(Figure 13) Wavelet-based H estimator for
real-time LAN traffic.

(a2l 14) "8 Eel= 2| wavelet-based H estimator
&1t
(Figure 14) Wavelet-based H estimator for
real-time anomaly traffic.
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