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The Effect of Managerial Information Security
Intelligence on the Employee’s Information Security
Countermeasure Awareness

Jin Young Han" - Hyun-Sun Ryu""

Abstract

Organizations depend on smart working environments, such as mobile networks. This development
motivates companies to focus on information security. Information leakage negatively affects companies.
To address this issue, management and information security researchers focus on compliance of employees
with information security policies. Countermeasures in information security are known antecedents of
intention to comply information security policies. Despite the importance of this topic, research on the
antecedents of information security countermeasures is scarce. The present study proposes information
security intelligence as an antecedent of information security countermeasures. Information security in-
telligence adapted the concept of safety intelligence provided by Kirwan (2008). Information security
intelligence consists of problem solving skills, social skills, and information security knowledge related
to information security. Results show that problem solving skills and information security knowledge

have positive effects on the awareness of employees of information security countermeasures.

Keywords: Information Security Knowledge, Information System Policy Awareness, Management
Information Security Intelligence, Problem Solving, Security Education Training Awareness,
Social Competence
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