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A Design of Advanced Distribution Management System Based on IT/OT Convergence
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(IlI-Hyung Lim - Seung-Joo Lee : Jong-Ho Park * Yong-Hak Shin)

Abstract - Power automation system to operate power distribution systems can be distinguished by distribution SCADA with
remote monitoring and control; and distribution automation system with basic functions such as service restoration to the
distribution SCADA; and distribution management system which is operated by various applications in order to enhance
distribution system operation performance based on the distribution automation system. In the technological change, a
technical boundary of information technology (IT) and operation technology (OT) is being blurred by that new concepts such
as interoperability. In addtion, IT/OT convergence has been proposed by the improvement of ICT and power system
technology. At the viewpoint, advanced distribution management system (ADMS) to have the new concepts and to increase
distribution system operation efficiency through global information and functions from the other systems has been proposed.
In order to implement the ADMS, IT and OT have to be employed together on the ADMS; and the concept-based IT/OT
convergence concept has been presented. Therefore, this paper introduces ADMS and IT/OT convergence and proposes a
design of IT/OT convergence based ADMS system design with configurations and functions.
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Table 1 Comparison of IT and OT

Information Technology (IT) Operational Technology (OT)
Transaction processing Asset monitoring and control
Purpose Systems analysis and applications Process control, metering, and protection
P Technical and business analytics Device-to-device communications
Human decision support Server-to-device communications
. Corporate data centers Substations
Operating . . .
. Officers and server rooms Field equipment
environment
Control centers Control centers
Manual data entry Transaction and sensors via RTU’s and PLC’s
Input data Other IT systems [ED’s, relay, and meters
Data from OT systems Operator inputs and other OT systems
Data summaries Device control actions
Output Result of analysis and calculations Displays of status and alarms
Commands issued to other OT systems Operating logs
CIO and IT departments Operations and engineering managers
Owners Finance Line of business managers
Operations (OMS, DMS, EMS) Maintenance departments
o Corporate network Process control protocols
Connectivity . . .
IP-based IP-based, serial, hardwired analog and digital
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3.3 Advanced Distribution Management System
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