405
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.26, NO.2, Apr, 2016 ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2016.26.2.405

AA -2 23 A EvQd FE ukel
PI N ANCIPN Mo, 2 oa

ro 1
= b

A Proactive Inference Method of Suspicious Domains

Byeongho Kang,T JISU YANG, Jaehyun So, Czang Yeob Kim?

AhnLab
o O_lk

2 mRolae Al HheS f18 o4 mejal 32 ueke AT TLD Zone sk WHOIS 4nE ol
sol o4 mlee FES, T2 melel WA, A S o4 melel A" 2R A oz Py

: o 9]
3 A el Ak ERdls EUT W9 Aslsh Gulol= AZE 4 HE EWE TLD Zone ALY
o FEste] T melde F4ske, T oA et Fu Eele] WHOIS 4ng gkl fAa A%
72 T3 ek obT AN Aok rlels SR Felzld ST el 4 wdel Juew
24tk AgalHE COM3E NET®] TLD Zone 5% AHgsislon, 10719 akeinl op molole Aok =
Qlew olgstalrh. AY A} Adkshs WL 5509 wrlele 4 mejeler FEsglen, 1 F 5ple 4
g, F1& 0918 7128900, U5E 0.95¢ Bgeh & Bl Astehs wWeke 53 o4 =velg
FEsto] Aol ARE & 9lg Aoz SR,

ABSTRACT

In this paper, we propose a proactive inference method of finding suspicious domains. Our method detects potential malicious
domains from the seed domain information extracted from the TLD Zone files and WHOIS information. The inference process
follows the three steps: searching the candidate domains, machine learning, and generating a suspicious domain pool. In the first
step, we search the TLD Zone files and build a candidate domain set which has the same name server information with the seed
domain. The next step clusters the candidate domains by the similarity of the WHOIS information. The final step in the
inference process finds the seed domain’s cluster, and make the cluster as a suspicious domain set. In experiments, we used
.COM and .NET TLD Zone files, and tested 10 seed domains selected by our analysts. The experimental results show that our
proposed method finds 55 suspicious domains and 52 true positives. F1 scores 0.91, and precision is 0.95 We hope our proposal
will contribute to the further proactive malicious domain blacklisting research.
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Table 2. Features, Data Types, and WHOIS Records

Feature Data WHOIS
Type Record
DomainName String DomainName
Status String Status
Registrar String Registrar
CreationDate DateTime CreationDate
ExpirationDate | DateTime | ExpirationDate
UpdatedDate DateTime UpdatedDate
Email0
Emails String Emaill
Email2
Name String Name
Organization String Organization
Street
PostalCode
Address String City
State
Country
Phone String Phone
Fax String Fax
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Table 3. DBSCAN Parameter Evaluation with
eps (min_pts=2)

Average Average
Average

eps Inference Precision False

Factor Positive

0.1 3.9 0.95 0.20

0.2 5.5 0.95 0.33

0.21* 5.5 0.95 0.33

0.22 5.7 0.91 0.46

0.23 6.6 0.84 1.04

0.24 6.6 0.84 1.04

0.25 7.2 0.79 1.49

0.3 8.3 0.75 2.10

0.4 12.3 0.54 5.60
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Table 4. Experimental Results (eps=0.21,
min_pts=2)

Suspicious Inference
Domains 55 Factor 5.2
True Positive | 52 F1 0.91
Fa'ls.e 3 Precision 0.95
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Negative 7 Recall 0.88
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Table 5. Comparison with Mark Felegyhazi's
Approach

Mark
Our Felegyhazi's
Approach Approach

# of Seed 10 3,653
Domains

# of Inf(?rred 59 12.799
Domains
Inference

Factor 5.2 3.4

Precision 0.95 0.76
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Appendix A. Full Experimental Results

Table 6. DBSCAN Parameter Evaluation with
eps (Min_pts=2)

Seed No. #d Seddas ..
(Category) & Domains IP | Beddm

0.1 8 0 1.00

0.2 8 0 1.00

0.21 8 0 1.00

1 0.22 8 0 1.00

(Botnet | 0.23 11 3 0.73

Server) 0.24 11 3 0.73

0.25 14 6 0.57

0.3 21 13 0.38

0.4 21 13 0.38

0.1 3 0 1.00

0.2 6 0 1.00

0.21 6 0 1.00

2 0.22 6 0 1.00

(Botnet | 0.23 6 0 1.00

Server) | 0.24 6 0 1.00

0.25 6 0 1.00

0.3 7 0 1.00

0.4 23 14 0.39

0.1 3 0 1.00

0.2 11 0 1.00

0.21 11 0 1.00

3 0.22 11 0 1.00

(Botnet | 0.23 14 3 0.79

Server) 0.24 14 3 0.79

0.25 14 3 0.79

0.3 14 3 0.79

0.4 22 11 0.50

0.1 3 0 1.00

4 0.2 3 0 1.00

0.21 3 0 1.00

(S]z‘r’f:ff 0.22 3 0 1.00

0.23 3 0 1.00

0.24 3 0 1.00
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