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ABSTRACT

As the number of people using digital devices has increased, the digital forensic, which aims at finding clues for crimes in
digital data, has been developed and become more important especially in court. Together with the development of the digital
forensic, the anti-forensic which aims at thwarting the digital forensic has also been developed. As an example, with anti-forensic
technology the criminal would delete an digital evidence without which the investigator would be hard to find any clue for
crimes. In such a case, recovery techniques on deleted or damaged information will be very important in the field of digital
forensic. Until now, even though EVTX(event log)-based recovery techniques on deleted files have been presented, but there has
been no study to retrieve event log data itself, In this paper, we propose some recovery algorithms on deleted or damaged event
log file and show that our recovery algorithms have high success rate through experiments.
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Fig. 1. EVTX File Header Structure
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Table 2. BXML Data Name definition

Offset | Size | Value Description
0 4 Name Offset Definition
4 4 00 Empty
8 2 Hash
10 2 Length
12 Data
1 0xOE | Substitution
2 OEM ID
1 Type

Data Definition (Name + Substitution)

CountN
Val 0(1-b 0
Size 0 (2-byte) alueType0(1-by
te) (1-byte)
Val 1 0
Size 1 (2-byte) alueType
(1-byte) (1-byte)
Val -1 0
Size n-1(2-byte) alueTypen
(1-byte) (1-byte)
DATA 0 (Size 0 byte) DATA 1(Size 1 byte)

DATA 2(Size 2 byte)

DATA n-1 (Size (n-1) byte)

Fig. 5. Substitution Array Structure
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Table 4. Comparison of Chunk Unit Recovery and Record Unit Recovery Algorithms

Chunk Unit Recovery Algorithm

Record Unit Recovery Algorithm

Verification

Chunk Signature, Chunk Validation, Record Signature
Record Signature Record Validation Record Validation

Recovery Method

The Above Verification is used to create
an EVTX file with the Verified Chunk

The Above verification is used to create an
EVTX file with a Chunk having all the
verified record
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Table 6. Various EVTX Recovery Results

Our Recovery Method Option Recovery |#File headers |#Chunks
Number Number of Recover N-C Possible 31 31
of Files | recovered files | Rate(%) N - R Possible 31 31
Data #1 1515 1356 89.50 D-C Possible 25 25
D-R Possible 25 + @ 25 + @
Data #2 859 859 100 E-C Possible 1 1
Data #3 | 832 665 79.93 E-R | Impossible - -

EVTX #}do] EF5= sigrt A A3E ik
o] Aol oME Zslele] EAISIAN g oME
7} qB3}R] 9Fo} Record’t $ie EVTX mhalo] &)
slo] g AAE Bolvl 4 o|vx|e] Fart hHE
e}l dlo]elz} AHAlel 7% Chunk 49 S &
EAo|r] AR} olW|A|E mjH 0T &) A7 A
elli= Records ©|-83F - WhA]o] agxo]r},

Akt B WAlE o] gsle] wdhg oS EHF
3k Ao F8A9l AFE A9}, n|d oJodo)zt
taFollA AMAE S Seahet] AHAEL dole7h
AskEl AR EAge7). dleld] ke
Random 54& 7[x7] wjiol| Signature ¥4}
dlolg] g £ w2 = on] 9l ARE dX
Ak SRRk Fig. 63} &) EVTXe A4 Al 47
<% Chunk ®IE A== EVTX EA| w2}
Fe2E DR v 99E oy ol S
A3t B

B =Tl Akt 7 5 dae|Ee] A45E v
w37] $8 Fig. 102 Zo] (£448) ezt oWlE
205 A5l H2Es| E‘R}EP Fig. 1014 7 o]
we 22 e 24 vy (@ W Doz 243
art. Nez A% ople 27 349 (Normal)& At
ALGAD e e e e, llez =
A%l ol 27 3}el(Damaged) Chunk 24 °]%
o] RE Chunkr} £4% %92 vhebdich =3t []o

I~

W

1S

2 25 oMlE 23 3 (Empty) oMIE 21&
A3} /‘]7]"] ogobA] Wl AdefQl Fgelct. Z7ke] A
E AR duElge® 8%k A= Table. 63 72
t}. Table. 62 # N, D, E= Normal, Damaged,
Empty Aeie] EVTX & onfsie, 5§ C, R
Chunk Unit Recovery, Record Unit Recoverys
77+ viepdick, Normal Aele] EVTX 3482 2E oWl
E 271°] Recorddl] wsle] B 7153k} Damaged
2efjal Tl Record?} €43=7] 9 el disie]
2% B =0 Record’} 4 7% dl% Chunke]
A WA Record®] €4 ofel w2} EVTX Fjle] &
77} A4}t Empty ZFdell diald Chunk Unit
Recovery2E B 7}s3HA% Record’} EA15HA]
940w 2 Record Unit RecoveryZE oJdlE 2717}
ETE]7] st
VI. 2 B

H =toMe 45 EVTXe tigk Chunk =4
o] H7 w3t Record ©H¢le] =+ WS ARkt
itk & adgellA Ak F B dae]E2 EVTX
ol Dt wet Fx27F A 2 g, g
of we} A8 7ssit.

B =4 Algkgt Chunk w19 & WS
el A|zHle] AR whalel we} Ae|E= EVTXE
olu|A|ef| ] B3} A, o|HIE 25 ARG A5

MFT

N
W

BEE '@?“‘& il HEader
Chunka
Chunk 0 Chunk 0 iNo Record)

Chunk 17

[ w' Dameged
| “After Chunk 24
¥ 4
Chunk 1 Chunk 18 Chunk 13
Chunk 30 Chunk 30

Fig. 10. Experimentally Used Various EVTX Files
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