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ABSTRACT

In this paper, we present a new preimage attack on MJH, a double-block-length block cipher-based hash function. Currently,
the best attack requires 0(23”/ %) queries for the 2n-bit MJH hash function based on an 7-bit block cipher, while our attack
requires O(n 2") queries and the same amount of memory, significantly improving the query complexity compared to the

existing attack.
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Fig. 1. MJH Compression Function
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Fig. 2. Binary Tree for Pre-images



318 MJH #4] &4 o4 24

g Foll, 7)ol A AdE 2z, 3E AlREle References

G[O’,Q](ULHUH, Z]Hzg)"] %}}O] %‘./‘]':H = 7]7%‘3]

shtel oA =F gk T2 W] 2707} 20 M (1) M. Bona, A  Walk  Through

Eolma o] BhAelA STEE AAEES O(2")9] Combinat(')rlcsi An Introductlo? to

o} Enumeration and Graph Theory, 3rd

(2) D. Hong and D. Kwon, “Cryptanalysis of

o MM AXEE  O(n2"), AHA wW®

5 oo] /njl . (no )1 12 ]71 ] El Double-Block-Length  Hash  Modes
ny o E3 s F A & B .

Oln 2 )_E Festel MJHe) 3 shsgtel o MDC-4 and MJH,” IEICE Transactions on

Aake- 2 ) .

o = Fundamentals of Electronics,
- = Communications and Computer

V. = Sciences, Vol. E97-A, No. 8, pp.

s i 1747-1753, August 2014.

2 el 0(277) 36 Aol ARshe 7)E (3] L. R. Knudsen, F. Mendel, C. Rechberger
MJH 3l 3 A9 345 Adste], O(n2") 9] and S. S. Thomsen, ‘Cryptanalysis of
AxkeE Y oolo} e 20| vlnelE Qs A2 MDC-2." Eurocrypt 2009, LNCS 5479, pp.
& A% $AE Askekslch EaelA AR whet 106-120, April 2009.

o] o) B2 S FAst] qE e A v (4) J. Lee and M. Stam, ‘MJH: a faster alter-
T B5 o3 7k a4 eelw AL A A native to MDC-2,” Designs, Codes and
HEE Aol FF FrEy A7 747 H Aoz Cryptography, Vol. 76. Issue 2. pp.
Halct 179-205, August 2015.
(M XE2AH)

o] & 9 (Jooyoung Lee) A3

19969 249 Agdista 83 &4

19984 29 A&t gz} AA}

2005 10%: University of Waterloo, Combinatorics and Optimization ¥}

20054 11¥€~20119 29 I7lRe|ed 4 AYd+4

20119 3¥~&Al: AFdgn FshEA 24

<‘7],Al o];> OLitﬂ-

7 & A (Jongsung Kim) £413¢

2000+ 891/2002 89: e Tjsta 3t shal/o] stlAL

20061 119: K.U.Leuven, ESAT/SCD-COSIC A BH 3% Fshata}

20079 294 wedsty AR RS Fahakal

20079 3¥~20099 8Y: ey AHRI7|EATAE AT

20099 99~20134 29 Adefsta e—a1§4¢f‘;ﬁ+ #5015

20134 3 ~aA): Fulefeta e

2014 3¥~3AA): R dutiEhsd FgA B wekshy} Fag

(A B

o];) XJEEE 01—1

3 A P S A= | ;.L_Eﬂ/“



