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1. INTRODUCTION

Recently, the number of people using their

smartphone has drastically increased. In addition

to making calls, people are using smartphones for

a wide range of tasks such as social networking,

mobile banking, and mobile healthcare services [1,

2]. Among those services, mobile banking and its

service applications handle sensitive user in-

formation to access a customer's bank account be-

cause mobile banking services involve account in-

quiries that include cash deposits, withdrawals,

and transfers. Because of data transfers via wire-

less mobile devices, the risk of information leakage

is increasing. In addition, on Android OS, anony-

mously developed applications can be uploaded to

the Google Play Store. Sometimes, Android appli-

cations require permission to access users’ phone

information [3], and some include malware that can

access critical information when the smartphone

user downloads it. Thus, when malware is installed

on a smartphone before a user uses mobile banking

services, the smartphone remains weak with re-

spect to security, even if the user installs an an-

ti-theft application. Thus, it is necessary to provide

an authentication method such as a strong an-

ti-theft program and secure virtual keyboard sol-

utions [4-12]. One of several authentication meth-

ods, the secure virtual keyboard is a front-end user

authentication method to identify genuine users,

thus it must be highly secure. On the other hand,

it also should achieve a high level of user con-

venience because the age of users can be wide-

spread. In addition, it is a widely accepted method
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because of its usability. Thus, recent virtual key-

board layouts are similar to the QWERTY key-

board [13] in order not to affect user convenience.

However, these types of secure virtual keyboard

solutions, including user authentication, are easily

hacked via a keylogger [14] or social engineering

[15] attack because of their keyboard layout. In

particular, shoulder surfing attacks (a type of social

engineering attack that uses direct observation

techniques, such as looking over a user’s shoulder

to get information) [16] are commonly used to ob-

tain passwords, PINs, and security codes. Shoulder

surfing is not a sophisticated method, but it has

a huge impact, and therefore we focus on it.

Furthermore, secure virtual keyboard solutions

send user input data only to identify genuine users.

This is not adequate for user authentication be-

cause the authentication server does not know

whether the user input data has been clearly trans-

ferred from the genuine users’ device. Therefore,

new secure authentication mechanisms must be

designed to address these weaknesses.

In this paper, we propose a novel password au-

thentication method that provides user convenience

and strong privacy. The proposed method includes

a secure virtual keyboard and user authentication

scheme. The remainder of this paper is organized

as follows: In Section 2, we describe related work.

In addition, we explain the proposed method in

Section 3. In Section 4, we present the evaluation

results of our method compared with several exist-

ing methods. Finally, we conclude the paper in

Section 5.

2. RELATED WORK

2.1 Security threats

Previous research [17-18] has investigated pos-

sible threats against mobile users, including at-

tackers that physically and technically observe

mobile devices and users. First, with respect to

mobile device users, attackers physically observe

a user’s mobile device by shoulder surfing, filming,

or recording acoustic or electromagnetic emanations.

In the case of social engineering, personal in-

formation such as phone calls or personal in-

formation can be compromised. In the case of

phishing, users may be victims of traditional

phishing email attacks. Second, with respect to

users' mobile devices, there is physical theft,

where users have their mobile devices stolen.

Another method is tampering, where a user can be

victimized by brute force, side channel attacks, or

keyloggers. In the case of malicious software, at-

tackers can use traditional malware to implement

man-in-the-middle attacks. Third, with respect to

communication networks, attackers can attempt

pharming, eavesdropping, interception, and hijack-

ing attacks. Fourth, with respect to remote banking

services, attackers can exploit the vulnerabilities

of web applications and servers through code in-

jections, brute force attacks, and data breaches. In

the case of mobile banking services on smart-

phones, user-friendly smartphone devices have

display screens that are at least 5 in wide and

hence especially vulnerable to shoulder surfing

attacks. The large display screen allows higher

typing accuracy and speed along with lower typo-

graphic errors because of the wider virtual key size

[19]. However, even if the attacker does not obtain

any information, other recording devices or coop-

erative attackers can still be used. Therefore, we

Fig. 1. Existing methods comparison.
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have developed new authentication methods.

2.2 Password authentication methods

Password authentication methods are used in

most computer environments. In basic password

authentication methods, the user simply enters a

password using the keyboard. A graphic password

is a method where a user selects an image. This

method has been developed by Passfaces [20]. In

this method, users register the password from

among several presented face images. They then

select the image registered as the password during

authentication. According to research, human faces

are easier to remember than character strings over

long periods of time [21-22]. In the pattern lock

authentication method [23], a user draws a con-

nected line pattern on a selection of several dots

to register his/her password in the registration

phase. To then unlock the smartphone, users must

draw the same line on the screen. Numeric keypads

are another popular method for passwords on

smartphones. However, because of the fixed layout

of numeric keypads, shoulder surfers can easily

determine the password. To deal with this problem,

randomized keypads have been proposed. With the

randomized keypad solution, it is difficult for an at-

tacker to estimate a password [24]. In order to re-

duce the burden of remembering the password,

biometric authentication has also been proposed.

Among the several biometric authentication meth-

ods, fingerprint and iris scanning are possible au-

thentication methods running on smartphones [25-

27]. To unlock the smartphone, the fingerprint and

iris scanning methods verify the owner’s finger-

print and iris information by comparing it with

stored information in the device. However, if the

fingerprint is damaged, the error rate of verification

is increased. In the case of iris authentication, high

resolution iris images can pass the authentication

process in place of a real iris [28-29]. Moreover,

biometric authentication methods are expensive to

implement on smartphones.

2.3 Usability

When evaluating the usability of software key-

boards [30-31], researchers have focused on key-

board size and layout. Several studies [32-33] have

also evaluated the usability of mobile phones oper-

ated by one-handed users. Usability is clearly a

highly important factor. However, none of these

studies have considered colour-blind users. There-

fore, we address the usability of smartphone pass-

word input method for the colour-blind. Recently,

mobile devices, including smartphones, have be-

come a globally bestselling product. People use

smartphones for maintaining and enjoying their

lifestyles. However, Mclntyre [34] determined that

about 8.5% of the world’s population is col-

our-blind. Hence, about 8.5% of the population is

not fully supported by their smartphone as the

product has been developed. Thus, it is mandatory

to develop a method that allows all users to exploit

the full functionality of their smartphones. As ex-

amples, several popular games such as League of

Legends [35], World of Tanks [36], and World of

Warcraft [37] offer a colour-blind mode to support

colour-blind players. This option changes several

colours such that they are all recognizable by the

colour-blind.

3. PROPOSED METHOD

In this paper, we propose a secure authentication

method for smartphones. For secure user password

input, our method modifies the colour-based algo-

rithm. For secure user authentication, our method

employs not only the genuine user’s password, but

also the smartphone serial number, MAC address,

and K-box. Furthermore, for user convenience, we

implemented a novel colour-generating and chang-

ing algorithm.

3.1 Secutity

For secure password input, we modified the col-

our-based keyboard method. Fig. 2 shows our pro-
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posed keyboard.

As shown in Fig. 2, we employed two major fac-

tors for secure user password input. The first one

is a keyboard colour-changing algorithm. The ex-

isting colour-based method applies a colour mask-

ing to the keyboard. However, the colours are fixed

until the user finishes inputting his/her password.

Thus, an attacker can estimate the correct pass-

word by the colour that appears in the indication

window. In this way, we have applied a colour-

generating and changing algorithm. In our method,

at every keystroke, the colours of the keyboard are

changed randomly. For example, in Fig. 2(a), the

yellow “W” key is changed to blue after one

keystroke. In addition, the colour is never the same

as that of the neighbouring keycap colours.

Therefore, an attacker cannot estimate the pass-

word using the colours.

The second factor is the indication window. In

this window, a user may verify whether his/her

input is correct or not. However, this gives the at-

tacker a chance to estimate the user input. Thus,

we modified the existing method’s indication

algorithm. In our method, after one keystroke by

the user has been verified, the colours appearing

in the indication window are changed to shades of

grey. Therefore, there is no opportunity for the at-

tacker to estimate the password. Fig. 3 shows the

pseudo code of our colour-generating and chang-

ing algorithm.

3.1 User authentication

For genuine user authentication, we used K-

box. As shown in Fig. 2(c), after typing his/her

password, K-box assigns the user a new password

that is matched to his/her own original password.

The K-box algorithm is operated by the user by

pushing a random string of buttons. The user then

uses the new password instead of his/her own

password. Thus, if the user desires a password au-

Fig. 2. Password input method using the proposed keyboard.

Fig. 3. Pseudo code of colour-generating and changing algorithm.



45Secure Password-based Authentication Method for Mobile Banking Services

thentication service that is robust to attacks, s/he

register his/her own password and enters a ran-

dom string of buttons in the registration process.

This randomly-changed password is robust be-

cause only the user remembers the changed pass-

word, and each result of the K-box algorithm is

different from the other. Fig. 4 shows an example

of the K-box algorithm.

As shown in Fig. 4, there is a matching table

in the K-box that has a structure that is different

for every smartphone. The matching table struc-

ture is randomly generated and stored in each

smartphone. In other words, when the user types

in the same password as used in another smart-

phone, the result is different from that generated

when using his/her own smartphone. This means

that even if the attacker determined the password,

it still does not enable him/her to log in to the

banking services with his/her smartphone because

of the different table structure in the K-box

algorithm. Fig. 5 illustrates the K-box character

matching algorithm process.

Thus, if the user inputs the password “security,”

“viypurlq” is generated by K-box. The regenerated

password is not intended to be remembered be-

cause of the uniqueness of the K-box table stored

in the smartphone. Fig. 6 compares the authentica-

tion process of our method with the existing

method.

As shown in Fig. 6, in contrast to the existing

method, our method introduces K-box and a proc-

ess that verifies the device ID and MAC address.

These are transferred to the authentication server

for genuine user authentication. During the au-

thentication process, the smartphone sends the se-

cret information that includes the original pass-

word, device ID and MAC address after the K-box

conversion process. Fig. 7 shows the authentica-

tion process between the server and smartphone.

In this figure, MD indicates the mobile device and

BS indocates the bank server.

3.2 Usability

For the colour-blind, we modified the colour-

based method with easy-to-distinguish colours

where appropriate. Fig. 8 shows the proposed

method in the colour-blind mode.

Because the colours of the existing colour-based

method are yellow, green, red, and blue, several of

these colours are not distinguishable by the col-

Fig. 4. K-box algorithm.

Fig. 5. Character matching table set.
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our-blind. Thus, we changed several colour pat-

terns to enable the colour-blind to see them. Fig.

9 shows the pseudo code of the colour-blind mode.

In the colour-blind mode, there are two modes

to choose from. The mode for red and green weak-

ness changes from green to black, and the mode

for yellow and blue weakness changes from yellow

to grey. Consequently, those who are colour-blind

can freely choose the correct colour-changing op-

tion so they may type in their password using dis-

tinguishable colours.

4. SECURITY AND USABILITY EVALUATION

In this section, we present the results of a se-

curity and usability evaluation in terms of simple

shoulder surfing and continuous shoulder surfing

attacks using various smartphones.

4.1 Attack modeling

As shown in Table 1, three types of smart-

phones were used in the evaluation. We evaluated

Fig. 6. User authentication process.

Fig. 7. Authentication process of the proposed method.

Fig. 8. Colour-blind mode.
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two types of shoulder surfing attack models. The

first is the simple shoulder surfing attack (SA),

where the attacker looks over the owner’s shoulder

to view only the upper part of the smartphone

screen. Thus, the attacker does not know which

keys are under the owner’s finger. The second is

the continuous shoulder surfing attack (CA), where

the attacker knows the partial or full information

of the keyboard layout from continuous attack,

such as by filming or recording. Thus, the attacker

estimates the owner’s password by finger position.

Typing speed varies by user, but in this evaluation,

we assume 100 characters per minute. For the

evaluation, we evaluated the secure virtual key-

board method (SVK), modified virtual keyboard

method (MVK), and colour-based virtual keyboard

method (CBK) along with the proposed method.

4.2 Security

Fig. 10 shows the SA and CA success rates.

As shown in the figure, MVK is more vulnerable

to attacks. This appears to be caused by the MVK

user input display method. In MVK, for the con-

venience of password confirmation and correction,

the final keystroke information is displayed in the

indication window without any mask. Therefore,

an attacker may look over and use it. With the ex-

ception of MVK, other methods are robust to SA.

Because an attacker cannot determine any in-

formation about the password in the SA scenario,

the attacker can view the indication window only.

However, in the CA case, SVK and CBK are

vulnerable. This is because in the CA scenario, an

attacker can see some part of the virtual keyboard.

Thus, the attacker can estimate the user password.

Even in this case, however, the proposed method

still achieves a stronger privacy than the existing

methods because the key colours are randomly

Fig. 9. Pseudo code of colour-blind mode.

Table 1. Device specifications

Specification Samsung Galaxy S2 Samsung Galaxy S3 Samsung Galaxy S4

Resolution (pixels) 480 × 800 720 × 1280 1920 × 1080

Screen size (in) 4.3 4.8 5

Key size (cm) 0.5*0.8 0.6*0.75 0.6*0.85

Screen brightness 50% 50% 50%

Fig. 10. attack success rate comparison.
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changed at every keystroke. Furthermore, the pro-

posed method employs an additional user authenti-

cation method. Table 2 lists the capabilities of the

user authentication methods with respect to the

mobile device, user, and bank server.

As shown in Table 2, all the methods can serve

as an authentication method between the mobile

device and a user. However, in the case of au-

thentication between the mobile device and bank

server, existing methods do not provide that

capability. Thus, even if an attacker determines the

original password and attempts to log onto the

bank server, there is no way to verify him/her as

a legitimate user. This is because in our method,

the bank server verifies whether the user is legit-

imate or not using the password, K-box, MAC, and

device ID.

4.3 Usability

In contrast to the colour-based method, our

method introduced a new colour-changing algo-

rithm for the colour-blind. Thus, compared with

the colour-based method, the proposed method is

more convenient for typing and correcting typo-

graphical errors for the colour-blind. Table 4 lists

a comparison of the methods for ordinary and col-

our-blind users.

5. CONCLUSION

In this paper, we proposed a secure password-

based user authentication method for mobile bank-

ing services. Current smartphones tend to have

bigger screens, higher resolution rates, and bright-

er backlights. In addition, they are used in various

ways to support modern life. In particular, for fi-

nancial services, it is necessary to develop a user

authentication method that is robust to attack. As

shown in the evaluation and comparison results,

the proposed method is secure even in the CA case.

Furthermore, it also provides a user-friendly menu

for changing colours.
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