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Digital Forensic Indicators of Compromise Format(DFIOC)
and Its Application

T

Lee Min Wook" - Yoon Jong Seong" - Lee Sang Jin

ABSTRACT

Computer security incident such as confidential information leak and data destruction are constantly growing and it becomes threat to
information in digital devices. To respond against the incident, digital forensic techniques are also developing to help digital incident
investigation. With the development of digital forensic technology, a variety of forensic artifact has been developed to trace the behavior
of users. Also, a diversity of forensic tool has been developed to extract information from forensic artifact. However, there is a issue that
information from forensic tools has its own forms. To solve this problem, it needs to process data when it is output from forensic tools.
Then it needs to compare and analyze processed data to identify how data is related each other and interpret the implications. To reach
this, it calls for effective method to store and output data in the course of data processing. This paper aims to propose DFIOC (Digital
Forensic Indicators Of Compromise) that is capable of transcribing a variety of forensic artifact information effectively during incident
analysis and response. DFIOC, which is XML based format, provides "Evidence” to represent various forensic artifacts in the incident
investigation. Furthermore, It provides "Forensic Analysis” to report forensic analysis result and also gives "Indicator” to investigate the
trace of incidence quickly. By logging data into one sheet in DFIOC format for forensic analysis process, it is capable of avoiding
unnecessary data processing. Lastly, since collected information is recorded in a normalized format, data input and output becomes much
easier as well as it will be convenient to use for identification of collected information and analysis of data relationship.

Keywords : Incident Response, Digital Forensic, Forensic Artifacts Collecting Format, Indicator of Compromise(IOC)
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Table 1. DFIOC Evidence Element
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KeyEvidence4
Weight = 60 Svchost 8080 listening

Inspectable

Fig. 3. Indicator XML Schema
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of WEA A Ml AbaL o RS dtetd & Sl 715dnt. =3 USB vimel 278 ofd Zaadlel 79
RonE 9 AFFA ARAAM ZRaFe] Ay A} 4

L odg] Al AHEo|A] oFA] i Wo| AlslyE] A P
4. DFIOCE 283 3sl M1 ZA A Bl S Sl GUe el ACacher]

ut

37 %q e TR A7 B2 Foln YEQAV A

3t5 o] glom g NetworkActivities &3 Processlnfo &

o] AellA= > EY %}%Q"J‘7 Sstel &
| el DRIoC ot HARD L ) by zzawe w4 gus 5
7 AluE] &5 7Hdskan DFIOC 2] 483} &8 o
3 =o]dtazt st} olg= oA H ZaE A A~ ) .
j o ji; o}o] 1:}} bl e A 4.2 DFIOC Forensic Analysis 7|5
) T ol Axdel A s WEE 7o Y A4S
g dom #A¥ &S DFIOC £%e] Forensic
% OF T o] AlElo] 7+¢] Analaysis @5l 7158 4 1t} Fig. 5= DFIOC Forensic
« ol mTo] 7hdE USB WRe) A4S £3 71 Analaysis @+ell 4 ARE 7]EF W&ot 47
¢ JHFCE NPT qdon BB Evidence®] IDE % AW AL&3to] Evidence 7+o] #7
« OEE FA F 8 LEE OF £ 71283 Itk DFIOCe] %1% Evidences] 4 AMCache
_ oxeagel Az 43 48 AT 5 Atk AMCache

o= C=glo]H o] Malwareexe ZZ1Ho] A AP A7t

41 Asf AMA-SZRE Evidence T (AMCache-0000-00000-00000D) 2} E =2}o] 2.9 Unknownl.exe
Ayugl el Hs) Al~Elo2HE Evidence Z*EE 3 x2 el Hzx A3 AZHAMCache-0000-00000-000000)°]
svld USB 912 54, o4 Zzad A B4 Z2As AHE Aol A Aol FRIEER o5 T3 AMCache
2 9 ¥E OZ At +d= Aol K. 4~ 2 A o FAR 7]Fo] AZ A#H 7=dS & F gleH F
"o 13 AHE DFIOC EWo Rz )&% W go|t} 71¢] Evidence® ##HHE Evidence®Z #9ate] “Log A
USB W22 dAZo] o]Fojx W QB AFAR A4 &40 related with B"2 7153 4 Qlt}. H3gF Unknownl.exe
<EvidencePackage> <Evidence>
<Networkdctivities»
<NetworkSessionlist> <NeworkSession id ="NetworkSession-0000-000000-0000007
<Process |DREF = "Process-0000-000000-000000° />
<LocalPort> B8B8 </LocalPort>
</MeworkSession> </NetworkSessionList>
</Metwarkdctivities>
<Processinfor<!— ZIHATH SEE2 Y -—>
<Process |D=" Process DDDD Doooo0- 000000"> <PEFile |DAEF = "ExecutableFile—0000-000000-000000" />
<PortList> <NetwaorkSession |DFEF="NetworkSession-0000-000000-000000° /> </Portlist>
</Process>
</ProcessInfo»
<serSystendctivitiess
<hMCachelnfo> .
<AMCache |0 ="#MCache-0000-000000-000000"> <!'-- USB MZ mEol &# = A2 —
<Ful |Path>E-##Ut i | s#Unknown!.exe</Ful |Path>
<File3ize>PE0BA</FileSize>
<FirstRunTime>2014-12-04T12:25:30</FirstAunTime>
</tHCache> o .
<iMCache |0 ="#MCache-0000-000000-000001"> <!-- USB MZ mHE0| &% = diz2 £4#E IHY A2 -—
<Ful |Path>C:#ProgramDatahicrosof t#Windows#Start Menu#Prograns#StartUpthalware. exe</Ful |Path»
<File5ize>25088</Fi|eSize>
<FirstBunTime>2014-12-04T12:25:35</FirstBunTine>
<File IDFEF = "ExecutahleFi|e-0000-000000-000000° /=
</AMCache>
</bMCache|nfo>
<ExternalDrivelnfo>
<ExternalDrive 1D = "External Drive-0000-000000-0000000" >
<DevideNane>Mal USB</DevideNane>
<DriveLetter>E</Driveletter>
<SerialNunber>"070007084521 17208040 </SerialNunber>
<FirstConnectTime>2012-06-04T10:15:30</FirstConnectTime>
</ExternalDrives
</ExternalDrivelnfo>
</UserSystendctivities>
<EvidenceEiIes> <EvidenceFile> <ExecutableFile |D = "ExecutableFile-0000-000000-000000" =
<File>
<FileWame> Malware.exe </Fi leName>
<FilePath> C:#Progranatathicrosoft4¥indows#Start HenulPrograms#StartUp¥Malware.exe </FilePath>
- <FileHashYalue> <SHA1Yalue> 12345678904 BCOEFD1 2345678904 BCOEFD1 23456 </SHA1Yalue> </FileHashValuex
</File»
</ExecutableFile> </EvidenceFilex> </EvidenceFiles>
</Evidence> </EvidencePackage>

Fig. 4. Collected Forensic Artifact from Incident System
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<Evidencehnalysis>
<tnalysisTitle> &S A28 =Ab </AnalysisTitle>
<Analyst> -
<Name> EZ & </Name>
<Role® A2 </Role>
</hnalyst>
<StartDateTime> 2014-04-11T13:00: 00 </StartDateTime>
<EndDateTime> 2014-04-12T13:00: 00 </EndDateT ime>
<CommentAndRelat ion>
<Evidenced> AMCache—-0000-000000-000000 </Evidenceds>
<EvidenceB> AMCache-0000-000000-000001 </EvidenceB>
<EvidenceRelation> Log A related with B </EvidenceRelation>
<Comment> A= BO| 2ol M&E & =H </Comment>
</CommentAndRelat ion>
<CommentAndRelat ion>
<Evidenced> ExecutableFile-0000-000000-000001 </Evidenced>
<EvidenceB> ExternalDrive—0000-000000-000000 </EvidenceB>
<EvidenceRelation> A induced from B </EvidenceRelation>
<Comment> A(Malware.exe)= B(Mal USB)2FH FL= WY </Comment>
</CommentAndRelat ion>
</Evidencehinalysis>

Fig. 5. Forensic Analysis from DFIOC Evidence

21398 Mal USB(ExternalDrive-0000-00000-000000)2] < Z38}o] Indicator el Hs|) AxZ M3l B4 AlIYUAHE
A Aol vk APl om Unknownl.exeo] 4 aH /\I{P s g Qdrk A OH ARZE s 5 e A A 542 A
3} QlH3 A7k Malware.exe(ExecutableFile-0000-00000- Az agMon =2y ol mrolty, A|ZFEZZIde] EA)
000000)¢] Hz=2 AP o] ARE nlgoZ Malware. 3t A F=9] 6H/\] S E3to] FY3 e Al AR E
exet= Unknownl.exe ZZ13o] AHHAS w AAHES sk = 9th F HAREE AZZRZ oA Ay E
om Mal USBE %3l f4¥ AS & & Aok mepA o] A2zt B4 XES d1 v Ao® i &85 48 F
AHE Xd3t7] 93le] Malwareexe Z 2132 Evidence At} Fig. 6 #el® s £42& Indicator® 7|53k 18
AKX Mal USB W22 ¢4 AR EvidenceE “A induced ojth, F 7HA 54 EF zsstE ©@X7F 7hsetr] wikol
from B” #AZ 715& 4 9t} Indicatorcategory <739l Insepectable® 3 A|8le] 2} 3}%
S27F 7be s ®UIsHR e, A ghe] A Ha Ax=E
43 DFIOC Indicator ZFAd 7 GAg AHoBR TR (weight) & 1002:1’ = %
DFIOCE #4149 &S vfgtow e &4 E4S + 7189t T2 A9 YEYZ X X3S B3 gde F
<Indicator composition="CR" >
<Indicator composition="AND" weight=60 IndicatorCategory="inspectable">
<KeyEvidence>
<Content Condition = "Contains"><I—A|BZZ I A= SHdDE-—>
<EvidencePath> "Evidence/ProcessInfo/Process/PEFi le/File/Fi lePath" </EvidencePath>
<ContentValue>"Start Menu"</ContentValue>
</Content>

<InernalReferencebvidence IDREF ="Process-0000-000000-000000">
</KeyEvidence>
<KevEvidence> )
<Content Condition = "Eauals">!-—ZZM| 204 SHE2 YEHD HH-—>
<BvidencePath> "Evidence/Process Info/Process/Portl ist/NetworkSession/LocalPort" </EvidencePath>
</Content>
<ContentValue>"BAAA"</ContentVa lue>
<InernalReferencebvidence IDREF ="Process-0000-000000-000000">
</KeyEvidence>
</Indicator>
<Indicator weight=100 IndicatorCategory="inspectable">
<KeyEvidence><!--BIA A& D U= Z2M|A0 WY HE-—>
<Content condition="Eauals" Tvpe="Specific" |sRegEX="No">
<EvidencePath>
"Evidence/Process Info/Process/PEFi le/Fi le/Fi | eHashValue/SHATYa lue”
</EvidencePath>
<ContentValue>
123456 7890ABCDEF01234567890ABCDEFO123456"
</ContentYalue>
</Content>
<Inernal|Referencebvidence IDREF ="Process-0000-000000-000000">
</KeyEvidence>
</ Indicator>
</ Indicator>

Fig. 6. DFIOC Indicator From Incident System
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