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Development of Safe Korean Programming Language
Using Static Analysis

Dohun Kang' - Yeoneo Kim™ - Gyun Woo™

ABSTRACT

About 75% of software security incidents are caused by software vulnerability. In addition, the after-market repairing cost of the
software is higher by more than 30 times than that in the design stage. In this background, the secure coding has been proposed as
one of the ways to solve this kind of maintenance problems. Various institutions have addressed the weakness patterns of the
standard software. A new Korean programming language Saesark has been proposed to resolve the security weakness on the language
level. However, the previous study on Saesark can not resolve the security weakness caused by the APL This paper proposes a way
to resolve the security weakness due to the APL It adopts a static analyzer inspecting dangerous methods. It classifies the dangerous
methods of the API into two groups: the methods of using tainted data and those accepting in—flowing tainted data. It analyses the
security weakness in four steps: searching for the dangerous methods, configuring a call graph, navigating a path between the method
for in—flowing tainted data and that uses tainted data on the call graph, and reporting the security weakness detected. To measure the
effectiveness of this method, two experiments have been performed on the new version of Saesark adopting the static analysis. The
first experiment is the comparison of it with the previous version of Saesark according to the Java Secure Coding Guide. The second
experiment is the comparison of the improved Saesark with FindBugs, a Java program vulnerability analysis tool. According to the
result, the improved Saesark is 15% more safe than the previous version of Saesark and the F-measure of it 68%, which shows the
improvement of 9% point compared to 59%, that of FindBugs.
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Table 1. Tainted Data Inflowing API

Tainted Data Inflowing API Name
java.net.URL.set()

java.io.InputStreamReader.read()

Category

Network

java.io.InputStream.read()

java.io.BufferedReader.readLine()

java.util.Properties.getProperty ()

File java.io.FileInputStream.read()

java.io.FileReader.read()

javalang.System.getenv()

System - -
javalang.System.getProperties()
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Table 2. Tainted Data Using API

Category Tainted Data Using API Name

java.net.Socket.connect()

Network java.io.OutputStream.write()

java.io.OutputStreamWriter.write()
File java.io.FileOutputStream. write()
java.io.FileWriter.write()

System java.lang.Runtime.exec()

java.spl.DriverManager.Connection()
DB java.sqgl PreparedStatement.executeQuery ()
java.sql.Statement.execute()
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void insertData() throws IOException, SQLException {
streanFileput = new FileInputStream(filePath);
properties.load(streanFileput);
data = properties.getProperty(“data");
dbConnection = DriverWanaaer . gezcomection(urd, user, pwd);
sglStatement = dbConnection.createStatement();
Boolean result = sqlStatement.execute("insert into users "
+ "(status) values (‘updated’) where name=" + data + "'");

Fig. 1. Source Code Including Vulnerability
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Table 3. Dangerous API List

Tainted Data Inflowing API Tainted Data Using API

Statement.execute()

Properties.getProperty ()
DriverManager.getConnection()
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Properties props = new Properties();

String fileName = "file_list";

FileInputStream in = new FileInputStream(fileName);
props.load(in);

String version = props.getProperty("dir_type");

String cnd = new String%”cmd.exe /K \"rmanDB.bat \"");
Runtime. getRuntime() .exec(cmd + " c:\\prog_cmd\\" + version);

Fig. 3. OS Injection in Java
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Properties.
load

Properties.get
Property

insertData

DriverManager.
getConnection

Statement
.excute

Connection.
createStatement

Fig. 2. Method Call Graph
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String tablelame = props.getProperty(”jdbc. tableName");
String name = props.getProperty(”jdbc.name");
String query = "SELECT * FROM '" + tableName +

"' WHERE Name = '" + name + "'";
stmt = con.prepareStatement(query);
rs = stmt.executeQuery(query);

Fig. 4. SQL Injection in Java
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Table 4. Evaluation of Previous Saesark and Improved Saesark

Number of Vulnerabilities
Category Number. 'O.f Resolved

Vulnerabilities Previous Improved

Saesark Saesark
Language 8 8 8
Compiler 5 5 5
Platform 5 0 2
Library 16 0 11
Logic 49 20 20
Total 83 33 46
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t}. FindBugsE A#3 o]f+= o L22 83lH FHof
A =Tk gy FURE 7] wEelth 223l FindBugs
= AR Zo] JVMelA s&st7] wjiolth. ulale] ARg
3 HAE IE=ZE CWE/SANS Top 251319 &5
Juliet(Ver. 1.2)[29, 301% CWEA A&l oA Z=E
Faste] Javast o= 747t Hl oFy & 270} A4
= UIE AH ZA3 T o, CWE/SANS Top 259 &
% 3,20, 2302 C, Cr+ollAwk A3k HeE ko
A Javaol A= LAASHA F7] ol AQdstaith 19
o=E HAE I=& 2o oH 3= 47fet AN 2= 2270
2 Z 6670t

H2E 3=+ Fig. 59 Fig. 67 o] 2439t Fig. 5
o A& FEE Hel oFf FqE F IAHoE 9% g
AHEE Java® A HeE b FETE JavaolA HAA
o2 993 F42 AW Mathorandom()S AFE3FL ¢l
t} Fig. 69] &2 IZ& Fig 59 A2 FEE A¥o=

2443 Fola),

o

public class UseOfPotentiallyDangerousFunction {
public static void main(String[] args) {
Dice dice = new Dice();
System. out.println(dice.roledice());

class Dice {
public int roledice() {
return (int)(Math.random() * 6 + 1);

Fig. 5. Use of Potentially Dangerous Function in Java
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Table 5. Evaluation of FindBugs and Improved Saesark

— FindBugs(Ver. 3.0) Improved Saesark
Positive Negative Positive Negative
st Code True 20 24 2 18
False 4 18 7 15
Recall 45% 59%
Precision 83% 79%
F-measure 58% 67%
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