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Abstract  Although organizations are providing information security policy, education and support to guide their
employees in security policy compliance, accidents by non-compliance is still a never ending problem to organizations.
This study investigates the factors that influence employees’ information security policy compliance behavior
using elements of Triandis model. We analyzed the relationships among Triandis model’s factors using PLS(
Partial Least Squares). The result of the hypothesis tests shows that organization can induce individual’s
information security policy compliance intention and behavior by information security policy and facilitating
conditions that support it, and proves the importance of members’ expected value, habit and affect about
information security compliance. This study is significant in a way that it applies Triandis model in the field
of information security, and presents direction for members’ information security behavior, and will be able to
provide measures to establish organization’s information security policy and increase members’ compliance behavior.
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(Table 1) Questionnaire

Constructs Items Source
Organization has clearly definable rules and
responsihilities for information security.
Organization has a written form of information
security policy.

Organization has a system that when a third
party(outsider) approaches the information system, the
approval from senior management positions is required.
Organization provides measures to store, use, delete,
and back up data.

Organizations has an immediate reporting system for
the security incidents.

Organization requires a personal PC to be logged off
or locked when away.

Organization has an official disciplinary process for when
information security policy or process is violated.
Organization holds a security product or related
assets for information security.

Organization has physical procedures(security access
gates, etc) for information security.

Organization has outsider control procedures for
information security.

Organization conducts a regular information system
check for information security.

Organization has a system for solving problems in
the event of an accident.

Organization has its information system protected by
information security policy and firewall technology.
Organization's  information  system has an
authentication process for users.

Organization's information system controls via user
account registration and the access control policies.
Organization monitors information security violation
situation and the contents.

SP1
SP2

SP3

SP4
SPo
SP6
SP7
Security
Policy

(Yes/No
Question)

SP8

SP9

SP10

SP11

SP12

SP13

SP14

SP15

SP16

EVI1 I work complying information security policy and it
has positive effect on my work performance.

I work complying information security policy and it
can increase quality of my work result. [
T work complying information security policy and it can
increase the efficiency of my work performance.

I work complying information security policy and it can
make a lot of performance effect with the same efforts.

EV2
Expected
Value

8

EV3

5

EV4

Affect

Affl

Aff2

Aff3

Aff4

Affs

It is smart to do the work complying information
security policy.

It is a pleasure to do the work complying information
security policy.

It is boring to do the work complying information
security policy. (reverse)

It feels good to do the work complying information
security policy.

It is unsatisfactory to do the work complying
information security policy.(reverse)

Habit

Hab!
Hab2
Halx

=

T

Hab4

I always comply information security policy.

I definitely comply information security policy.
Before complying information security policy, T don't
think twice.(dropped)

It is natural to comply information security policy.

Facilitating
Conditions

FCl

FC2

33

Immediate managers make up regular meetings
related to information security.

There is a personnel(or organization) supporting when
there are difficulties regarding the organization's
information security policy compliance.

It is possible to get education related to information
security policy.

There are many difficulties(time, — expertise,
interaction, etc) complying information security
policy in organization. (dropped)

Compliance
Intention

cn

CI2

I wil contiie to follow our organization's
information security policy.

I am likely to continue to follow the organization's
information  system security policy to protect
information systems of our organization.(dropped)

T will comply with information security policy each time
T connect to our company’s information system.

I will observe information security process every
time I do the work.

I feel confident about my attitude to comply with the
organization's information security policy.(dropped)

Compliance
Behavior

I comply the information security policy. (dropped)
I recommend complying the information security
policy to others.(dropped)

T help others comply the information security policy.
I use the information security equipment(system)
which is necessary to perform the work.

T comply the correct information security procedures

while performing the work.

(301

REEE
==y
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(Table 2) Demographic Characteristics

Demographic Categories Frequency %
Total 461 100.0
. Male 237 514
Gender | rmale 24 136
<30 118 25.6
31740 178 386
Age o0 132 26
> 50 33 72
Chemical 31
Manufacture (aoior Vehides | 4105|095
Electronic 17
Type of Other . 44
Industry In' formation 24
Finance 249
Service Business 5 325 70.5
Support
Other 37
< 5 years 141 30.6
5~10 years 91 19.7
Job -
Tenure 11~15 years 2 178
16~20 years 56 12.1
> 21 years 91 19.7
Staff 158 34.3
Assistant Manager 93 20.2
Poi(i)gon Manager 8 19.1
General Manager 106 23.0
Executive 16 35
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X
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(Table 3) Result for Construct Validity and Reliability

Construct Ttem Mean SD LFOZE‘;; t-ststistic erzi‘;h s ;‘;ﬁ;ﬁ’ﬁ; AVE
Security Policy SP 657 1103 1.000 127,863 1.000 1000 1.000
EV1 4727 1681 0.949 60379
) EV2 4690 1726 0.948 58.334
Expected Value V3 1512 175 0967 55031 0.964 0.974 0.903
EV4 4464 1729 0.936 55447
Affl 525 1570 0841 71867
AfR2 4349 1501 0.893 58.684
Affect AI3(R) 4185 1570 0845 66408 0915 0936 0745
Aff4 4423 1580 0.8 60.100
ABR) 48% 1627 0.840 64627
Habl 5913 1.357 0.956 93501
Habit Hab2 6.002 1352 0.970 %310 0.946 0.966 0.903
Hab4 5.866 1380 092 91.278
o FCl 4618 1.8%6 0.857 52.566
F&ﬁiﬂfﬁﬁﬁf FC2 5579 1.649 0.906 72658 0.882 0927 0.809
FC3 5423 1633 0935 63984
- CIl 6.197 1.158 0.954 114,890
Cf;g’igfge CI3 6275 1115 0.970 120.830 0.959 0973 0924
CH 6.265 1.089 0.959 123493
_ CB3 6.030 1194 0948 103458
Compliance CB4 6.161 1242 0.947 106.459 0.949 0967 0.908
Behavior — —
CB5 6.158 1.134 0963 116611
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(Table 4) Result for Discriminant Validity

Constructs 1 2 3 4 5 6 7
1. Secjunty 1000
Policy
2 Expected 1 155 1 o5
Value
3. Affect 0.146 | 0.731 | 0.863
4, Habit 0.3% | 0377 | 0.412 | 0.950
5. Facilitating | o0 | 366 | 0,308 | 0644 | 0.900
Conditions
6. Compliance | o 418 | 0.404 | 0,798 | 0540 | 0961
Intention
7. Compliance | 47t 0.493 | 0370 | 0772 | 0599 | 0:885 | 0953
Behavior

Note: Values in bold type along the diagonal indicate the square
root of the AVE

(Table 5) Common Method Bias Analysis

Substantive Method
Constructs | Indicator | Factor (R1)* Factor (R2)*

Loading(R1) Loading(R2)
Secwrity | gpy | gaggess | 0200 | 0000 | 0000
Policy

EV1 0715 | 0512 0.061 0.004
Expected EV2 0698+ | 0483 0.024 0.001

Value EV3 0.685%#x 0.469 =0.045%x 0.002
EV4 0.666% 0.444 -0.040x 0.002

Affl 0.692xkx 0478 | 0.232xk 0.04

Aff2 0.639skx 0.408 -0.013 0.000

Affect Aff3(R) | 0588k« | 0.345 -0.054 0.003
Aff4 0,632k 0.399 -0.033 0.001

Aff5R) 0.5523%3% 0305 | —0.124#+x | 0.015

Habl 0.779x 0607 | -0.064% 0.004

Habit Hab2 0.805 0.649 -0.012 0.000

Hab4 0.792s | 0.627 0.077x 0.006

FC1 0636+ | 0404 0.032 0.001

Fcﬁgltng FC2 | 06480 | 0420 | 0021 | 0.000
FC3 | 06730 | 0453 | 0009 | 0.000
Comni cn 0819+ | 0671 | 0052+ | 0003
;T;f:ﬁe CI3 | 0810+ | 0656 | -0028 | 0.001
Cl4 | 0802w | 064 | -0024 | 0.001
o CB3 | 0813w+ | 0661 | 0050 | 0.002
I‘;gfaﬁzfe CB4 | 0791s+ | 0625 | 0024 | 0.001
CB5 | 0804+ | 0647 | 0026 | 0.001
Average 0.704 0.505 0.001 0.005
A3 SAWESE AiE Hit 24 05059]
w3 7|k s ARG 00050tk AR L9 B AL
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(Table 6) Summary of Hypothesis Tests

Hypothesis Path Coefficient SE t-value Results
H1 Compliance Intention = Compliance Behavior 0643 0.062 10.383 Support
H2a Habit = Compliance Behavior 0.182sx 0.067 2728 Support
H2b Habit — Affect 0.41 2+ 0.035 11.867 Support
H3 Affect = Compliance Intention 0,187 0.064 2934 Support
H4 Expected Value = Compliance Intention 0.228# 0.069 3.329 Support
H5 Security Policy = Compliance Intention 0.3465%3 0.051 6.833 Support
H6 Facilitating Conditions = Compliance Behavior 012583 0.037 3.332 Support
skl p < 0,01
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