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A Study on Improving Cyber Liability Insurance for Electronic
Financial Incident in Easy Payment System
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Abstract A convergence of finance and information technology brought a remarkable development in Fin-Tech
industry. On the other hand, currently existing laws seemed inappropriate to address the liability of financial
institutions, Fin-tech enterprises and consumers in case of financial accidents due to its ambiguity. The minimum
insurance obligation by financial institutions specified under the Electronic Financial Transaction Act 2006 is not
keeping with current reality, considering transaction volume, frequency of incidents, and security investments. This
paper aims to lay stress on the need of cyber liability insurance by understanding the domestic financial incidents
and management, and the limit of existing insurance policy.

Key Words : easy payment system, fintech, Cyber Liability Insurance

. M2 28 A Y2 2223 Top 1090 AbelH] M, IT A2~

17 Foll o3l Bt AtolH o] &7t HA A

ARE7ES wd 2 QlEY o] &9 B4R A gz 12%E AXEY AR Fgrazn B
g MRS st o] &Fo® ao]  2013de] AREE §F Ala A9 §5E BR] &
FEsHAY A = 247} 619713 8790+ Ao 2 A] 201213 %= 13l 38%,

WA e JIARE W7lks 4% Z71eketh AR 2] W8-S 188g el & F
I AFA GFE v W 428 Se fEEUR

t}. 20149 Allianz Risk Barometer survey ol WE2WH = 1po] Ho|x] 9= &alo] tjitio|nz A3l vj3) oS

239, nEyEtn F-gHelskT} Received: 5 March, 2016 / Revised: 5 April, 2016 /
"A3) Y, mEhst Ato|H ksl mAI AR} Accepted: 8 April, 2016

A=z} ;20164 3Y 59, A4%F ;20164 49 59 "Corresponding Author: iskim11@korea.ac.kr
AANEH LA} : 2016 4¢ 8 Dept. of Information Security, Korea University, korea

-1 -



A Study on Improving Cyber Liability Insurance for Electronic Financial Incident in Easy Payment System

b
o
w

)l
o
o

ey

)

TR

&l

— 4z

TR A 2014 ol

fid

!

20106 2724

XN
o

2

goksl

A

g 18.1% 4

i

Gk

3t HdA A

&

TFE

9
Fith 2014 4

] JEIOl A 2014 13.2%

2 AR 157%2] wE AAE 715

|

A7 Y55

Z =3
Ay

Aol

o ol

E
S

S
=

AT gES] 60067 bl

FAE
A gk A4 A

9

A7E Ay

LS, =
=

A =

7S} A=

3]
T

[¢] o]fsg H

00
7l
00

3. =W HXI=SAt O

7k AHE

2
S

AV Fol, weY FA} R Sol Beby] e

A=A 71 Wi

=
= A

AEg=It AN

Frhal 2] o) B AfdAs o

Xé 5

oz A

Z
S|

]

il

HE

L
T

A0 =
&g 3t

2ol lE 2, vlole]

92 P2k} oG lolelsh A4, BEuE Alx

= =
IS =1

s

Al

taL @A AolH

ore
o}

A2 g 5

5
T

o FEArLe] @ A}

3

?.

2]
=]

N

A7) A o] Bek 9 AN, ALEA mebel

1H7F Yok UES) A Fho A 9] Betde 2744 9

:/O
3

)

gl
il

e

Eh|

M| Mu|A2| Ho|

dleEfel o

<A
A
&

-
4r

o]

the

|

1o
hijl

™
6
B

i)

<0

o}

W

ol
I

i

ke

)
<

Al A

Ad) Feja7E AETtE AR, AFEE

T
e

5]

s

oI}, o2 $lajel &

go] BAwEofof drh= A

\g__]A

g 7]

o AAHR

=
o

ki3

=5t

ks

o
k<l

1 ek EREe AR

443

535

el &A
225l RS AA

oF
=

ol thE

3

AR TE R

9]

A

ol F871% 2

9]

=t}
=

<€l
—

H AIE

£

L

H

k

~

2,

A

Ao

020(Online-to-Offline) Al

Al

=
T

A

3

al

El = Akl e] At AAE

=3

waL 9l

, AE A2 A

3}

N el Al Bsol w3k AL

o

A

), AR, FRAN 2 g

o}
=

—L

;1(;]]1__

AFAA AHAE A

[S1AS
T

of -off A

<€l
—u

24 A2 o

°

Gartner®] Zqol w=w S2d 2ukd AAAE F

7,200}

2011 1,0009) e el 2017 dell=

[
2=

=2
S

5

S
-

3l AT A A9z Al

Lt. Al

o, AA Ak 2012

ol w2 F]of A

1109 21 <ol A 201519

1

4

3

F AR ol

3]
A

i e R LR )

9 A



The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 16, No. 2, pp.1—8, Apr. 30, 2016. pISSN 2289-0238, elSSN 2289-0246

H 1. MXZ8AtD thH| 28 3H| 71712
Table 1. Domestic Standard of Compensation

Insurance Against Electronic Financial Incidents
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Table 2. private information liability insurance
status by financial company

Classification Survey Join Non-participation
Bank 17 9 8
Life insurance 25 12 13
Loss insurance 15 15 0
Credit company 8 4 4
Stock company 13 13 0
Total 8 53 25
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Fig. 2. Increase in Purchase of Cyber Insurance
Among U.S. Companies, 2013
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Table 3. Security information insurance

Range Contents
Pri 1
Loss of data o vacy and data eakage damaged by
d o cyber attacks such as viruses, malware,
e trojans and so on in corporate
. for i igati
Business Cost or mve§t1gatmg and damaged
interruntion business operations caused by cyber
D attacks
Promotion Promotion costs for improving images of
activity corporate damaged by cyber attacks
Costs incurred for being cited liability
Liability :dbogt leakage of personal mformaﬂo'n,
infringement of intellectual property in
lawsuit
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Table 4. CLI proportion of UK insurance
*() : the criteria of 2014

CLI proportion of
insurance products

Security insurance
rate of UK in 2015

39% (52%) 2%
21% (35%) 0%

Major
Company
SME
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FIGURE 6: ANALYSIS OF CASH-FLOW UNDER STRESS
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Fig. 3. Analysis of cash flow under stress
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Table 5. Personal information leakage insurance
premium levels

Classification Llablhty Liability
(Annual revenue limit by o .
R . limit by Premium
: compensati
. cost
million yen) on
conzv()eygnce 300 million 30 million about
store yen yen 600,000 yen
10,000 Internet | 100 million 30 million about
retailers etc. yen yen 500,000 yen
3,000
Information 50 million 10 million about
service yen yen 300,000 yen
providers etc.
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Table 6. CLI comparison between korea and USA

Classification Domestic liability insurance related to private information CLI in USA
. . . . . . ious i h fi i
* Contractors dealing with customer information and industry such as Various cor.npames such as 1r.1angmg,
. . e e . . . . . manufacturing, communications,
Object financial institutions and e-financiers, certified electronic document . .
storage, online shopping and Internet development industry etc. technology industry which may cause
s ppIng P ) direct damage to a computer-related
Basic warrant * Legal .costs for third party | ° Legal' costs for infringement of privacy
protection security
* Risk management costs by the * Costs related to privacy infringement
risk management consulting such as information  disclosure
Personal . B . .
Inf i firm notification and credit monitoring
n ion . . -
exgun;?mo Optional « Costs for protecting the leakage | *Costs related to corporate assets
warrant of personal information by the electronically stored and updating,
insured replacement
* Third-party economic damages * Costs related to privacy infringement
caused by information leaks etc about business interruption and
security
dC;)I\;ZreSS « Liability costs for reputation damages
s such as  defamatory, infringing
throught out printed media or websites,
social media
* Liability costs for protecting damages of third | *Costs related to cyber terrorism
e-biz party caused by cyber risk such as internet and | *Compliance costs related to billing
network activities errors, emergency medical treatment
« Liability costs for information leakage,
negligence, negligence, willful damage
of third paryt or internal staff as well
as hacking, viruses, cyber attacks
* Rreputation recovery costs etc
Personal * Claims for damages caused by the criminal actions
Information or intentional of the insured’s officers « Servi for  recoveri
Don't cover extrusion ¢ Claims for damages caused by information leaks . ?e ces ec. crng
— - - Service isssues about security and
damages * Claims for damages due to intentional information infringement
e-hiz * Claims for damages due to spread non-prevented
virus
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