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ABSTRACT

Camellia was jointly developed by Nippon Telegraph and Telephone Corporation and Mitsubishi Electric
Corporation in 2000. Camellia specifies the 128-hit message block size and 128-, 192-, and 256-bit key sizes. In this
paper, a modified round operation block which unifies a register setting for key schedule and a conventional round
operation block is proposed. 16 ROMs needed for key generation and round operation are implemented using only 4
dud-port ROMs. Due to the use of a message buffer, encryption/decryption can be executed without a waiting time
immediately after KA and KB are calculated. The suggested block cipher Camellia dgorithm is designed using
Verilog-HDL, implemented on Virtex4 device and operates at 184.898MHz. The designed cryptographic core has a
maximum throughput of 1.183Gbps in 128-bit key mode and that of 876.5Mbpsin 192 and 256-bit key modes. The
cryptographic core of this paper is applicable to security module of the areas such as smart card, internet banking,
e-commerce and satellite broadcasting.
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Fig. 1 Block diagram of a key scheduling part
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Fig. 2 Block diagram of F function

o o o B
I8 32 2R AAkE Fof 12881E ] tlolH
=] = = = = - ==
Mol sl F2Q Foote &9 CE =55h= 35
[e] =z 1. 9
S HolF= EFkoltt
Muzs]
1
kw1l D D- kw2
k1,k2,k3 - @
T e = 6-Round
kd, k5, k6 un @
K2
kel ke2 @
Kk7,k8, .‘ - —
k10,k11,
Y 6-Round 5 D
‘\‘ Ka
A —
k13,k14 Y xs -—.
K15,k16,| 6-Round kY S
K17,k18 \ e
I e R \ o
P kes—H FL 1 1R HHkee Y —
. -=r-= i e Yy
192-bit/ | ~—do . s FLT Jerke2
izg—hrt 6-Round
=HZA | loogooooos oo
kw3 kw4
c[128]

Fig. 3 Block diagram of a round operation block
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