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ABSTRACT

IM(Instant Messenger) chatting service can carry user's various information including life style, geographica
position, and psychology & crime history and thusforensic analysison the IM serviceisdesirable. But, forensic analysis
for KakaoTalk's chatting service is not well studied yet. For this reason, we study KakaoTak's forensic analysis
focusing on chatting service. This paper first details ageneral method of IM forensicsinvestigating the previous articles
about IM forensics although there are not many articles. Second, we discuss methodol ogiesfor IM forensicswherein we
present analysis of table structure and method for reconstruction of chatting message. These result in the basic element
of forensic tools of KakaoTalk chatting message. Last, we compare artifacts of KakaoTalk with that of WhatsApp. We
conclude that these applications are, at least, different in that table structures and the ways to reconstruct chatting
messages are not same and therefore digital evidences or artifacts are not same and somewhat distinct.
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Table. 1 Smartphone Devices Environment

Model Android KakaoTak WhatsApp
Number Ver. Ver. Ver.
Nexus S 411 482 212124
Nexus 4 511 482 212124
IM-A880S 442 482 212124
KakaoTakol| 4] A48 7]5-2 3E 29 Ptk F7t=
19 A B [28]= AREskaL, TAollA dast
AR S A skt

Table. 2 Feature Analysis of WhatsApp & KakaoTalk

WhatsApp KakaoTak
Features Normal | Secret | Norma | Secret
Chat Chat Chat Chat

TEXT Chat (0] X (0] (0]
Group Chat (@) X (@) O
VoceNoe | © | X | © | ©
Voice Calling (@) X (@) X
Location O X O X
Contact Info O X (@) X
Export Messages (@) X (@) X
File Sharing X X VAN X

% A PCOnly Send

41, st HAIX] 24

KakaoTalk- HElm| A 2] 9] Zho] Wale o] iHEl
HAZ] Ho] &9 25 243t KekaoTake] 3
441 HA] R = KakaoTak.dbi} chat_logs, chat_rooms
glo]Eofl A7k #4935t chat_logs E|o]& 22 H|
A A] 2434 (Message Attributes) & 3 33} 77, f| A] 2|9}
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THE Zel= (Concerning Message Contents)= ¥ 4 9] & - 4241 L&, AR 2] A A2} o| e Z A%
o} Zeh. B3k chat_rooms E|o] & 22 WA At B of 7 AR A< F7] 52 AHkey:value) Zho] A S
A% #=l= (Concerning Message Contents)+= 3 59}
7231, YAl R] 4] (Message Attributes)> 3 63} Z-ct. Table. 4 Structure .of the chat_logs table: field storing
B} glo]Bo] T2 HAL ofdo} 7he HRE 7 information concerning message contents
ig= 0’3;‘122'1 Meaning
C AN E BB Al
- - * PlainText
* w|A|A] o] Z(history), HIAIA] ZEI= S5 « message content type:
- Wejn|Toj(xbdl E9AL )0 Bu ‘0" = invited message,
‘1’ = text message & satic emoticon,
* A Z] E ‘2" = photo,
‘3’ =video,
Table. 3 Structure of the chat_logs table: field storing type & = send contaxt,

‘5’ = voice note,

message attributes ‘9" = PClogin message,

12’ = dynamic emoticon,
Column Meaning ‘16’ = location,
ETE *17' = send KaKao Talk Profile,
id » PlainText ‘18 = file sharing,
= + sequence number of the record (set by SQLite) ‘51" = vociecaling.
: » PlainText m e |° Encryption Data
id * unigque message 1D * message content
. * PlainText * Encryption Data
chetid | T et room D attachment | | -\ jtimedia information
. « PlainText * PlainText of key:value type
user_id - Unique KakaoTalk user 1D v * messages created time, sender/receiver
smartphone separate, etc
« PlainText
created_at | « time of created message(10 Digit Unix Epoch
Time) Table. 5 Structure of the chat_rooms table: field storing
« PlainText information concerning message contents
deleted_at | - time of deleted message(10 Digit Unix Epoch
Time) or ‘0’ (no delete) Column )
Name Meaning
* PlainText
42 xHE HIAIX] o] + chat room type:

Alxlo] ola o] Mmool L o A type ‘Directchat’=1:1 chat room,

HlAA e} ol o) el 7k AL ol wiAA ‘Multichat’ =group chat room,
Z FHgr=x] 7sd|of sich Y HA|R S ATy o ‘ SDirectChat’ =secret chat room.
=<l chat_logs Z-# 8- okt Tt

last_message : :Z;I:rgext .
e =7k oA D(user_id), XH‘%}HOP(Chat_id) essage content in the chat room
» AL W AR Y/ A 2 (created_at) \Y :E)I?anﬂ-rlg,ogr:e;etg(\j/ ?:Iﬁ:t%[())em time(10 Digit
* W] A]X]: H] A Z] (messages) Unix Epoch Time), etc
s YAIR] & - AL R AR A H(v) last_chat_ | * PlainText
. S 22 AR 2EH = 22 (type) log_type | * typeof last message in the chat room
« el Pt o] 2} 7 H (attachment) schat_token : Zlganaleth:hat is‘0" vaue
last_skey | « PlainText
Q7N A = 6719 ZHS A FEo] HAu v ZF token « Normal Chat is‘0’ value
29 ke A3)3t key:value XHkey value pair) ZFo 2 last_pk_ | * PlainText
o]2 o] QIth. v 7Y Zhe Zel= ZE(type), WA A tokens * Normal Chat isblank value
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Table. 6 Structure of the chat_rooms table: field storing
message attributes

471 9l WhatsApp2| Artifacts 2}9| H|m H£Ad

Table. 7 Message Contents Separate of Sender

v Column Key
ChatRoom | Contents — —
origin |pushAlert| isMine
Normal : invited | SYNCM
Secret MultiChat el G - true
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Secret | MultiChat | contents| WRITE . true
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ber_ids |, . o . = o T
% Analysis devicesis exclusive
* PlainText -
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.
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updeted_at « time of created message(10 Digit Unix Epoch 2 o glo] A5t Y HFE A 2o} chat_
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uvead | P'a'lgmf ot ) Zholgt - AID(member ZH), AAH Aol Zhofstar
— | * number of messages sent by this contact that . .
count i Q= F-A|ID(active_member_ids 2 A|R] A A
ha\/ebw]ra:avaj AR 1 ( U)! Uﬂ ] ] [elie] ]
z Ed 3| 2~ 9]
last_read_ | » PlainText ZH(last_update at ZH) 5= & M.‘:}-
log_id | *last read unique message ID in the chat room o2 1Y 194 FarHk CHi' A Z] €] chat_
last_update | PlainText rooms H| o] &3 13 2 9|A| 2 chat_roomsE A 3lct
update . S
i | last read unique message identifier in the chat AgHre vk T2 e E(id=1xx92) 1} v T1Ex ¢
- - room . -
. S ———— - 4 (id=0xx30)o] EAEAE BA UNF 1F APl 2
active_mem| * People participating in the current chat room w _ .
- i N A= BA gy E Aelst 2o
bers count | 3% Analysis devicesisinclude 04 o e IS Alelgt 2ro|(active member_
ids= 7x8,1x6) 3tof Foltt. ARt TFA o] wpAut
Model _id id type chat_id user_jd message | attachment | created_at | deletedat | client_message id v
Nexus 4 6 | 1114315166399200000 | 1 | 136024800353492 195001573 [tOG1rkeMB: { 1453773919 0 2075040070 {"origin":"WRITE","¢":"01-26 11:05:
Multi Mexus 4 7 | 1114315164461440000 | 0 | 136024800353492 195001573  [hwtkwTtsHY 1453773919 0 0 {"origin":"SYNCMSG","c""01-26 11
Chat Nexus S 8 | 1114315682642520000 | 1 | 136024800353492 70557068  |ZcSXAVjoET| 1453773980 0 2075103696 {"origin":"M5G","c""01-26 11:06:1¢
IM-AB80S 9 | 1114315815014680000 1 136024800353492 194951906 [SDOIOZCNY] 1453773996 0 2075118333 {"origin":"MSG","c":"01-26 11:06:3:
Secret Nexus 4 10| 1114317975785970000 | 0 | 9143224398249030 195001573 |hwtkwTtSHY 1453774254 0 0 {"origin":"SYNCMSG","c":"01-26 11
Multi Nexus 4 11| 1114317990197600000 1 | 9143224398249030 195001573 |tOG1rkeMBg & 1453774255 0 2075375170 {"skeyToken":11143179757859717
Chat Nexus S 12 | 1114318128190190000 1 | 9143224398249030 70557068  |ZcSXAV]jo6T| 1453774272 0 2075394896 {"skeyToken":11143179757859717
IM-ABB0S | 13| 1114318241721540000 1 | 9143224398249030 194951906 [SDOIOZCNY] 1453774285 0 2075405533 {"skeyToken":11143179757859717

Fig. 1 Chat Messages History (chat_logs Table)
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_id id type active_member_ids last_log_id last_message e e (it schat_token last_skey_token
_at _count _log_type
G
[f:lp 4 | 136024800353492 | MultiChat |[70557068,194951906]| 1114315815014680000 1453773996 1 0 0
Secret
Multi | 5 | 9143224398249030 (SMultiChat|[70557068,194951906]| 1114318241721540000 1453774285 1 1114317975785970000 (1114317975785970000
Chat

Fig. 2 Chat Messages History (chat_rooms Table)
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{"thumbnail Url":"http://th-m3.talk.kakao.com/th/talk
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"thumbnailHeight":120,"thumbnailWidth":90,"url":"http
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o

o]/\E

280}
- o) A

{"thumbnail Path":"\/storage\/emul atedVOVAndroidvd
atal/com.kakao.talk\/cache\/-9223372036784218739\/93
\/93dc6386c86a63440c4ce5034f 103ff 7f 5b4e0da9edbf 80
bblad5a68c4f40520","w":960,"h":1280,"csk":{ "sk":"G
SrTwgl FQDIUMXT3vUwg+2i 2FGx8lubK 9Ja7l 1ae8tg=
","mid":675834870,"hash":"K9BbBwTqjlog5+CzHmM2B
rMuwWfXDOrc86acvlaRooQns="},"k":" cAwzg8\/oWIF4
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ai8l.jpg","s":79889,"cs":"fb07caB53a20653ff 1b3cfIc37
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oo 244, A=, A2hA l‘i‘ﬂﬂ = D}—(_P EHAE o
A A7} obd URL Ei= U3 o] A&} Z40] Flo]
f3}o], attachmentol] <+ 52427} A1 4-Flch

45 HAIX| 22
WA 2] A @ kS U,
W A R So0] AHA| ), g

chat_logs Hlo] 2]
Apgrol Ak, A W)

103466717 backup KakaoTalk.db
16.01.26 11:11 Modify Time 16.01.28 21:41 Modify Time
_id id type chat_id user_id message C:fchatdsqlite3 KakaoTalk.db
[Fitter ritte [Filter — Jrile [Filt= [Filte SQLite version 3.8.6 2614-88-15 11:46:33
" Rl ,
6 11143151663... 1 13602480035... 195001573 toG1rkemgsis... | Enter "-help” for usage hints.
sqlite> .tables
7 11143151644 0 13602480035_. 195001573 hwtkwTtSHSu2... | android_netadata  chat_roons public_key_info  secret_key_info
8 11143156826.. 1 13602480035.. 70557068 ZcSXAVjOBTEP... chat_logs chat_sending_logs schena_nigrations
sqlite> select * from chat_logs;
9 11143158150.. 1 13602480035.. 194951906 SDOIOZENVTG... | goliee)
10 11143179757 0 91432243982 195001573 hwitkwTtSHSU2.
11 11143179901.. 1 91432243982... 195001573 1OG1rkeMBEIS...
19 11142101001 1 61429742007  TNSSTNAS ZCV A GinATRN

Fig. 3 Message Restore
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Table. 8 Comparison of KakaoTalk and WhatsApp

KakaoTalk WhatsApp
Secret Chat | « Secret Chat X
DB File » Column Encryption | « Plain Text
* Rooting Access * Rooting Access
Backu * Column Encryption | « File Encryption
up * Rooting Access * Rooting Access
DB File :
» Unrooting Access
time of deleted | | deleted_at Column | * logsFiles
message
Multimedia . .
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