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ABSTRACT

DHCP(Dynamic Host Configuration Protocol) is a protocol for efficiency and convenience of the IP address
management. DHCP automatically assigns an IP address and configuration information needed to run the TCP/IP
communication to individua host in the network. However, existing DHCP is vulnerable for network attack such as
DHCP spoofing, release attack because thereis no mutual authentication systems between server and client. To solvethis
problem, we have designed a new DHCP protocol supporting the following features: First, ECDH(Elliptic Curve
Diffie-Hellman) is used to create session key and ECDSA (Elliptic Curve Digital Signature Algorithm) isused for mutual
authentication between server and client. Also this protocol ensuresintegrity of message by adding a HMAC(Hash-based
Message Authentication Code) on the message. And replay attacks can be prevented by using a Nonce. As aresult, The
receiver can prevent the network attack by discarding the received message from unauthorized host.
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QPRS0 8517] SIshA 7]1Z] DHCP A %|of ¢l
% 7152 APk 2H S 3715
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Digitd Signature Algorithm)& o]-83}o] HAAAES
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Elo] £ A4S B Yri6E.
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< HojEth Ao 2 5ol A= AE
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ECDHY: DH(DiffieHelman) 7] w3t &are]Zo]
Bt A4 & w49l ECC(Elliptic Curve Crypto-
graphy) & 283 7] wg dae]Eolc ECC 4l
AHEFEO R A 7)o DH dae|&i} 22 7] Aol
v]3) o 7t QP Al HARH10].
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2} A ZJAL2] 7]R17] Kalt GE o] g3t 277] as
AlAFetaL, AHEAF B AH419] 71171 Keét GE -85}
o] Z747] bE AAketch AREAF A2} B AJAl2] )
7] a2t bg A Rol| A HEech AFEAF A AHEABR
HE 7] bE A1 AFA1L] 7¢17] Kalt A4S
of Al 7] S& A=t rRE7HA 2 ARAL B ARAL
AZRE 3717] ag FAlste] AH419) 71917] Keot A
sbsto] ARGAE AfL ARGAL BRE ob= 3-89 Al 7] S
2 olr} 738 1.2 ECDH 7] 13} 4 18]&S 0|43

of Al 71E sk T2 WERd T 11,12].

User A User B

Generate K,
a=KyxG

Generate Kg
b=K xG

S=Kyxb S=Kgxa
S=Kyaxb=Kzgxa

=Ky x Kg x G

E : Elliptic Curve

G : base point on E
Private Key : K, Kg
Public Key : a, b
Session Key : S

Fig. 1 Session key generation process using ECDH

22 ECDSA

ECDSA = DSA(Digital Signature Algorithm)ej] ECC
WS 743t aelEolc11-15]. 1Y 2 $A1%
7} ECDSAE o] g-5to] 22} A& Ak, 414

7h A S AESHE S ek

Sender Receiver

Secret Key : d
Public Key : Q4 = dG

K : random integer

M : message
R=KG=(xy)
G : generator
N : order W = S[mod n]
R = S*i(hash(M)G + rQ,
= (Xr, Yr)
If(Xrfmod n] = r

Verification success;

Fig. 2 Digital signature generation and verification using
ECDSA
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HMAC S ARg-A-9] H]) 719} il |12 )] el
Qesto] A RER, vAX 9] £AR S RATHey
AHgEITH12,16,17]. H i=tof i ECDHE o] §5to]
WA AR 71 B HAGR Bl 7] 2 g

S A4 HMAC shet etz A1 2|9k A4 715 At
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HMAC 342 ol &3}e] HMAC—;— A e
Uebict,

Sender Receiver
’ Message ‘ Session
l 9 Key Message
HMAC
HMAC
Function ——

HMAC

Fig. 3 HMAC generation process
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S FE3h 17 4 HMAC T4
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Session
Message
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HMAC
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‘ HMAC ‘ HMAC

Fig. 4 HMAC verification process
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HIE2I3 2 WRIS X|UsHs DHCPS| A7 Y 7ol gt 917

Authentication

ifode Information

Length Algorithm

Fig. 5 DHCP message options format
Zo| FE(Length)= ¢ are]E(Algorithm) 1} 15 7

O
H(Authentication Information) YE=2] djo|g Zol&
2-El(Octets) ©. = 32731}
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=, Ex E A 2] Y8
Ie)ES P4 ECDHE ol g3t 7] e 298
At o714 izt A7t SetolAE A el
AZEESE MR 5 Sl IP Fag T i S
2] ok 19 62 & Aol A AlQFshH= DHCP
o] 2} WP o] upeh ARG HAIA O] BES b
1ol
client server
—————DHCPDIscover
_  DHCORFER

DHCPREQUEST

DHCPACK or DHCPNAK

_ DHCPACK or DHCPNAK

DHCPRELEASE or DHCPDECLINE

Fig. 6 Process of IP address lease and release
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Code | Length | Algorithm
DHCPOFFER

. Digital
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Fig. 7 Message option in algorithm negotiation process
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Fig. 8 Message option in IP address lease process
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Fig. 9 Message option in IP address release process
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Fig. 10 DHCPREQUEST message option in lease renewal
process
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13 113} 2.
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N

client server

DHCPREQUEST

HCPACK or DHCPNAK

%

Fig. 11 Message in lease renewal process
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AR HAA = SIAEY M2 T7E 2dT
ok A= 497} DHCPREQUEST 7841 WIAIAE <=
A5 DHCPACK E+= DHCPNAK HAIXE &&}0]
AEA HE7et. A7 DHCPACK HA A& #%
Sk 7d-p-oll= A4l 2] A =2 ECDH 57171, Nonce, 1

=
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rir

DHCP HIAIX| S410] X

B lgel i 24el 4 AT He YA FES
AU 4 Q=S s, o2 glote] 1Y 59 e
S F2E Fotskc

4.1 HIAIX| Mo 1= 9 M gt

FE=(Code)= 7]22] DHCPe| A2l=lo] 91X
Sl 2225 ARERITH3]. daelE de=
Zo] 2 4F9] 1 Byteoll:= ECDH 7] Zo]of u}a}
W2 A7gstaL, 519 1 Byteolli= HMACS] F-57of| ket
e At 3 12 gareEs F =] 444 1 Byted
ARg-E|= ECDH| 7] Zo|e} 1o tf-§3k= gk YEt
Ril=d

Table. 1 Setting value according to the ECDH key length

Key exchange method
EMPTY

Value(binary)
0000 0000
0000 0001 256
0000 0010 384
0000 0100 521
0000 1000
0001 0000
0010 0000
0100 0000
1000 0000

Key length(bits)

ECDH

EMPTY
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% 2= 9 7e)% WE9| 519] 1 Byter} UrEl: 3t
©.8, HMAC £33} o] tj-gal ghe ekt

Table. 2 Setting value according to the HMAC type

HMAC type Vaue(binary) Output length(bit)
EMPTY 0000 0000 -
SHA256 0000 0001 256
SHA384 0000 0010 334
SHAS512 0000 0100 512

0000 1000 -
0001 0000 -
EMPTY 0010 0000 -
0100 0000 -
1000 0000 -

9l% AX i ECDH ¥717], HMAC, Nonce
[19], ECDSA = o]fojZlt). E3F Q5 A H A= 1|
A A &) Fol whet AdEa o2 ARg-Eh Nonces 2
Byteso]n] AF9] 1 Byte= @Y 3}, 319 1 Byte:= =4
H 5 (Sequence number) 2 /3 Fth

=1 o

V., EXt A

0l

52 1SS AYstr] o] DHCP A3 gz ogh
FAAZE Alo|ESo](default gateway) FAE X5
o ZEfo|AE A AR E Ao RN SEfol|AE
O XA & A5 Bz 34 Lelth

t}&-& 9}o]oj AR (wireshark) T2 132 o|-8-35}o]
7]&9] DHCPS} 2 =Fof Al A|Qtst= DHCPoJ Z}zt
DHCP A3 A& 3t B3t 71 vpy& Agstal 2
o] & it

B =Ko A AAFA Sl AH 9] IP F4+= 192.168.0.2
o|al, ZAAQ IP FAE 192.168.0.70]t}. L3t AH
7} AlEsh 71 Aol Eflo] 4= 192.168.0.1% 7}
Aglict. 7]1E2] DHCPo| DHCP A3 F4S 3 uf
A E = WRE2 ok 17 129}

ISource IDesdnann IProtocoIILengthIlnfo

6.0.0.0 255.255.255.255 DHCP 349 DHCP Request
192.168.8.2 255.255.255.255 DHCP 582 DHCP ACK
192.168.8.2 192.168.0.9 DHCP 457 DHCP ACK

Fig. 12 DHCP spoofing attack on the existing DHCP

Seto|JlEL IP 2471 192.168.0.221 Aol FAl
Shobs Y22 2315 DHCPREQUEST HjA|R| & B
EANAER S v 7 132 DHCPREQUEST
Aol 23 FEfo|AET} Al E Hdke Al

o] 1P 3ol

~ Option: (54) DHCP Server Identifier
Length: 4

DHCP Server Identifier: 192.168.0.2 (192.168.0.2)

Fig. 13 IP address of server selected by client

FAA} = 2418k DHCPREQUEST H|A| 2] 2 3 2
2ol AE O} FAl 3 AEZ FHelskal 713l DHCPACK
A2 & ARk o] W) DHCPACK o] &4 % 7]
Aol Eglo] FA2 2JA10] IP iz HYste] Sato]
AEo|A AEatt. Leja Seto| AEe} EAIT A
= Zeto| o] A4 el DHCPACK wAIAE A
S} The 19 149F 1 151 7 FAE 9l Aujet
FAA2] DHCPACK of] 3-8l Alo] Eg]o] Fedolrt,

~ Option: (3) Router

2.168.0.7

(192.168.0.7)

Fig. 14 Default gateway address provided by attacker

= Option: (3) Router
Length: 4
Router: 192.168.0.1

(192.168.0.1)

Fig. 15 Default gateway address provided by server

FAA2] DHCPACK HA|A]7} Zeto]A B A ¥
A E2g)g 7$-of Fato]lE+ DHCPACK HA|#]
O IP 47} A4l F4L 3 A o] IP A0 U5}
7] WZell FAA = RS UA| F3tch webs St
olAE L A4le] 7] Alo|EQJo] 45 FAR] A
21 DHCPACK 4| 2] ¢]| Q1= Alo] Eglo] Fam A7
gt Avbs 17 1637} o] F&0f4] route R o1&

£ 22l 7 4 Slck,

Fig. 16 Routing tables after successful DHCP spoofing
attack
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42 2PA10] 7] Ao Ego] 4T AT Heolch

[root@localhost ~]# route
Kernel IP routing table
Destination G

Genmask

192.168.0.0

V. d B

B =RoME YEYA F4S WA A8
DHCP it} I+ oA AHe} Zejo]dEQ] AlT o=
o 235}k, WA R Q] AL B AFs}= DHCP | A|

A 418 A}

A H]= ECDSAE o|835}0] AATE A} AH-E A

B7F Agshs He ARl £3Hsto] Abilo] vk
A AZ QlSeith T3 An e} Seto]lE= ECDH
7] wek dalelE o8kl 35 Al 7S AEt
ot 7] mgho] e o] % Seho|dEE= A 7= A
A3 HMACS AR o] Z3lslo] AE3to 2n Zat
o|AEL] ST} HAA] 2] A& HAR

713£2] DHCP 2375 520 gl {ho] fj 22 ofu]
At A H o] 9]9] HE ZE(port) S E5 024 T4
& Al Floltk o] Wk 342k DHCPACK
A7) 7} A ] DCHPACK WAIX|Hc}h Sefo]dE
oA HA =2E Aol #4e o 5 flnk 5
Tk 2 odtof A A|oket DHCPE Zato] el A=
HE IPFAE A B 1 & SAE S S-S
FHBER PAEE AR S Ao AdREgle
SA] 2 S AEQ WA= #|7]5ke] DHCP 23

o )\
FAL gopy

o

c

K
M ol ofX

Zy
At EZE HAIA] FAe NonceE

Fo1stol AS FAL Hotd 4 UL B
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HIE2I3 2 WRIS X|UsHs DHCPS| A7 Y 7ol gt 917

T STAEZR) AT 15 3% 24 DHCP 34|
ZZ(release attack), ©}4] DHCP ZZ(rogue DHCP
atack) 52 Yrobd = Q& Ao & of 4 JH

FHoj= B = fo] A5 o]8-35lo] DHCP ¥ ¢
ZREZO FA Ao #ek F7HHQ AG-E 3T
of| " olch
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