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( The Impact of Hardware Impairments and Imperfect Channel State
Information on Physical Layer Security )

At A, = EY T, bW AT
(Kyusung Shim’, Nhu Tri Do™, and Beongku An®)

(@] [e]3
I =

o,
0150
ol
o

)
y, O
[ied
-0,
rlo
o
fol
o,
il
)
)

o
oo rjr &
ol

dlo
i B H

N
N
lo
i o

4 o o

}dxu§§i§a%ﬁm}ﬂ%ﬂﬂ;%ﬂ°M1 ﬂOHW}%mﬂ
g} = ARl EAE F717] A AR A2 g
P AS5E AFE o st=go] o] TASAT B ATES ==
1]01 AL 2eskA] Fa Qi oek 2 FAHES W] A% £ =%
LA, A AL RS 047] AeiA 2HAEEE FHAQ k=FH A
o] &sto] wmrwdoelA st=go] 9}15‘0 Ak S, AbE Al2" mde QEAE
¢t Closed-Form Expressiong #A|AISHCE At Al2~®le] A5H7ME $JallA] thdet AlEdo]dE Eake] #lekd
o EYAZR] MAE FEE dobd Ay, B AdAdHARE JEAE FEele TS
A3 werdel 49 CHAE 3E dE2uy AIys 33 Bokxdgsd JFs Fre AL HoE

<L

|
gen
kY
A
i
\1 :.:,
1-tz il
i
i)
g
o

°
e

ol £ St
moy
_VE
H‘
(1t

ko

ox 9
)
o I
2
io
ok
et
NS
>
<N oot ofy
i)

(0o R A SN e e SR> P
Ei
b
b
[y
o,
28
1o
ox
=
o

]_

i
JH
Hm

o

A
o
H

dlm
%,
=)
N
L @, [
k1
rr
o % o
09\_, il
lo
=)
Y
R
o
o
ER I )
/2 T
20 2

o ng,

Abstract

Physical layer security is cryptography technique to protect information by using physical nature of signals. Currently,
many works on physical layer security have been actively researching while those researching models still have some
problems to be solved. Eavesdropper does not share its channel state information with legitimate users to hide its
presence. And when node transmits signal, hardware impairments are occurred, whereas many current researches assume
that node model is ideal node and does not consider hardware impairments. The main features and contributions of this
paper to solve these problems are as follows. First, our proposed system model deploys torch node around legitimate user
to obtain channel state information of eavesdropper and considers hardware impairments by using channel state information
of torch node. Second, we derive closed-form expression of intercept probability for the proposed system model. The
results of the performance evaluation through various simulations to find out the effects on proposed system model in
physical layer security show that imperfect channel state information does not effect on intercept probability while
imperfect node model effects on intercept probability, Ergodic secrecy capacity and secrecy capacity.
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