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Lightweight Intrusion Detection Technology for Content
Protection
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private void btnOk_Click(object sender, EventArgs e)
{

string hostname = null;

IPAddressl(] ips;

hostname = Dns.GetHostName();

ips = Dns.GetHostAddresses(hostname);

foreach (IPAddress ip in ips)

{ this.Iblp.Jtems. Add(“&~EH : "

this.IbIpJtems.Add(“e}e]s] @ "
}o)

+ hostname);
+ ip. ToString());
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private void NetView()
while(true)
{ this.CheckBool = true;
NCheck();
this.IvNetState.Items.Clear();
TepConnectionInformation(]
tepConnections = ipProperties.GetActive TepConnections();

inti=0;
foreach(TcpConnectionInformation NetInfo in tepConnections)
{ string[] AddInfo = new string[6] 14:

{ NetlInfo.LocalEndPoint.Address. ToString (),
NetInfo.LocalEndPoint.Port. ToString (),
NetInfo.RemoteEndPoint.Address. ToString(),
NetInfo.RemoteEndPoint.Port. ToString (),
NetlInfo.State. ToString (), i.ToString()};
OnView.Invoke(false, AddInfo);
i+t }

this.CheckBool = false;

NCheck();
Thread.Sleep(30000); )
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private void OnNewView(bool flags, string[] AddInfo)
{
if (flags == true)
this.lvNetState.Items.Clear();
else
{ int i = Convert. ToInt32(AddInfo[5]);
this.IvNetState.Iltems. Add(AddInfo[0]);
this.lvNetState.Items[i]. Subltems.Add
this.lvNetState.Items[i].Subltems.Add
this.lvNetState.Items[i]. Subltems.Add
this.lvNetState.Items[i]. Subltems.Add
if (AddInfo[1] == LocPort)
this.IvNetState.Items[i]. Subltems[0].BackColor = Color.GreenYellow;
if (AddInfo[2] == RemoAdd)
this.IvNetState Itemsli].Subltems[0]. BackColor = Color.LightPink;
if (AddInfo[3] == RemoPort)
this.IvNetState.Items|[i]. Subltems[0]. BackColor = Color.Aqua;
b

AddInfo[1]);
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private void btnSearch_Click(object sender, EventArgs e)
{
string HostName = null;
if (this.txtHost. Text.Contains(*://”)==true)
{ HostName = this.txtHost. Text.Replace(“http://",*"); }
else {HostName = this.txtHost. Text;}
try
{ IPHostEntry ipe = Dns.GetHostEntry(HostName);
IPAddress[] addrs = ipe.AddressList;
if (listAddr.Items.Count > 0)
listAddr.Items.Clear();
foreach (IPAddress addr in addrs)
{ listAddrItems.Add(addr); )
b}
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private void NetworkCheck()
{
for (int a = aal0l; a <= bb[0]; a++)
{
for (int b = aalll; b <= bb[1]; b++)
{
for (int ¢ = aal2]; ¢ <= bb[2]; c++)
{
for (int d = aal3]; d <= bbl[3]; d++)
{ this.pgrScan.Value = d;
ipScan = IPAddress.Parse(a. ToString() + "

Ping pingSender = new Ping();
PingOptions options = new PingOptions();
options.DontFragment = true
string data = " "
byte[] buffer = Encoding. ASCILGetBytes(data);
int timeout = 150;
PingReply reply = pingSender.Send(ipScan, timeout,
buffer, options);
if (reply.Status == IPStatus.Success)
{ hostname = GetHostName(ipScan);
macaddr = GetMacUsing ARP(ipScan. ToString());
ListViewltem itm = new ListViewltem();
itm.Text = ipScan. ToString();
itm.Subltems.Add(hostname);
itm.Subltems.Add(macaddr);
this.lvScan.Items.Add(itm);

+ b.ToString() + " + ¢.ToString() + "." + d.ToString());
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private void PortScanner()
{
int i, intstart, intend;
thisIblFile. Text = "4t : " + strFile;
StreamWriter sw = new StreamWriter(strFile);
scanlp = IPAddress.Parse(this.txtIp. Text);
intstart = Convert. Tolnt32(this.txtStart. Text);
intend = Convert. ToInt32(this.txtEnd. Text);
sw.WriteLine();
for (i = intstart; i <= intend; i++)
{ this.pgbScan.Value = i;
try
{ IPEndPoint endpoint = new IPEndPoint(scanlp, i);
Socket sSocket =
new Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType. Tcp);
sSocket.Connect(endpoint);
this.IvScan.Items.Add(new ListViewItem(new
string[] {i.ToString(), "open” }));
continue;
b
this.btnStart.Enabled = true;
this.btnFile.Enabled = true;
Process myProcess = new Process();
myProcess.StartInfo. FileName = strFile;
myProcess.Start();
PortScan.Abort();
}
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private void tsbtnStar_Click(object sender, EventArgs e)
{ try
{ if (!bContinueCapturing)
{ this.tshtnStar.Enabled = false;
this.tshtnStop.Enabled = true;
bContinueCapturing = true;
mainSocket = new Socket(AddressFamily.InterNetwork,
SocketType.Raw, Protocol Type.IP);
mainSocket.Bind(new
IPEndPoint(IPAddress.Parse(this.tscbIp. Text), 0))
mainSocket.SetSocketOption(SocketOptionLevel.IP,
SocketOptionName.HeaderIncluded, true);
byte[] byTrue = new bytel4] { 1, 0, 0, 0 };
byte[] byOut = new byte[4] { 1, 0, 0, 0 };
mainSocket.IOControl(I0ControlCode.ReceiveAll, by True, byOut);
mainSocket.BeginReceive(byteData, 0, byteData.Length,
SocketFlags. None, new AsyncCallback(OnReceive), null);
} }
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