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Development of NORSOK T-100-based telecom management system

for off-shore installation
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Abstract: Malfunctioning of telecom systems can have serious implications on the safe navigation and operation of vessels and
off-shore plants. Most safety-related accidents incur significant monetary damages and pollution due to complicated arrangements
of the working environments and facilities. Therefore, an automated monitoring system that can collect data from configured
telecom equipment connected to a network based on IP is required to ensure safe navigation and operation of such crucial
institutions. This paper reports a list of such system requirements, system functions, and user-centered requirements based on
the NORSOK T-100 (a standard of telecom management system). These findings were made through research with the newly
designed and developed telecom management system (TMS). The TMS was tested by a testbed configured with CCTV, PA/GA,
and other network equipment.

Keywords: Offshore plant, NORSOK T-100, Telecom Management System, E-Navigation, ICT

1. }\-] =2 =, UE A 449 CPU, Memory AHE-E, 344 52
ZANGZNE )24 BEO OF 4600] L 02 TAT HUE gt MEYAS] aadast S Sdister]
W, Au A% D74 55-66%2 A E AwD H|Fo] I F%k HHog AgHr) 1P 2 LAN 7|He] S48 A]x
THIL oleld ZANFEFAE Z1A shed olef 7 g B 2000606 2REE GES A o v
dE g So] 9=, o3 AT An|Se] uH O S FEREd S A8Ho] A g webq v =
2} 2o Muloli} s|dZ U EL] olAdte] T Lol 2A AFEWNES] b el B 4 55 Flal dutoln} s
Aol 9Jake ) wElA o]s Au|E yYEIR A4 ZNE Y Y F G E YESIR AZ4S F HolHE
sho] 7 Au)e] 0 2HE sl Ze] AHE mUHYE g7 Hgstol Sl A BUHE S 5+ s ske AEst
a7} 9t} ¥ Alzglo] dgastrh o3k ITEF Al=®e FF
YES T Are] ] AHE BUEEE 2= gl A]~E) e-Navigation A7) Al Adwl 7}z oju] 1T 712444 €]
o2 gAolA AumH o AlLEE Y ET wUHY HlZo] 15% o) S71 Aoz s uz A% A =
A] 2~ El(NMS: Network Monitoring System)< U E YA 2} & ).

T Corresponding Author (ORCID: http://orcid.org/0000-0001-7302-4458): Division of Computer Engineering, Dongseo University,
Jurye-dong, Sasang-gu, Busan, 617-716, Korea, E-mail: subak@dongseo.ac.kr, Tel: 051-320-1723

1 SHINDONG DIGITECH CO,. LTD., E-mail: smmun@shindong.com, Tel: 051-461-5224

2 SHINDONG DIGITECH CO,. LTD., E-mail: wsjang@shindong.com, Tel: 051-461-5013

This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License (http:/creativecommons.org/licenses/by-nc/3.0), which permits
unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.

Copyright © The Korean Society of Marine Engineering



NORSOK T-100 7]%+e] sYZANEL THS & AT EYo] 7t

olelgt dulF 9] ol tigh -8 NORSOK(Norsk
Sokkels Konkurranseposisjon) T-100 7l A2 o] it}
A A TAHS ofHER ZAAGS HA= AR,
AGFEHES] HAF7} ol & &7 233 7] Wi
o A% E(de facto standard)oll 71Tt

ol213t uWj7Z o2 NORSOK T-100S #A ko] QAR
9 75 55 Ak, AFEAF Hel S 8 FANEE
Hale] dEFgH] e A]Z~E(TMS: Telecom Management
System)S AlF Al AASkaL sk

2. TMS i &

AFZHES 45 Al AHHl, A A E, dAYo 59
A AE FHEsleo] SYZHE A, Ax 2 9 &85}
7] 98k A& A= NORSOKe] 1 5 ahvtelth
O U 5 dEE due 44 #YAA BEE fe §
A ) Azglel g ol otk SYEuEe] B4
9l 54 % b uz Qs AE V)% dAYolE
A&H 0 AFAINN7L o @7) uiel] SN el
Aog Q4ow RUEYse] A6 FAMSE 5 3
s

£2 ay] A@ Aot orN g
CCTV(Closed Circuit TeleVision), IPTV, PA/GA(Public
Address/General Alarm system), Radar 5]t}

NORSOK T-100°14] TMSE 7ol slFENE e
T Aol A, A, A, 4 T EYE "] A4
of AHF A& AT F UY=F o= FTH A A=E
o7 Aoz}, TMSE 7]H¥ o2 SNMP(Simple Network
Management Protocol)E 7|RFC.2 Bz F AH]o| HolHE
T35 3]. TMS st=9lel= T™MS H#H 9l A8, TMS Z&f
oldE, dyF <EHol~ FY(TIU: Telecom Interface
Unit)3} 245 deF AH2 FAE L, AXZEYo]s AW/
FeloldE ATEYoIR FAHD TMS HQ AHE
SNMPE ©]-8-3le] dF dnlet UESZ 8 2 (elements)
o] ot 2 e E HolHE F/AY s A AZE
Aol s FAstaL 2l

TMS+ LAN/WAN(TCP/IP, SNMP, OPC), Serial(G.703, 2/4
wire E&M, V.11 (RS 422), V.24/V.28 (RS 232) ), On/Off
T gk S41 QI Fo|~E Tt YEHE o o
o] "l A= LANWANS Al €8hA] @47] ol
TMS®} A557] 9JalA= TIUE %6}1 Serial, On/Off 415
= UDP/IP 7|Wto 2 HolHE A4 4 s L2eS
(e}

£ wgeFolof wtl.

=

3. TMS 47
Aukoli} | UZWE TMSE 2-8317] 28] NOSROK

gharrtA A o] &5t s] %] Al40¢ A|3%(2016.5)

T-1009] AJ =8 43} ARg2 HelE 98k mntd Fefol

AES} CCTVSF 22 dHF Anlo] digh Ao 755 Y
sto] Figure 13} 752 A 2=81-S AfEAL AlRFeFATH3]. A=
A F7FE = 75l tiali A= NORSOKel A A Al8H= Al2~
g He Mo Frtete] ®7|8Hit)

— T
. A A ™S
TMS Main e {_ Internet . J Menitoring &
Server w i,w ) Control Clim!
— a — ":‘“—F'
‘“'--5_‘_____ : Printer
TMS Web —— e,
Moatbi:\ring —~ N { ﬂ'éafvety ‘
t = -
_ ’ir‘ LAN/WAN_ ﬁ {_ Automation )
TMS App . K [ System |7
Menitoring ~ /o T S
Client s |
7 | / \

rd

\\\

Tele:o?é;yn - U ’T}
Serial on/off
o O O JdD

Figure 1: Proposed TMS Configuration
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Table 1: Modules definition of TMS SW

Module Definition
- to monitor TSub state, alarm etc
Monitoring | to provide TSub state, TSub .alarm, TMS
self- malfunction and logging view(alarm) for
user
Reporting |” to pr(_)vide report such as forms of
electronic about all data about TSub for user
Logging |- to process and store alarm and event log
- to define an alarm by setting error/normal
state of TSub
Alarm |- to provide 2 type alarm for user; 1)user
Managementdefinition alarm, 2)system definition
alarm(alarm provided by TSub manufacturer)
- to transfer alarm to Monitoring Module
- to provide user account and group addition,
modification, deletion etc for administrator.
General |- to provide TSub's information addition,
Managementmodification, deletion etc for administrator.
- to provide TMS self-test function for
ladministrator.
Data .
Acquisition |~ to collect data of TSub by using SNMP
- to provide various control function targeting
TSub .
Controller controllable TSub by using other protocol
except SNMP for user
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Figure 2: TMS Software Architecture
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Table 2: Messages Description between Modules

number Description
1 TSub state message based on SNMP
2 TSub state message based on non-SNMP
3 TSub control message
4 TSub alarm range(or value) message
5 event log message to store DB
6 alarm log message to store DB
7 Alarm message to display Monitoring Module
8 event log message to store DB
9 TSub control information message
10 event log message from Logging Module
11 |all message to display Monitoring Module from DB
12 message to make log report
13 all message related to alarm
14 all message to manage general information
15 all message to process alarm
16 result message related to process control event log
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3|4 information 2 F3ISITE ATHE EFSHE Table 3: Alarm Category and Priority
7122 2 AZAF AA A Q(philosophy)Y A7+2] 8 FAFE Alarm Category
_ - - = Priorit
of m o T AZEoJdA = o]F Yo Aol (recorded NORSOK_T-100) Y
3k} malfunction critical
Table 49} Table 5= 7}7} WA #] w3HS 94 Aojsh Za not operation(major/important major
B3} vAA] FFolTh part) _
external conditions minor
proactive alerting warning
out of operation(minor part) information
‘L ‘L Table 4: Defined Protocol Data Unit format
SNMP Get msg Waiting SNMP Trap msg Waiting Number
Parameter description
L of bytes
Send SNMP Get msg SNMP Trap F message header 6 always $SDTMS
to TSub (t=t + 30s) msg Receive? field separator 1 ,
T message type 2 refer to Table5(0~5, 90, 91)
field separator 1 ,
reply receive? X
message variable data
Ty checksum delimiter| 1 &*&
accgtjfnkgigﬂﬂf;tczzgw checksum 2 refer to NMEA 0183

Send Alarm to Client

Save Alarm Log

o

(a) Server Software Flow Chart

Monitoring Mode

Send SMS/E-mail
to Person in charge

)

Display Alarm
|

End

(b) Client Software Flow Chart
Figure 4: Software flow chart
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Table 5: Defined Message Type

Message Type | value description
ALARM ACK 0 response of alarm message
ALARM_OCCUR
- 1 alarm message
ED
CONTROL_OCC
. 2 control event message
URED
event message
EVENT OCCURE ] )
_D 3 (DB change history, login/out
event etc)
TSUB_STATE O 4 TSub state information message
THER (provide by manufacture)
TSUB_STATE_ SN s TSub state information message
MP using SNMP
SELF TEST REQ| 90 TMS self-test request message
response message of TMS
SELF TEST ACK| 91
B B self-test request message

Message header= 6H}C]EZ $SDTMSZE A3} 3L mes-
sage type<= Table 59} o] 2] 3}3I T} message header$} mes-
sage type, message 1 field separator & ¢ T-E&3F3laL
message 719 checksumS- $]3F =E 2]}t Table 55
Fo wAIA FEE AEs) $2 Zolth ALARM_ACKE &
gh Aol gk S5 wAA R SefoldEedA sl gt
S ERIEA Y= 9H 2 Acknowledge Flags 7<53l= WA
Aot} ALARM OCCUREDY: 24 -85 AFah= vAlA]
o]t} CONTROL OCCUREDY: CCTV 52 &9, #ol% 5
) Aule] Alo] wiAAE E3rh. EVENT_OCCURED
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Specification

Web
/Application
/Database
Server

HP Server DL320e Gen8

- OS : Microsoft Window2012 Server

- Processor Intel Pentium
(G2120_3.1GHz, 2Core

- Cache Memory : 3MB

- Memory : 8GB

- Storage Controller HP Dynamic
Smart Array B120i Controller
- Internal Storage Devices
S00GB SATA * 2ea

NHP|

CCTV

W.T PAN/TILT HOUSING CAMERA
1P67)

- MODEL : SPTH-601(SUS316L)

- RECEIVER

IP SPEED DOME CAMERA(IR TYPE)
- MODEL : SDV-IHZ(IR22X)
NETWORK VIDEO RECORDER

- MODEL : SDV-N09(9CH)

PAGA

MPA1600 Central Unit

- 6 zones + All

- 2 entertainment input

- Pabx interface

- 6 user / microphone input
- Supply voltage: 24VDC

TIU

ioLogik E4200
- Active communication with patented|
Active OPC Server

- Two independent Ethernet LANs
- Allow up to 16-module expansion
without needing a backplane
- Front-end intelligence with patented|
Click&Go control logic up to 80 rules

- Smart alarm management with e-mail,
SNMP, Trap, TCP, UDP

- Friendly configuration via web browser
- Simplify /O management with MXIO|
ibrary on Windows or Linux platform
- Support SNMPv1/v2¢ protocol

IP_Phone

Cisco Business Edition 6000

KVM Switch

ATEN - CL5708N
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Figure 9: Test-bed Environments
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