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ABSTRACT

The network interference gives positive and negative effects to security and QoS simultaneously by disturbing the
decoding of receiver and eavesdropper. The transmission of artificial noise enables to indirectly control these
contradicting effects. This paper proposed the secrecy enhancement technique via artificial noise with protected zones
of transmitter and receiver and investigated its gain by using stochastic geometry. For given arbitrary artificial noise
power ratio, we first analyzed connection outage probability and secrecy outage probability for four different scenarios
(separated, overlapped, included secrecy protected zones- type A, B) according to distance and size of protected zones
of the transmitter and receiver. We then derive the secrecy transmission rate and find the optimal artificial noise power
ratio to maximize it. Finally, with numerical examples, we investigate the effects of the system parameters such as size
of protected zones of transmitter and receiver on the optimal artificial noise power ratio.
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Fig. 1 System model
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Table. 1 Simulation Parameters

Parameter Value

Transmit Power 2 [dBm] 43

Distance between Alice and Bob d [m] 9

Pathloss exponent o 4

Alice protected zone radius &, 1[m] 4

Bob protected zone radius 2 o [M] 4
Interferers density A funits/m’] 0.0002
Eve density \ ,; [units/m”] 0.00008
Bp(BpldBm] 20(25)

29 3& 717} Alice$}t Bob Ato]o] A7 de} Alice
% Bobo] ®5 7o} Wi £ 9] wisto] wrE, £9]
A 7 s 9 wek A 2kE-g mojzr) 314w
3.2 A 24 H o284 AXgi(theo= E7])o] A
oA 9] Aol e AIHsimE E7) 2 A
A 3h= AL BHojEr) 17 3-(a)«= Alice?} Bob Alo]
o) A7} Z7kgel ek A7 s gl SIS
Hojzoh I 3-(b)+= Alice?} Bob2] H3 o] 7
ol wkel, mek A ShEo] Fashs e HojEc)
1% 304 £&f STkl whet, A A e st
A, ok Au) 3E-2 Frheich weta, 94 Au o
& Y Ee Ay BES HdsHA 288 = 2ol &

Qale).

562



1 Q &
d=4(m), theo
0.9 O d=4({m), sim
d=9(m), theo
0.8k & d=g(m), sim
= d=15(m), theo
@07t ¢ d=15(m), sim | |
o
[+
= 0.6
@
&
5 0.5
a
So4
°
a
£ 03} g
[=]
[®]
0.2
" Lu
0 A L 1 = . =2 5
0 61 02 03 04 05 06 07 08 09 1
3
@
1 T T
g SP(R_ =R _,=4), theo.
0 SP(R_=R_=4) sim
osk OP(R_ =12, R_,=4), lrzveu.
= & OPR_ =12, R_,=4) sim
Z o7 IP-A(R =30, R ,=4), theo.
o ¢ IP-AR =30, R _=4), sim
% 0.6 IP-B(R_ =4, R_,=20), theo.
o s o IPB(R_ =4,R_,=20), sim
kel
2
S o4
=0
o
S 03
[55]
02
01
O
0

(b)
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