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ABSTRACT

Public electronic certificates, as an important means for identification, have been used as the main economic
transactions, including banking, e-government, e-commerce. identification. However, damage cases of certificates
have been increased by lllegally issued and by hacking practices. Also the users have a difficult in ensuring that their
certificates when and where to use. Therefore, the proposed system gives the organization code for the Institutions
using OCSP services in advance, the organization code embedded in extensions of OCSP request message structure
when institutions ask the validation of certificate to CA(Certificate Authority). Also, OCSP server can extract the
organization code from OCSP request message, confirm the institution, and record it in certificate history management
table of DB. In this paper, we presented a system that could determine the certificate history check using OCSP service,
public electronic certificate validation service, and implemented to prevent and cope immediately with financial
incidents.
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Fig. 1 Certificate issuance process
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Fig. 2 Flow diagram of OCSP service
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Table. 1 Example of organization code table

Organization Code Bank Name
001 The Bank of Korea
002 Korea Development Bank
003 Industrial Bank of Korea.
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Fig. 4 Organization code embedded OCSP service flow
diagram
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Table. 2 DB table for certificate history

No Field Name Data Type etc

1 Request Time Datettime

2 Serial Number Number Hex value

3 Result Varchar(10) Sucess/fail

4 Org Code Varchar(7)

CA
(Certification Authority)

- V.

0Csp

Fig. 5 Organization code embedded OCSP service flow
diagram
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Fig. 6 Certificated history check system log-in
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Certificate History Management System

* User : Park Jung Jin

No Request Time Serial Number Result Organization Code

2013-03-20 16:3850 debdet success Test0! Bank

2013-03-20 16:38:50 debds! success Test0l Bank

2013-03-20 16:3850 debdsi success Testdl Bank

2013-03-20 16:38:50 debdg! sSUCCess Test0l Bank.

2013-03-20 16:3850 debasl success Testdd, Carp

2013-03-20 16:3850 debdsl success Test0! Bank

2013-03-20 16:3850 debasl success Test03 Fire

2013-03-20 16:3850 debde! success Test03 Fire

2013-03-20 16:38:50 debds! success Test02 Bank

2013-03-20 16:3850 debdst success Testi2 Bank

W 123450

Fig. 7 Certificate history List
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