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Analysis of the Cryptographic Algorithms’s Performance on Various
Devices Suitable for Underwater Communication
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ABSTRACT

Recently, The interest about underwater acoustic communication is increase such as marine resources, disaster prevention, weather
prediction, and so on. Because the underwater acoustic communication uses a water as media, the underwater acoustic communication
has a lot of restrictions. Although the underwater acoustic communication is hard, it is important to consider the security. In this
paper, we estimate the performance of cryptographic algorithms(AES, ARIA, and LEA) on a various devices, available in underwater
acoustic communication, and analysis the results. This result will be provide effective data confidentiality for underwater

communication.
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2.1 AES (Advanced Encryption Standard)

19903t DES(Data Encryption Standard) ¢+ &g+

350 7hsdol ol uwhel wa NISTOA] 19974
E=9% AES(Advanced Encryption Standard)[4]E &

2 T2 A3 20008 108 ®7)ofol A HE Rijndael
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Fig. 1. AES Encryption/Decryption

2.2 ARIA (Academy, Research Institute, Agency)

ARIA(Academy, Research Institute, Agency)[5lE UE
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Fig. 2. ARIA Encryption/Decryption
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2.3 LEA (Lightweight Encryption Algorithm)

LEA(Lightweight Encryption Algorithm)[6, 7]+ 2012\
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1) Cortex-M3

ZNEAQ % FAo A Bl U A4PE uHTd o
2 A% - deldda Az diste A¥dAES T
=, Cortex-M3[8]:= & A2AddA dHolHya AF
2HER ARSI Qi)

Cortex-M3= ARMAIE 9 32bit Z2ZAAZ 7]¥ ARM
717] oiH] 30% o]/ 1 H AHEe] d%S /AL 9l

AolEslolst o] el LHE Juw AgsE 2
o § AAE A

s o7 u#4d
59 Table 4= A AHE Al ZYF i vlaLo]
T, WEE HuRH ALY

Table 4. Compare of three platforms

oA F&Ao] =t} EAAJek Hl A7F8 771 Ax
o A7 &0l T wdAS ol A7 7)) 41 Cortex-M3 ATmegal?8 Intel Edison
AAAY] Ao} Alzdoely o YEY A FH] ol @] &
$9 3 gle wEo|th Table 12 717)9) Abekg HelZrh, Kooy | 640 128 128 4000 (4GB)
SRAM .
Table 1. Cortex-M3 specifications (Kbytes) 2 4 1000 (1GB)
Feature Description SPI 0@ 0 oM
MCU Cortex-M3(STM32F103CB) USART 0 ©3) 0 0 )
(0N} Firmware
Size 7} 30mm, AlZ 30mm 12c 0@ X o
Power 3.3V USB o ) X (ONQY!
JTAG X 0 X
2) ATmegal28 Operaling | _yoec 1 g2c | 200 | 0C 1o d0°C
ATmegal28[9] 8HIE AVR vlo]az AEZe9] Temperature +125°C
megaAVR s A"ZE shte] ZaAo|th W]z} O\lfelraﬁ“g 20V to 36V | 45V to 55V | 7V to 15V
Adete, §4 SE7h W glo] 5otk ATmegal28 oltage _
¥ ATANA AEFHE Cortex-M3 MTHE AARFE Ay] AR TR Amel® Intel®
_ Core Cortex-M3 AVR® AtomTM
A9 RISC(Reduced Instruction Set Computer) T%2 Al CPU
=] ALok H =] =0
sket 716k AAE 717] diH] A E age s Tk Speed Grades| 72 MHz 16MHz 100MFH

Table 2. ATmegal28A specifications

Feature Description

MCU ATmegal28A

oS Firmware

Size 72 145mm, A2 100mm
Power 5V

3) Intel Edison

e o T]=[10, 1112 ToT #oks 2187l $3] Intelo]
2014 EZAISE AlAFolth A AMEY Blsa7t gAH
U= LA Auloltt. &M d¥E AZsid de o
H) w9 ol AHHE Q3w S Ajbsitt &4
WA s ety 71719 A v EEAE
2 AlA =T FodlolE FH|E ARE-SH| HuheE

2

Table 3. Intel Edison specifications

Feature Description

MCU Intel Quark 100 MHz
0s Yocto Linux / RTOS
Size 7}2 122mm, AlZ 72mm

Power 7V - 15V

oA AES, ARIA, LEA
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E{l_

Aoz GustAAy Esstigde FYsith. LEA ¢35 ¥
e Fe] B4 ARX 7EF 7P glof, FEY vE 4
g5l vl 7hadshla, 7b gesE 4% wkEe ZEc) 4
Mo Be=gd o ol nelste] 6¥ wHEe A% o &
#oloj Al Fape] W& dla] Atk

AP A 2714 e R HdAErh A WA W e
Al 7R BEoA AES, ARIA, LEA &ugZd] digh 7]

ARHA, st #A4, B5st RS 44 Addste], AA
22 A1 7F3}F Kbps(=1000bps, bps : bit per sec), CPB(Cycles
per byte) & SAstAth F WA WHE A 7HA] REo A
7 gauggel da 7] AR 2 dzs 34, 7] A4
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Table 5. Experiment 1 on Cortex-M3

time(us) | Cycles Kbps CPB
Enc 67 4,824 1910.45 3015
KeyGen| Dec 0 0 0 0
AES Enc+Dec 67 4,324 1910.45 3015
Enc 282 20,304 453.90 1,269
Dec 372 26,784 344.09 1,674
Enc 169 12,168 757.39 7605
KeyGen| Dec 155 11,160 825.81 697.5
ARIA Enc+Dec| 283 20,736 444.44 1,296
Enc 213 15,336 600.94 9585
Dec 276 19,872 463.77 1,242
Enc 64 4,608 2,000.00 288
KeyGen| Dec 0 0 0 0
LEA Enc+Dec 64 4,608 2,000.00 288
Enc 259 1,865 4,942.08 116.6
Dec 24.3 1,750 5,267.49 1094

b) ATmegalZ8
ATmegal28 A Z} FEEZ A7 Cycle, Kbps, CPBE

SR A3 AES 45 duEgFo] BRE FRAA P &
&8 HArh LEA 45 duglFolA AHE-EE Addition
H4L mod2®e A w4l Ak, te nEee o
gl Z2AMTE A TS 718 A AREEEA] EaA] ARt
o] o7 A HAoR et wehA, w4y 71T A
ek ATmegal28e AHEE 7 9-ol& LEA &3 dagFe
= O

ol "ol ZloR o itert

fol

Aol g8/tsst Ot 2E0IMe ¢ felE 8dsHlm 75
Table 6. Experiment 1 on ATmegal28
time(ps) | Cycles Kbps CPB
Enc 798 12,783 160.40 799.0
KeyGen| Dec 0 0 0 0
AES Enc+Dec 798 12,783 160.40 799.0
Enc 129 2,076 992.25 129.8
Dec 168 2,689 761.90 168.1
Enc 841 13,463 152.20 841.4
KeyGen| Dec 97 1,553 1,319.59 97.1
ARIA Enc+Dec 938 15,016 136.46 9385
Enc 188 3,010 630.85 188.1
Dec 1838 3,008 630.85 188
Enc 2803 44,851 45.67 2,803.2
KeyGen| Dec 0 0 0 0
LEA Enc+Dec 2803 44,851 45,67 2,803.2
Enc 1289 20,635 99.30 1,289.7
Dec 1221 19,543 104.83 1,2214

¢) Intel Edison

Intel Edisonel

A 7 ppes
1

A7}, Cycle, Kbps, CPBZ

SAT A% 1459 oA TR MAHOR F2 A4
T8 B3t ARIA 9% dueFe A$ dAder g
dag|Fol vE] Adeo] Eolxda, AESS LEA o5 <1
g5s vustd g5t 7] A4 FEu B A5l AEST)
3 o Z&AE RHoARh dushy Eusishe AR
27 1% 4% LEA ¢& duelFol 27 U £ 4%
2 Wyt B A¥e 7 4494, aEs B, 258 3
e 747t ZHFoun QAo wek HGA kel A
HEQ 2 718 wEslA Agete 43S weshe] 23
shgian, olsh 2o 4L e A% LEA 45 dned
of ] £ B82S BY o o
Table 7. Experiment 1 on Intel Edison
time(us) | Cycles | Kbps CPB
Enc 44 280 129,090.90 | 17.50
KeyGen| Dec 9.0 1140 | 14,222.22| 71.25
AES Enc+Dec| 134 1420 | 9552.24 | 8875
Enc 4.7 560 |27,234.04| 35.00
Dec 4.0 675 132,000.00| 42.19
Enc 11.0 2325 |11,636.36| 145.31
KeyGen | Dec 8.0 1920 |16,000.00| 120.00
ARIA EnctDec| 19.0 4245 | 6,736.84 | 265.31
Enc 8.7 2900 [14,712.64| 181.25
Dec 85 2895 |15,058.82| 180.94
Enc 5.0 965 25600.00| 60.31
KeyGen| Dec 0 0 0 0
LEA Enc+Dec 50 965 25600.00| 60.31
Enc 3.0 420 |42,66667| 26.25
Dec 35 525 |36571.43| 32.81
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Experiment 1 on Cortex-M3 (Kbps) Experiment 1 on ATmega128 (Kbps) Experiment 1 on Intel Edison (Kbps)
6000 1500 50000
40000
4000 1000 30000
20000
2000 500
i_i Il Il > mall Il Il
0 = - o N EE __ - 0 . [ |
KeyGen KeyGen KeyGen
WAES mARIA mlEA mAES mARIA mLEA WAES WARIA ELEA
Experiment 1 on Cortex-M3 (CPB) Experiment 1 on ATmega128 (CPB) Experiment 1 on Intel Edison (CPB)
2000
1300
1000
: | il __l I .
0 . — — . - = |
KeyGen KeyGen KeyGen Dec
WAES mARIA mlEA mAES mARIA mLEA mAES mARIA mLEA

Fig. 4. Result of experiment 1 on boards

A EREAA RME B ANSHEE T AES, b) ATmegal28
ARIA, LEA <ae]gel s S48 23 2HE Ak ,
2 98k Co rtex- M3} Edison‘ﬂ] A LEA oagZo] < Table 9. Experiment 2 on ATmegal28
2~ 5 /\-] o3 ] _0_. Sk
T3 s RAAW, SHIE bS A1 9l8h= ATmegal28 time(ps) | Cycles | Kbps CPB
o A= LEA7} T&Aol %%% Felstdnh, A dugs
B DuE XS L2 §9oL) A7 IHTOM oA KeyGen+Enc | 1157 | 18518 | 11063 | 1,157.38
- o AES
¥ ellAl AESSH ARIA oF% el Ee 8uE &9 KeyGen*Dec | 1275 | 20410 | 11039 | 127563
o Adke] 2o FAHNY] Weow ode
KeyGen+Enc 1,029 16,464 | 12439 | 1,029.00
ARIA
) 71 A 2 st 7, 7] A 2 Hsh g A KeyGen+Dec | 285 4570 | 44912 | 28563
= A& O Al 1l o)lE B al Al 7l B
T AR ) A R ek g, 7] A R SE KeyGenEnc | 4092 | 65482 | 3128 | 409263
3} 3A4L Fgdet] A R0l Kbpset cphbES =433t LEA
=4 Ay 1)0] Aely GAs AR2 Bl 7] A4 2 o KeyGen+Dec | 4024 | 64390 | 3181 | 402438
538 A 7FoR SHE A A8 ATmegal 2891 A
v o AAEY] Aol H AREJm, 2HE AskE A
3k Cortex-M3¢F Intel Edisonell A= 22 674, 420174 &= c) Intel Edison
58 Z&S B
Table 10. Experiment 2 on Intel Edison
a) Cortex-M3 time(us) | Cycles | Kbps CPB
Table 8. Experiment 2 on Cortex-M3 KeyGen+Enc | 800 860 | 16000 | 5375
- AES
time(us) | Cycles | Kbps | CPB KeyGen‘Dec | 1250 | 1865 | 10240 | 11656
KeyGen+Enc | 321 23112 | 39875 | 1,44450
A e eGenDee | 38 | 28656 | 3216l | 179100 KeyGen+Enc | 1800 | 5230 | 7111 | 32688
’ : i ARIA
ARIA KeyGen+Enc | 331 23832 | 38671 | 1,489.50 KeyGen+Dec | 1400 | 4835 | 9143 | 302.19
KeyGen+Dec 466 33552 | 27468 | 2,097.00
KeyGen+Enc | 670 1,39 | 19104 | 8719
LA KeyGen+Enc | 757 54504 | 169.09 | 340650 LEA
KeyGen+Dec | 737 53064 | 17368 | 331650 KeyGen+Dec | 7.50 1,480 | 17,067 | 92.50
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