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ABSTRACT

Fast growth of smartphone technology and advent of Fintech enabled smartphones to deal with more sensitive information.
Although many devices applying biometric technology are released as a step for protecting sensitive information securely, there can
be potential vulnerabilities if security is not considered at the design stage of a biometric system. By analyzing the potential
vulnerabilities, we classify threats in biometric system design process on smartphones and we propose the design requirements for

solving these problems. In addition, we propose a framework for secure hiometric system design on smartphone by synthesizing the

design requirements.
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Fig. 1. Biometric process and possible attack points in
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