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Abstract This paper presents the design of a user authentication system (DCIAS) using the device constant
information. Defined design a new password using the access device constant information to be used for user
authentication during system access on the network, and design a new concept the user authentication system
so that it can cope with the threat required from passive replay attacks to re-use the password obtained in
other applications offer. In addition, by storing a password defined by the design of the encrypted random
locations in the server and designed to neutralize the illegal access to the system through the network.
Therefore proposed using the present system, even if access to the system through any of the network can
not know whether any where the password is stored, and if all right even stored information is not easy to

crack's encrypted to neutralize any replay attacks on the network to that has strong security features.
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Table 1. Design of DcP Encryption Structure

Cipherkey = < DES, RSA key etc>
cP Ciphertext() = <Cipherkey, password>
DCI() = Device Constant Information
/¥ MAC or IP address etc
cP Ciphertext() | DCI()

DcP Ciphertext() =

SPF 1 TIeE pathe} % LaL glo.
w1 %% Table 29F 2t

Table 2. Design of sPF Encryption Structure

Cipherkey = < DES, RSA key etc>

character = alphabet || number | character sPF
= < directory path, file name>

SPF path() = </character/character/ ... >

sPF file() = <character.spf>

sPF Cipherpathname() = <Cipherkey, sPF path()>

sPF Cipherfilename() = <Cipherkey, sPF file()>

471 AH-E-2 M}()% S AES 99 AR $4
A58t FellAe (), Hadh Fole RS AH3EI
FIgt Azt

3.2.2 DcP h=sl/H5s} Al
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Table 3. DcP Encryption Algorithm

<DcP Encryption Algorithm>

cP ciphertext(S )= DES or RSA encryption
result of the passwd text
get source any device DCI(S)
DcP ciphertext(S) = cP ciphertext(S) || DCI(S)
/*concatenation*/
put DcP ciphertext(S)
Sending or stored DcP ciphertext(S) for user
or server user authentication system

Table 49} 7Z£o.
71

Table 4. DcP Decryption Algorithm

<DcP Decryption Algorithm>

Received or get DcP ciphertext(R)

cP ciphertext(R) = cP ciphertext(R) in DcP

DCI(R) = destination DCI(R) in DcP
/*splitting cP cipher text and DCI */

get source any device DCI

if DCI = DCI(R)

then
plain text = DES or RSA decryption
result of the cP cipher text
put plain text
else

Decryption  Error

3.2.3 et A /A A dargs

tasld A% 1A /3d v (secured Path and File
name: sPF)¢] A3} 953l dare]E-S Table 59F 2+
o} AREAF ID(userlD)E 9271, A7 91 (sPFpath) &
Jetc/userlD/E, A% A (sPFfile)S userlDE 7]—Hi
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Table 5. sPf Encryption Algorithm

<sPf Encryption Algorithm>

sPF = < directory path, file name>
SPF path(S) = </etc//uselD/DCIASpwd/>
sPF file(S) = <userID.spf>
/% Initial value */
sPF Cipherpathname(S) = DES or RSA
encryption result of the sPF path(S)
sPF Cipherfilename(S) = DES or RSA
encryption result of the sPF file(S)

<sPf Decryption Algorithm>

Received or get sPF Cipherpathname(R) and
sPF Cipherfilename(R)

sPF path(R) = DES or RSA decryption result
of the sPF Cipherpathname(R)
sPF file(R) = DES or RSA decryption result

of the sPF Cipherfilename(R)
if pathname = sPF path(R)
and filename = sPF file(R)
then
Perform user authentication process
/* DcP decryption process */
else
User authentication is fails!
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Passphrase (stored on Ciphertext(S)

device)
Cipher key: DES, AES, IDEA, RSA key etc cP: cipher Password
DCI: Device Constant Information DcP: DCIAS cipher Password
DCIAS: Device Constant Information Authentication System

entered by user Ready for use

Fig. 1. Encryption process using DCIAS
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Ciphertext(R) : Device) text(R) Ready for use

Received by user

Cipher key: DES, AES, IDEA, RSA key etc cP: cipher Password
DCI: Device Constant Information DcP: DCIAS cipher Password
DCIAS: Device Constant Information Authentication System

Fig. 2. Decryption process of the DCIAS
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