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Abstract Due to the remarkable improvement of ICT, with the popularization of mobile devices and every
sector of society connected by networks, an era, in which peer to peer, peer to thing, thing to thing can be
connected to one another everywhere, has begun. As all the electronic devices are connected to Internet, they
have become more intellectualized and automated, making convergence and process of information through
the connection of the devices possible to provide a lot better services. However, those devices communicate
mutually to send information and they are exposed to various security threats. Therefore, this study analyzes
ZigBee, CoAP, MQTT, XMPP, which are communication-related technology of IoT, draws security threats
they have, and suggests requirements that components of IoT should have. Plus, it examines real cases about
security threats in IoT, and suggests a countermeasure so as to contribute to establishment of a basis for IoT

to be used much more safely in the future.
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Table 1, Security Mode of CoAP
Division Description
NoSec Mode Deactivated DTLS Mode, Different security mode like IPsec can be utilized

PreSharedKey Mode

Activated DTLS Mode, Authentication to be made with key value shared in advance

RawPublicKey Mode

Activated DTLS Mode, Use of asymmetric key, not certificate

Certificate Mode

Activated DTLS Mode, Use of X.509 standard certificate
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Table 2, l1oT Security Requirements

Division Security Requirements
Setting of rights, Authentication, Integrity verification, Access control,
Data confidentiality and Integrity protection

Setting of rights, Authentication, Data and signal information confidentiality and
Integrity protection

Setting of rights, Authentication, Data confidentiality, Integrity, Privacy protection,
Security audit implementation, Anti—virus installation

Special security Security requirements for special situations such as mobile payment

Device Layer

Common security Network Layer

Application Layer

Table 3. Security Threats of the Internet of Things

Component Security Threats
Applicati Forgery of Data, Infringement of data confidentiality, integrity, privacy, Access of unauthorized service or
pplications o -
user, Rejection of service
N Wireless signal distortion, Forgery of Data, Infringement of confidentiality and integrity of signal data,
etwork A L . S .
uthentication disturbance, Rejection of service
Device Infringement of confidentiality and integrity of device, Loss and theft, Physical breakdown, Cloning attack
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