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ABSTRACT

Game companies are frequently attacked by attackers while the companies are servicing
their own games. This paper analyzes the limit of the Signature detection method, which
is a way of detecting hacking modules in online games, and then this paper proposes the
Scoring Signature detection scheme to make up for these problems derived from the limits.
The Scoring Signature detection scheme enabled us to detect unknown hacking attacks,
and this new scheme turned out to have more than twenty times of success than the existing
signature detection methods. If we apply this Scoring Signature detection scheme and the
existing detection methods at the same time, it seems to minimize the inconvenient situations
to collect hacking modules. And also it is expected to greatly reduce the amount of using
hacking modules in games which had not been detected yet.
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(Figure 2) Hack dll.dll Module in the
Game.exe Process is Injection

(Figure 3) Progress Screen of the
Normal Game

(Figure 4) The Screen of the Hacking
Module Injection Success
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(Figure 5) A New Hacking Module
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(Figure 6 Bypass Techniques of New
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(Table 1) Information Collected of DLL Module

Filename

HASH

C:\Windows\SysWOW64\ntdll.dll

ASEA0A2533C67A44EBOES78CE096F TEA0A230D83

C:\Windows\syswow64\kernel32.dll

419A830FD94C6CA1 EFADDICESCD80ASESEACA60F

C:\Windows\syswow6A\KERNELBASE dll

DE92EE7E65DCEA59B5B1FSIEEY960090FS8BESOL

C:\Windows\SysWOW6A\SYSFER.DLL

665270B866DD63AFAFBD 7264 A5AB2B7441E9DIE9
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(Table 3) HASH of the Hacking Program

’ AOEC6B1D1C5ADBF1EOBOS0DCAE20F087D3B2D526

5.1 a2 ==30| Qls &

Game.exe T2 1WE A A7) o] & Ex
Scoring Signature = A
= <Table 4>%} #Zo] 94L& 4 9t}

(Table 4) HASH List of Clean Environment

ASE40A2533C67A44EBOEST8C6596F 7TE45A230D38
419A830FD94C6C41 EFADDICESCDE0ASESEACA60F
DE92EE7ES5DCEAS9B5B1FSIEEI60090F88BESOL

1235207D281014EE6EA2EF96EAA89607TBAA261 E1
D1B569E81D02A243215203078E19D69ED2D29480
CBFED52987CF42ABF107C42138C315299674B31D
6EF7F3EASET95FIBC29CAF 2546B62600B37C3394
820DE8165097075C04ABAB022249DBFC99179D5D
ACDC10425361BE26443036F C3587BIESOFBSIFAF
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(Table 5) Detection of the Hacking
Program HASH

ASFA0A2533C67A4EBOES78CE596E TEABAZ30D83

419A830FDHAC6CA EFADDICESCDS0ASESEACA60F

DES2EE7EGGDCEAS9BoBIFSOEEIYG0090F3BESOL

1235207D281014EECEAZEFOCEAASIGOTBAAZ61 EL

DIB569ES1D02A243215203078E19DE9ED2D29480

CBFED52987CF42ABF107C42138C315299674B31D

AOEG6B1D1 (bADBF1EOBOSODCAE20F087D3B2D526

6EF7TEFSEASE795FIBC20CAF2546B62600B37C33%4

820DES165097075C04ABAB022249DBFCY9179DoD

ACDC10425361 BE26443036F C358 TBIESOFBIIFAF
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(Table 6) A Variant of the Hacking
Program HASH

ASE40AZ533C67A44EBOEST3CE596F TE45AZ230D83

419A830FD94C6C41EFADD1CESCDS80ASESEACA60F

DE92EE7EGSDCEAS9BSB1FSIEEIY60090EF S8BES0L

1235207D281014EEGEA2EF96EAASI607BAAZ61EL

D1B569E81D02A243215203078E19D69ED2D29480

CBFEDS2987CF42ABF107C42138C315299674B31D

9CCD7620DFX014063D7A9E7E6D69B62E C5BD7A8D

6EF7EF3EASE795FIBC29CAF2546B62600B37C3394

820DE8165097075C04ABAB022249DBFC99179D5D

ACDC10425361 BE26443036F C3587BIESOFBS1IFAF
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(Table 7) HASH Table of Normality File

MD5 Count

D2A513EES80D71BDE7F0257F38BOD019 | 50

FE70103391A64039A921DBFFFOC7ABIB | 50

CAAACO14C5C56A69F710BoF1B836DEZ22 | 50

16F3BBR9525EE0A857923E63206409D9 35

9OF4FC172A5ACE36CF00AAT038D23F2C | 50
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(Table 8) HASH Table of Hacking Module

Filename | Count MD5
ekl | 3 | 7E20AFBSAGSIEICSD6IBD
ac ESF2BD5926
takz |1 |AAAGSIDCIDIOIEEIFBAD
ac CEBSD56B3AC
ek | o | CFC38TADCTCO0IC64BE564
ac SSEBI65AD
Hakd | ¢ |69DEOSBDIO2T2ADSCBS3743
ac ACFAC24BD
06F7B395326BET6CA20BA1B
Hackd |25 | ypopp2oso
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(Table 9> Numerical Comparison and from Applying the Scoring System

Total

1,161

Hack Module Suspected

1,105
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