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Error Correcting Code in Wireless Sensor Network
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Abstract

Failures would occur because of the hostile nature environment in Wireless Sensor Networks (WSNs) which
is deployed randomly. Therefore, considering faults in WSNs is essential when we design WSN. This paper
classified fault model in the sensor node. Especially, this paper proposed new error correcting code scheme and
fault recovery algorithm in the CH(Cluster Head) node. For the range of the small size information (<16), the
parity size of the proposed code scheme has the same parity length compared with the Hamming code, and it
has a benefit to generate code word very simple way. This is very essential to maintain reliability in WSN
with increase power efficiency.
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Table 1. Configuration for the 8 bits information
E 1.8 HE MEo st 2E 74

8 bits
data | data | data | parity

data do d1 d2 PO

data d3s d4 ds prl
data de d7 - p2
parity pO pl P2 P3
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Table 2. Configuration for the 16 bits information
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16 bits
data | data | data | data | parity
data do d1l d2 ds pO
data d4 ds de d7 pl
data ds d9 d10 d11 P2
data dl12 dl3 di4 d1ls P3
parity pO pl P2 P3 p4
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7}, CH== Fault Detection Algorithm
S1 CH1 %= ping check
S2 If CH1 =& ping == NULL
S3  { FAULT = CH1 }

Y. CH=-E Fault Recovery Algorithm
S1 Ethi=CHIth ; CH19] oy A%
S2 If Ethi > Eth_SNj > Eth_SN(0,1,j-1,j+1, ... ,n) {
CH2th = Eth_SNj ; }//2'nd E82H 3= H4F
S3 If FAULT=CHI {
If Row_Paritybit(Pr) == 1 {
If Col_Paritybit(Pc) == 1 {
If Pr == Pc {
If Diagonal_Paritybit(Pd) == 1 {
//Diagonal Cell Single Bit Correction
ErrorData = MatchedData(Pr, Pc);
Data(Pr, Pc) = /ErrorData; }
else{ }
else{
//Non-Diagonal Cell Single Bit Correction
ErrorData = MatchedData(Pr,Pc);
Data(Pr, Pc) = /ErrorData; }
}//Single Bit Error
else{
cout<<“Double Bit Error Detected”<<endl;}
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else{
cout<<*Double Bit Error Detected”<<endl;}
S4 If Eth2 > Eth {
CHlth = Eth2 }/22]2H = ¥4
S5 Stop.
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Table 3. Parity Bits Comparison for SEC-DED
¥ 3 SEC-DEDoil cigh m{z|E| H|E H|W

Number of Number of Parity Bits for SEC-DED
Information Bits | Hamming Code | Proposed Code
4 3 3
8 4 4
16 5 5
32 6 7
64 7 8
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Fig. 3. Parity Bits Comparison Graph for SEC-DED
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