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Abstract

Recently, important information related with smart work such as office and video conference are handled in smart
device quite a lot compare with before. Also, execution environment of smart devices is getting developed as open
software environment. It brought convenience to download and use any kind of application software. By that,
security side of smart devices became vulnerable. This paper will discuss characteristics of smart device security
technology based on virtualization that is a mobile device platform with isolated secure execution area based on
TEE (Trusted Execution Environment). Also, this paper will suggest an implementation method about safe smart
device security platform based on domain separation for application software which can be executed in smart
devices.

B keywords : Smart Device Security ; Virtualization ; Domain Seperation; Trusted Execution Environment; Trusted
Military Zone;
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