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Abstract

Guidelines for protecting personal information are already in progress in USA, UK and other countries and announced
many guideline like HIPPA. However In Our national environment, we does not have specialized guideline in national
medical industries. This thesis suggest De-indentification method in South Korea by referring ‘bigdata
De-identification Guideline by Ministry of Science, ICT and Future Planning (2015), ICO in U. K and IHE, NIST,
HIPPA in U. S. A. We suggest also correlation between Guidelines. Corelation means common techniques in three
guidelines (IHE, NIST, HIPPA in U. S. A). As Point becomes closer five points, We recommend that technique to
national medical institute for De-Identification. We hope this thesis makes the best use of personal information’s
development in National medical institute.
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{2)(i) The following identifiers of the individual or of relatives, employers. or 1/1'01 }‘5] Ba:] —Orll;iﬁdi XE] L)g
household members of the individual, are removed:

Ay Names 17 o 00000 T
(B) All geographic subdivisions smaller than a state, including street address, o
city, county, precinct, ZIP code, and their equivalent geocodes, except for the 2 1 % 00001 Z_]_— t]l—
initial three digits of the ZIP code if, according to the current publicly available -
data from the Bureau of the Census: 36 03] IOOOO §,]—}6]'
{1) The geographic unit formed by combining all ZIP codes with the same
three initial digits contains more than 20,000 people; and 9 1 1} 10001 3L
{2) The initial three digits of a ZIP code for all such geographic units 1 = o

containing 20,000 or fewer people is changed to 000

(C} All elements of dates (except year) for dates that are directly related to an
individual, including birth date, admission date, discharge date, death date, and
all ages over 89 and all elements of dates (including year) indicative of such age,
except that such ages and elements may be aggregated into a single category of
age 90 or older

(L) Vehicle identifiers and serial numbers,

(D) Telephone numbers including license plate numbers

(E) Fax numbers (M) Device identifiers and serial numbers

(F) Email addresses (N} Web Universal Resource Locators (URLs)

(G) Social security numbers {O) Internet Protocol (IP) addresses

(P) Biometric identifiers, including finger and

(H) Medical record numbers 2 £
voice prinis

(1) Health plan beneficiary {Q) Full-face photographs and any comparable
numbers images

(J) Account numbers (R) Any other unique identifying number,
characteristic, or code, except as permitted by

(K) Certificate/license nuUmbers | paragraph (c) of this section; and

(ii) The covered entity does not have actual knowledge that the information could be
used alone or in combination with other information to identify an individual who is a
subject of the information
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