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Microcontroller-based Chaotic Signal Generator for Securing Power Line
Communication: Part I-A System View
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Abstract

In this paper, the chaos-based secure scheme for power line communication is proposed for the first time. A digitalized chaotic
generator based Lorenz system is utilized for generating nonlinear dynamic chaotic signal for masking the information signal instead
of reported analog chaotic generators. A simple method of encryption and decryption is also given. In order to confirm the feasibility
of the proposed scheme, the system is simulated using a simplified encryption/decryption method in Proteus. The gained results from
simulation demonstrated that by using the chaos-based security method, the data can be encrypted and easily transmitted through the

power line network efficiently.
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I. INTRODUCTION

Power line communication (PLC) is the usage of electrical
power networks for communication purposes. Power line
communication (PLC) has been the object of scientific research
since the early 1970s in high voltage (HV) systems in the field of

the management and control of the HV transmission networks [1].

Nowadays, most technical effort is concentrated on medium
voltage (MV) and low voltage (LV) power line channels owning
to the huge development of PLC in home as well as industrial
applications, such as monitoring systems, remote control,
emergency signals, and network management (since PLC is
developed associated with the smart grid) [2]. This is because the
PLC networks are inherently broadcast in nature and enables one
to reach out to areas wider than those accessible by a typical
telephonic and internet networks that results in a big reduction of
the installation and maintenance cost as compared to the other
mentioned counterparts which needs the base infrastructures [1]-
[2](15].

In the modern world, predominant communication media is
mostly using the internetworking. Since the internet is a public
network, there is a high risk of transmitting data through the
internet network because of the security threats are high and more
critical [3]-[5]. With the PLC-based application, since the
available equipment is in net-connected, the security, safety, and
convenience service systems using narrow band communications
are also critical. Therefore, there is also a necessity of secure data

transmission methods while transmitting the data in the PLC
networks.

In this paper, a new scheme of securing data for power line
communication for the low voltage networks is proposed for the
first time. The proposed system is based on a digitalized chaotic
generator using a microcontroller unit and a simple amplitude
modulation scheme for masking the information before it is
transmitted on the power line networks. The rest of the paper is
organized as follows: In the Section II, an overview about the
system level of the proposed scheme in secure power line
communication is described. The chaos-based generator using
microcontroller units for masking the information which later
utilize for high voltage PLC applications is also presented in this
Section. Section III presents the results and discussions and
several main points are concluded in Section I'V.

II. SECURE POWER LINE COMMUNICATION
SCHEME USING LORENZ-BASED CHAOTIC SYSTEM
FOR MEDIUM VOLTAGE NETWORKS

A. The proposed chaos-based secure power line communication
system

In the power distribution system, the power supply network
is divided into three levels: High voltage network (110-380 kV),
medium voltage networks (10-30 kV), and low voltage network
(220 V in Korea). While the internet service is mostly developed
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Fig. 1. The simplified diagram of the proposed chaos-based secure PLC system.
(a) Chaos-based encryption/decryption unit, (b) Coupler [6][7], (c) PLC module.

over the medium voltage power lines because it covers largest
areas, the power line communication has been widely used in
low-voltage networks to control the housing equipment in
specific areas [6].

Fig. 1 shows the simplified chaos-based PLC system for low
voltage network. There is a transmitting end and receiving end.
At the transmitting end, all of the equipment are connected to a
router or a switch, and then signal path enters the chaos-based
encryption unit which consists of a chaotic signal generator, a
pre-modulator/demodulator and a HV (high voltage) amplifier.
At this point, the information is firstly modulated with chaotic
signal (which is generated by chaos generator) by using pre-
modulator. At this stage, the information signal is encoded with
chaotic mask signal in order to generate an encrypted counterpart.
However, the voltage level here is not high enough that must be
amplified by a HV amplifier in the same unit. Thereafter, the high
frequency, encrypted signal enters the PLC module then coupled
(injected) to the power line by capacitive couplers or inductive
couplers as shown in Fig. 1(b) [6][7]. Power lines distribute the
encrypted signal to the whole networks. At the receiving end, the
encrypted signal will be decrypted through an inversed direction
and finally this encrypted signal is decoded so that the original
information can be recovered to be available at the end point. In
the proposed system, the key lies on the chaos-based
encryption/decryption unit. The coupling unit (coupler) can be
designed based on the phase reported couplers [6][7] that
transmits the signal coupling between two phase conductors.
Besides, the proposed system is also compatible with the PLC
modems on the market (Fig. 1(c)) that assures a cheap solution

for secure communication using low voltage power line networks.

The full design of the proposed system including the real
hardware implementation will be presented at the second phase
of our work. In the remained part of this paper, the chaos
generator in chaos-based encryption/decryption unit is presented
by using microcontroller unit which chaotic signal for masking
the information.

B. Digitalized-chaos generator using Lorenz system for secure
communication

Recently, secure communication systems employing chaos
have attracted with significant interest. This is partly due to their
high unpredictability and simplicity of implementation over
conventional secure communications systems [8]. Because
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chaotic signals are typically broadband, noise-like and difficult to
predict, they can be used in various contexts for masking
information bearing waveform [9][10]. In the literature, there
have been many reported about nonlinear systems which show
the chaotic behavior at some certain conditions. Among these
systems, Lorenz system demonstrates rich of nonlinear dynamics
as well as can be easily implemented by electronic elements. In
this research work, the chaotic generator for secure power line
communication is based on Lorenz system which is described by
a set of differential equations as following [11]-[14]:

dx

7t =P
4 (D
y —_— — —
i x(r—z)—y
(2)
dz _ _b
E =Xy 4
(3)

where p, r and b are variables which can be used to control the
dynamic behavior of the Lorenz system. A direct implementation
of an electronic circuit is shown in Fig. 2. The operational
amplifiers and associated circuitry perform the mathematical
operations of addition, subtraction, and integration while the
nonlinearity of Lorenz system is realized through analog
multipliers. In order to obtain the chaotic behavior for secure
communication purposes, the system parameters p, r and b must
be assigned to some certain ranges. In fact, this is the simplest
method to implement Lorenz system; however, this
implementation presents one major disadvantage that is the
controllability of its internal state (x, y, z) for chaos-based
communication.

Because of this, a digitalized Lorenz system is proposed in
this paper by wusing microcontroller unit. By using the
microcontroller-based chaos generator, the chaotic signal can be
casily obtained as in the analog implementation. Besides, the
digitalized-chaos generator has its own advantage of casy
controlling feasibility, ability to interface with digital systems,
versatile and compact to be integrated on modules for consumer
or industrial electronic appliances.

In order to implement the set of Lorenz equations in the
digital-based system, the Lorenz system must be converted into a
digitalized format. As reported in [4], we can re-write Lorenz
system in terms of digital quantities by using the Euler method as
following:

X(k+1) =Xk) +ts(pY (k) — X(k)) (4)
Y(k+1) =Y(k) +ts(X(k)(r — Z(k)) — Y (k)) (5)
Z(k+1) = Z(k) + ts(X(k)Y (k) — bZ(k)) (6)

The implementation of the digitalized chaotic generator is
presented in the next Section.
C. Encryption-decryption scheme in power line transmission

For securing the transmitted data, the information must be
encrypted at the sending end as well as decrypted at the receiving
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Fig. 2. Analogue circuit schematic diagram for chaos signal output; x(?), »(¢)
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Fig. 3. Simplified block diagram of securing data by masking the information
signal using chaotic signal.

end in order to recover the original data. The simple scheme for
encrypting and decrypting data in chaos-based power line system
is illustrated in Fig. 3. This scheme can be shortly described as
follows: At the sending end, the information signal (data) is
encrypted with the carrier chaotic signal which is generated from
the microcontroller-based chaotic generator unit. After that, the
signal will be coupled with the power line (as shown in Fig. 1)
and then transmitted to the receiving end. At the receiving end,
the encrypted signal is decrypted and the information signal is
recovered.

II1. RESULTS AND DISCUSSION

The digitalized-chaos generator for power line
communication was realized using microcontroller 8-bit
PIC18F4520 from Microchip for simplicity. The schematic of the
chaotic generator along with encryption and decryption scheme
is shown in Fig. 4 which can be divided into two blocks: The
chaotic signal generator block and encryption/decryption block.
As shown in Fig. 4, the chaotic generator is based on the
microcontroller and digital to analog (DAC) circuits which are
constructed using R-2D ladder topology. The algorithm of
digitalized Lorenz system is shown in Fig. 5(a) and its equivalent
source code using C language is illustrated in Fig. 5(b). The
operation of the system can be summarized as following: Firstly,
the algorithm of digitalized Lorenz equations is run by the
microcontroller which outputs digital states of chaotic signals at
the ports of the microcontroller. These digital chaotic states are
then converted into analog chaotic signal through DACs and then
encrypted with the information signal. After encoding, encrypted
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Fig. 5. (a) Flowchart of the Lorenz system algorithm. (b) Associated source
code for Lorenz chaotic system using Proteus programming.

information signal and chaos signal both will be transmitted to
receiving end. At the receiving end, a decryption process will be
done and information signal will be recovered.

The simplified system illustrated in Fig. 4 was carried out by
using Protues program. Firstly, the microcontroller-based chaotic
generator using Lorenz system was simulated in order to confirm
its expected chaotic outputs which later used for masking
information signal of securing data in power line transmission.
As mentioned before, the Lorenz chaotic system can show a rich
of chaotic dynamic behavior at some specific conditions of the
control parameters p, r and b. Here, the p and b were kept as
constant and selected at 10 and 8/3, respectively, the parameter »
was chosen to control the chaotic behavior of the chaos generator.

The chaotic generator was simulated at two typical cases
with » = 10 and » = 20 which represented for an idle state and a
working state, respectively. The outputs of the microcontroller-
based chaotic generator under these conditions in form of time
series, two-dimensional phase state as well as three-dimensional
phase state are illustrated in Fig. 6, Fig. 7 and Fig. 8, respectively.
As shown in these Figures, the dynamic state of microcontroller-
based chaotic generator depends on the control factor r. If 7 value
is increased, the number of peak states of time series of x(¢) (and
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Fig. 7. Phase state between x and y of microcontroller-based Lorenz chaotic
generator (a) at 7=10, (b) at » = 20.

also y(¢) and z(f) which are not shown) as well as the revolution
of chaotic attractor will be increased and vice versa. Clearly, the
microcontroller-based chaotic generator functions its expected
behavior as in the Lorenz system-based chaotic generator using
analogue circuit implementation which is reported in [4].

It should be noticed that, due to the limitation of resolution
of the microcontroller (using 8-bit family) as well as the
limitation of the resolution of the DAC units, the chaotic signal
at the output contain high frequency noise. However, these issues
can be solved by using an advanced microcontroller and DAC
family with higher resolution such as 16-bit and 32-bit type. In
addition, these chaotic signals can be filtered out and the analog-
like chaotic signal can be easily obtained as obtained from the
analogue Lorenz circuit implementation. Furthermore, for chaos-
based power line communication, the proposed scheme is robust
since the noise from digitalized Lorenz system does not effect on
the performance of secure quality as well as the recovered
information signal.

Finally, the encryption and decryption processes using
generated digitalized chaotic signal are shown in Fig. 9 and Fig.
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Fig. 9. Digital analysis waveform diagram. (a) Analogue information signal. (b)
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10. In the simulation, the simple amplitude modulation (AM)
technique was utilized for encrypting the message signal which is
transmitted to the receiving end through the power transmission
line. The information signal at the sending end was modeled by a
sinusoidal signal (Fig. 9) and square wave pulses (Fig.10)
respectively, represented for two different cases of analogue and
digital signal transmissions. Both of the analog and digital signals
are encrypted with a mask signal and then decrypted at receiving
end. As mentioned before, there is some small noise remaining
on the decrypted information signal, however, this can be
eliminated using filters. Obviously, the scheme of using
microcontroller for implementing and controlling chaotic system
and the scheme of securing the data on power lines using the
chaotic signal for masking the data are feasible. This means that
the secure communication using power line can be implemented
in practice.
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IV. CONCLUSION

In this paper, we have presented a new scheme of securing
the information through the power line by using chaotic signal for
the first time. The proposed system was simplified and modeled
via a simple encryption/decryption method using chaotic signal

as the mask signal for carrying the secured data on the power lines.

The gained simulation results demonstrated that the chaotic
system can be implemented on microcontroller unit, and the
secure method for the information on the power line are feasible;
therefore, the proposed scheme can be used effectively for
ensuring security and privacy in commercial consumer
electronics products in the power line communication stage.
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