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m Abstract m

Critical infrastructure has been operating in a closed environment with a completely separate information system
and in the private area. However, with the current ICT environment changes due to convergence and open platforms
it has increased the threats and risks to critical infrastructure. The importance of cyber security is increasing in the
infrastructure control system, such as the outbreak of Ukraine blackout in 2015 by a malicious code called ‘black energy’.

This thesis aims to recognize the importance and necessity of protecting the critical infrastructure service, designing
a security framework reflecting environmental and characteristic changes, and analyzing the management system
Suitable for a security framework. We also propose a theoretical basis for constructing a new security framework by
comparing and analyzing seven international security management system standards, such as NIST 800-82 and IEC
62443-2-1, which are used in the control system.

As a result, the environment surrounding critical infrastructure changes with the characteristics of connectivity,
openness, and finality was studied, and as a response to this, many scholars and institutions present critical infra-
structure security frameworks as cycle enhancement type structures, risk management structures, and management
domain expansion structures. In response, the security framework encompassing these structures, CISF (Critical
Infrastructure Security Framework), was designed. Additionally, through the security related international standard and
criterion analysis, as a newly designed security standard suitable for CISF, IEC 62443-2-1 is reviewed and suggestions
are made.

Keyword : CISF(Critical Infrastructure Security Framework), Critical Infrastructure,
IEC(International Electrotechnical Commission) 62443-2-1, Security Framework
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(Table 1) Cyber Accident Case Summary

Year Hacking Accident The details
2009 US Power Net Cyber Power interruption in US power grid by malware distributed by Chinese and
Spy Penetration Russian agents
The raid on Iran’s nuclear facilities by infiltrating malicious codes, and by 2010,
2010 Iran Nuclear the raid was carried out by about 1,000 centrifuges that had been physically
Facilities Attack destroyed by the state of the country, which led to the development of cyber
weapons for the first time in the country.(Stuxnet)
A report from a German steel company reported that the damage caused by the
2014 German steel company damage caused by cyber attacks resulted in a failure to operate the plant, causing
control system attack a lot of damage to the blast system, preventing the blast from being disrupted
by the blast.
A case in point is the malware infection in the PC used by the monju Nuclear
Japan monju nuclear Power Plant in Japan.
2014 power plant malicious Malicious codes were manufactured to collect information from the central
code infection government and major enterprises in Japan, and were updated using updated

server servers in Japan to provide services in Japan.

It was attacked by a hacker known as “Anti-nuclear group” or “Who am I” on
December 9, 2014. Using KHNP employee’'s e-mail address sent to KHNP
employees to induce malicious code infection

An incident occurred at the Ukrainian beullerereugo Power Station, which resulted
Ukrainian Power Network |in the interruption of a jeollyeok power supply, which resulted in a malicious

Korea Hydro & Nuclear Power

2014 Hacking Accident

2015

Hacking Accident code containing malicious codes, malware, and malicious codes inserted through
e-mail.
On April 24, 2016, a malicious code was found in the IT network of the Fuel
Treatment System in the IT of the Fuel Treatment System in Germany. The
2016 German nuclear power plant | Atomic Power Plant Operational Seal(assumed) is responsible for preventing the

infection nuclear power plant from leaking to the nuclear power plant, preventing malicious
codes from being connected to the network, and by an error detected by an infected
USB usage system(assumed by an infected USB usage).
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(Table 2) Listing of Preceding Studies on Critical Infrastructure Security Framework

Reference Requirements for framework

This paper suggests the Microsoft model as having 7 stages to protect critical infra—
structure.

The 7 stages are composed of goal and role definition, identification of important functions
and priorities, continuous evaluation and risk management, contingency plan establish-
Sodoma ment and training, public-private partnership establishment, establishment of security/
(2007) flexibility for the work, technology/process update and innovation.
In particular, the continuous evaluation and risk management stage emphasizes the cycle
structure to enhance the risk management as it goes through processes such as risk
evaluation, control identification and relaxation, control development, effectiveness mea—
surement, etc.

Cycle
enhancement
type structure

For the identification of critical information infrastructure(CII) service, 360° feedback
framework according to 8 stages was suggested. The framework is composed of goal—
Bahsi and setting and CII operator identification and standard setting, BIA and risk evaluation appli—
MaSennel cation, CII service identification, continuity plan report, cyber dependency identification
(2015) and final list preparation.

The framework is made through information sharing and cooperation among the decision
maker, strategic operator and cooperating organizations of the country, and each stage
also has the form of cycle structure to exchange feedback.

To protect critical national infrastructure and services, a CIIP unit function model that
can promote the cooperation among the existing bodies of interest was suggested. The
function model is composed of 4 elements, which added a risk management cycle and
Suter crisis manag.ement. such‘ as preventiop apd early alalm, detection, response, e.t.c: Risk
(2007) The CIIP unit requires dlffere_nt organizations, technologies, and analysis capabl_htles to| management
carry out 4 tasks of the function model, and to save cost and manpower and to improve structure
efficiency. It emphasizes the necessity of close cooperation with government organiza-
tions, an analysis(situation) center, and a specialized technology center such as CERT,
etc.

The comprehensive framework responds to fast changes and new threats of the SCADA
system was suggested. The framework is composed of 6 areas including management
control, SCADA control, data and application program security, system assurance,
monitoring and outsider control and 22 lower level sections.
Jeimy et al. | Such framework is asserted to be comprehensive, shall evolve according to the changing
(2014) environment, shall satisfy the SCADA system's availability and general risk management
and performance requirements, and shall have the characteristics of having compatibility
with other standards. Management
— - - - - domain
For efficient and sustainable industry control system security, RIPE framework having expansion
the composition elements of the characteristics of the system entity, network architecture, structure
composing elements, role and responsibility of manpower, development of the technology

and capability of manpower, procedure guidelines, design and composition change, and

Léanoglg?r system acquisition, etc. was suggested.

Each area is in charge of process operation and physical facility control, and by
integrating framework management domain and procedure in the control system
operation, it emphasized the importance of cyber security with effective procedure and
cost, and it tried to establish the responsibility for ICS security and safety.
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(Table 3 Critical Infrastructure Security Framework
Requirements

Properties Requirements Reference
Technology and process update
and innovation Sodoma
Public-private partnership (2007)
establishment
Cycle Sodoma
enhancement (2007)
type structure| Cycle structure Bahsi and
Maennel(2015)
Comprehensive framework Bahsi and
Information sharing Maennel (2015)
Promotion of cooperation
among bodies of interest
Flexibility and applicability
Cost efficiency
Identification of mandatory
business, major duties, and
responsibilities
Risk Information and experience Suter
management sharing
structure - - - (2007
Domestic and international
network
Non-technical protection
Cycle structure
Integration to overall crisis
management structure
Periodical training
Comprehensive framework
Flexibility and adaptability
System availability Jeimy et al.
. . (2014)
Satisfying system’s risk
Management | management and performance
doma{n requirements
expansion
structure o B Langner
Efficiency, expandability, and (2013);
sustainahility Jeimy et al
(2014)
Integrating framework to Jeimy et al.
overall operation (2014)
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Table 4> Comparison of Security Management Standard
Pr Cat 1SO NIST | NIST IEC NERC CIP
0cess aegory 27001 | 800-53 | 800-82 | 62443-2-1 002-009
Cycle structure - - - ® -
Risk Asset identification and management ® ® @® ® O
identification | Risk identification and evaluation ® ® ® ® O
Security policy ® ® ® ® ® ®
Risk Security organization ® o O ® @ -
preparation | Education and training ® ® ® ® ¢ ©)
External requirements O - - o) @® -
Human Insider security ® ® @ ® ® )
security | Qutsider security ® o) 0 - ® -
Development security ® ® ® o ® -
. Composition management - O] ® ® o )
System ;
security Sys'te‘m ¢Valuat10n and B ® ® o B B
certification
Password control O] @) @) @) @® 0
Operation procedure and ® o o o ® o
) change management
Risk System and service
response E)peration ® ® ® ® o ®
Opera}tlon Electronic trade and _ _ B _
security | . . o O] ®
information transmission
Entity security ® ® ® - ® -
Log management and B B
monitoring” ® © ® ®
Physical security ® ® ® ® ® ®
Access control and network partition o O] ® O] ® )
Threat detection and removal - O O - O -
Accident management and response ® ® ® ® ® ®
o Business continuity management O] O] ® ® ® ®
Monitoring and Internal audit™ o} ® ® ® -
enhancement
Post management™ ® - ® O
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