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B Abstract &

In Internet of Things (loT) era, more diverse types of information are collected and the environment of information
usage, distribution, and processing is changing. Recently, there have been a growing number of cases involving breach
and infringement of personal information in loT services, for examples, including data breach incidents of Web cam
service or drone and hacking cases of smart connected car or individual monitoring service. With the evolution of loT,
concerns on personal information protection has become a crucial issue and thus the risk analysis and management
method of personal information should be systematically prepared. This study shows risk factors in loT regarding
possible breach of personal information and infringement of privacy. We propose “a risk analysis framework of
protecting personal information in loT environments™ consisting of asset (personal information-type and sensitivity)
subject to risk, threats of infringement (device, network, and server points), and social impact caused from the privacy
incident. To verify this proposed framework, we conducted risk analysis of loT services (smart communication device,
connected car, smart healthcare, smart home, and smart infra) using this framework. Based on the analysis results,
we identified the level of risk to personal information in loT services and suggested measures to protect personal
information and appropriately use it.
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{Table 1) Calculus for loT Risk Analysis

IoT Risk to Personal Information = PxPersonal Informationt+T*Threat+IxImpact
= Px(P1xType of Personal Information+P2xSensitivity of Personal Information)
+ Tx(T1xThreat to DevicetT2xThreat to Network+T3xThreat to Server)
+ Ix(I1xNumber of UserstI2xFrequency of Use+I3xMarket Size+14x2™ Market Size)

(Table 2> Risk Analysis Framework of Protecting Personal Information in loT environments

Generable and Usable Threat of Social Tmpact
Personal Information in 10T Breach & Infringement D
Type of Sensitivity of 3 2nd
Personal Personal Device | Network | Server frof Freq. Mquet Market
. - Users | of use Size -
Information Information Size
Connected
Car
Smart
Home
Smart
Healthcare
Smart
Infra
Smart
Comm.
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(Appendix 1) Detailed Risk Analysis using Proposed Framework

Personal
Information Threat Impact
Cases - “of N ond
Sensi— 0! .
Type tivity DINYS Users Freq. Size M ‘
Size
[OnStar]
* Even after termination of service, vehicle location/
moving/payment information can be collected
*» Hacking into Infortainment service through weak H M |M|H|L
point of control center network
¢ Theft of Telematics device on car
» Weakness in Androids
[Sync AppLink]
* Collectable data : personal call history, information
about listened music of a user
» Weakness in Bluetooth H MM H L
* Malicious code infection through connection to
smartphone/MP3 using USB
Connected ' M H H L
Car [MyFord Mohile]
* Collectable data : battery life, mileage, driving hours, search
information L L L|L|L
* Possible leakage of information regarding automotive
performance and search list when smartphone is stolen
[OpenXC]
* Collectable data : information of vehicle breakdown or
repair L L M|L|L
* Infringement of data from sensor module based on
Arudion
[U-connect touchl]
* Collectable data : personal voice recognition H M LIH|L
* Weakness in WiFi and Hotspot
[ThinQ : Smart Refrigerator]
* Collectable data : information about food and intake L L L|{M|L
» Weakness in Wifi and ZigBee
[Allshare : Smart TV]
* Collectable data: family’s photos and video H H LivlL
» Weakness in Wireless Communication based on
DLNA(Digital Living Network Alliance)
[Allshare : Smart TV]
* Collectable data : text message on TV, browsing
Smart history of Google/Twitter/News, CCTV M H [L|L|L o q M| M
Home * Theft of TV and Computer/Cell Phone
(which were connected to Smart TV)
[Haier u-Homel]
* Collectable data : information about Internet browsing,
contents usage(education, weather, video, etc), remote L H LIM|L
service, monitoring
* Weakness in Central Communication System
[Kenmore : Home Appliances]
* Collectable data : Information about home repair L L LIM|L
» Weakness in Wifi and Wireless Communication
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Personal
Information

Threat

Impact

Cases

Type

Sensi-
tivity

# of
Users

Freq. Size

2nd

Size

Smart
Healthcare

[Fuelband Series]

* Collectable data : steps, moving distance, amount and
history of exercise, goals, weight, height, calorie, comparison
of exercise with other users

* Information leakage from Nike+ application on device

[Micoach Smart run]

* Collectable data : moving distance, route, GPS, G-meter,
physical condition, change in weather, training data

* Weakness in Wifi and Bluetooth

[Walkie+D]

* Collectable data : steps, moving distance, speed, calorie
burned, amount of daily activity

* Issue in security of personal information on device

[iriver On]

* Collectable data : heart beat, speed, calorie burned,
status of change of smartphone

* Issue in security of personal information on device

[Health-On-Shine]

* Collectable data : amount of exercise a day, exercise pattem,
calorie burned

« theft of magnetic clip device

[Jawbone up]
* Collectable data : sleep condition, time to sleep
* Issue in security of personal information on device

Smart
Infra

[Smart Grid/Building]

* Breach/Forgery/Falsification of remote control information
by attacks on weakness in password/authentication of
control gateway, when offering monitoring Information
through external IP or mobile network
- Collectable data: personal electricity consumption
- Weakness in authentication system of control gateway

server and network management

[Smart Grid/Building]

* Forgery/Falsification of information about electricity
consumption by sniffing and MITM(man in the middle
attack) on communication protocols such as PLC, ZigBee,
Wifi, SUN, etc.

- Collectable data : personal electricity consumption

- Possibility of damage : breach of certification key and
personal information, manipulation of charging
information in servers, DDoS attack

[Smart Grid]

* Breach of personal information and Infringement of privacy
through weakness in communication network between smart
grid devices such as smart meter and smart phone
— Collectable data : user’s basic personal information,

electricity consumption and charge information
- Possibility of material damage

[Smart City/Grid/Building]

* Large—scale blackout by attacks on core power system such
as SCADA(Supervisory Control And Data Acquisition),
DAS(Distribution Automation System) servers
- Collectable data : not related to a person
- Possible attack on smart infra servers and network,

thereby leading to the paralysis of SCADA facility
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Personal

Information Threat fmpact

Cases Sensi # of M omd
ensi— [& .

Type tivity DINYS Users Freq. Size M

Size

[Smartphone]

* Collectable data : device-related information, usage
information on device, financial Information, location
Information H H M|{M|L

* Phishing and pharming through text message and Internet
service on device

* Theft and loss of device

[Google Glass : Smart Class]
* Collectable data : device-related information, usage
Smart ) : . . . .
information, photos, videos, voices, location Information
* Abuse it as hidden camera H H H H
. * Theft and loss of device H H MM L
Device |, posgipie MITM(man in the middle attack) : Possible hacking
into network traffic of user wearing Google class
* Possible hacking into root permission on device

Communi—
cation

[Smart Watch]
* Collectable data : location, message, health information
* Theft and loss of device H M MMl

* Abuse it as hidden camera
» Weakness in device security : issue in possibility of malicious
code infection
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