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Abstract Cloud storage servers do not detect duplication of conventionally encrypted data. To solve this problem,
convergent encryption has been proposed. Recently, various client-side deduplication technology has been
proposed. However, this propositions still cannot solve the security problem. In this paper, we suggest a secure
source-based deduplication technology, which encrypt data to ensure the confidentiality of sensitive data and
apply proofs of ownership protocol to control access to the data, from curious cloud server and malicious user.
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(Table 1) Comparison of client—side source—based deduplication
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