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ABSTRACT

Because of the evolution of mobile devices such as smartphone, the necessity of mobile forensics is increasing. In spite of
this necessity, the mobile forensics does not fully reflect the characteristic of the mobile device. For this reason, this paper
analyzes the legal, institutional, and technical considerations for figuring out facing problems of mobile forensics. Trough this
analysis, this study discuss the limits of screening seizure on the mobile device. Also, analyzes and verify the mobile forensic
data acquisition methods and tools for ensuring the admissibility of mobile forensic evidence in digital investigation.
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Table 1. Digital evidence acquisition methods comparison from mobile devices

Acqui | Possibilit
Acquisition ,Cgm OSSIDIILY Modified Acquisit L. .
sition of data . . Limitation Rooting
methods . area ion time
path corruption
TA ibl
JTAG PIN - - Slow JTAG possible X
device only
H/W Data corruption
Chip-off | Direct |  High - Slow P X
risk
Bootloader I ible f
Bootloader | USB Low 000ager | Normal fmpossibie for X
area latest device
Device-specific
custom Recovery
Custom .
USB Normal Recovery Normal required, O
Recovery o
Verification
S/W r}eeded, _
Device-specific
Kernel ¢ ROM
custom
change USB Low Kernel area Fast . (0]
(Axxx Co.) required.
) Verification needed
Firmware
I ible f
update USB - - Fast mpossible .or X
Samsung devices
protocol

)

Hd

N9 D’.i
i
o

i)

T
AR

Manipulation Detection Code)
= (MAC,

ol )

Y=
1o

4 A gagolol g},
OAE 29 95 7%
g ZA9) ARA
A% ke

3w 3517]
Wz '

F A4 A

%9 u’ZTOl Y57ole}. o]
EEIES

2= (MDC,
g Aol

1]

Message

Authentication Code) AH:- WM ] 3707

718k #2(PKI, Public Key Infrastructure)®
o] 48k FEHbA] Sol 9l

Wz 82 Z=(MDC)ARE H}A
Redundancy Check)
MD5 A%k

AL A=

zJ_i /\]B.s} /K]—EHO”/(«] o]

AAR ofn

ol Zoksj} & 5

I AA]

s

e RES olgsle] An

U A

SAeH(28).
dF :TiE(MAC
AT A e E

o{ 2]

A% CRC(Cyclic

Aol A

9]

& 912 W7} o] Fojie},
%71171 1 FEPKDS el e )

N,
5]
to 5
ek
opp
L)
&
b
~
>
N

A 5 719 A% wetege o)A 7w
53 $A9 onAE VE R A 5= At
sto] Bl wshs Wy £ 5 7|ge] 2¥¢E =2
aEloly 422z =E A 37]3e] A&t Hbol
A& S ek AT ZRageld axmes Ay




A B H 583 =7A

(2016. 2) 143

Table 2. Experiment target device list

Manufacturer Device name Model name Storage OS version
Samsung Galaxy S2 SHW-M2508 16GB 4.1.2 JellyBean
Samsung Galaxy Note2 SHV-E250S 32GB 4.4.2 Kitkat
Pantech Vega R3 IM-A850K 16GB 4.4.2 Kitkat
Samsung Galaxy S5 SM-G900K 32GB 5.1.1 Lollipop
Samsung Galaxy S5 LTE-A SM-G906K 32GB 5.1.1 Lollipop
Samsung Galaxy S6 SM-G920L 32GB 5.1.1 Lollipop
Samsung Galaxy Note Edge SM-N915L 32GB 5.1.1 Lollipop
Samsung Galaxy Note4 SM-N916K 32GB 5.1.1 Lollipop
Samsung Galaxy Noteb SM-N920S 32GB 5.1.1 Lollipop
Samsung Galaxy Win SHV-E500S 8GB 4.2.2 JellyBean
Samsung Galaxy S5 (Japan) SC-04F 32GB 5.1.1 Lollipop
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Table 3. Experiment target mobile forensic solution list

Tools Manufacturer Functionality Form
Support various data extraction methods for
MD-Smart Axxx Co. smartphone(USB, JTAG, USIM, etc) S/W & H/W
Data extraction report etc.
Data extraction device for the mainboard of
smartphone and mobile phone,
MD-GB A . H
GBox xxx Co Write protection and MD5, SHA1 Hash function for /W
the data integrity
Data extraction software (using kernel change) /
MD-Extract A Co. S/W
xtractor e Lo MD5, SHA1 Hash function for the data integrity /

Table 4. Experimental methods

Experimental methods

Description Target devices

JTAG and Bootloader

JTAG&Bootloader extraction
and hash value comparison

Galaxy S2, Vega R3

Custom Recovery and dd
command

After saving the test data set
in pure state, Data extraction Galaxy Note2
and hash value comparison

Custom ROM and dd
command

Hash value comparison for each
file

Galaxy Note2

Kernel Change
(Axxx Co.)

value comparison

Galaxy win, Galaxy Sh, Galaxy

Repeat extraction and hash S5 LTE-A, Galaxy S5(Japan),

Galaxy S6, Galaxy Note4, Galaxy
Noteb, Galaxy Note Edge
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Table 5. Galaxy S2 data acquisition result (4) 2~mEE wlElg] AA 9 A 94 A
Cnt method MD5 Hash value (5) 2=rheE wiefe] A2
) TTAG 3BFODF8AF0817DB3AF (6) (2)~(5)=A 1t
538F579004F60B (7) 2t A3ke] MD5 s A3-E vl
5 | Bootloader | SBFODFBAF0SI7DBSAF
.
538115 7900417608 FERY WS o] 43 dolE FEETE o4
3BFODF8AF0817DB3AF
E Az = T 7+% 7)o =3
3 JTAG 538F579004F60R 1 A3} JTAGSF vlasto] = 2hE 3k AbEslW
4+ | Bootloader | SBFODFSAF0817DB3AR 3L, JTAG WA 2] #]le] o= 7171l wsiA nt
ootoader 538F579004F60B 2SS 59S o W e ke AEai)
5 JTAG 3BFODF8AF0817DB3AF Z 3= uuic} dAE ZHS ARSI ER o] Ed
538H5T90041608 A=sAolAe) 98y 2 FANE 45T+ Ad
ok 53] KNOX 7ls°] &A= 717]el dsixl<= o
Table 6. Vega R3 data acquisition result eme  mrda]  #Fed £ 9= KNOX
Cnt method MD5 Hash value Warranty Bite 0224 wWEo| ¢l&s shelst
B34497163FB1538FD52 & olgdAEE AA AnfEEZS TEalo] KNOXE
1 Bootloader ’
FCEDC)H7839F5F AHgsle 7 & wolls KNOXE AHEE & 9 7]
2 | arag | PONSTISSERIOSEDS2 Plebs AT vebde el S Qsek ol
5 | Bostlondor | B3*497163FB1538FD5 KNOX7} =<38] Warranty Bit 33k ohje} ofe]
ooroacet FCEDC57839F5F 71 291% Bl 7171 We] WA sk Ao
A ITAG B34497163FB1538FD52 g} 223 2 2 9jelr},
FCEDC57839F5F
B34497163FB1538FD52
523 3= FHAE E ALS il
5 Bootloader FCEDC57839F5F =M 1 S o
‘ ] _ dwbq e Qo] FuhEelgl= el Hgt
AgS Bl 2E 35 Ao 314*1%}0] T 3= wh] E 9 YIRS olv] BB AaE 2
el alglerl, JTAG WAsh RERG WA o e o el 95 A9e st
< Wdopiv wHE J5sirjzie 45}7} s & Holel e dd ANEE ALste] do|ES 3Ssle
A& 5 sl YA HaEd Rkt o374 el ARS S
gt o= t=Rol= ADBAYolA dd AWNEE A}
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522 FERH A $3b7] Slaae Wela Aol Arsh] wiolrt
Sk Adle] AFEE A2E 2o oyl T o
wale] Hrlgl Ao I Ee
JTAG WHel B7F AL oh VAR AR ) g g gl 47 171l A8e] e Az
HZE Faokat JTAGHM]CSZ dlolgE F&d
=AY JTAGHA ] 57]'76& 71710l A= Table 7. Galaxy Note2 data acquisition result
FEZH WALE o] Wl faste] Sk FUg ol
AzE)=x)2 shelgto 2 dlole] BAAe] Fu Cnt method MD5 Hash value
B34497163FB1538FD52FC
=7 Table 7.9} o] #helsng o AFg-E 1
| Table 7.9} #Fo] HEgkeh &halel] Al4 EDCET839F5R

v Lo )¢l A e
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olth, AbAl Ag A= vhg3 i) EDC57839F5F

Boot B34497163FB1538FD52FC

(1) 2vtEE] AY £8 3 -loader EDC57839F5F
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Fig. 1. Data extraction and hash value comparison for test data set

Mo = |File Path = | File Mame
1 Case 1WKW151023_Del FP-3-Malware Forensic.pdf
2 Case 1WKW151025_0W, FP-3-Malware Forensicpdf
3 Case 1WKW151025_0W: FP-3-Malware Forensic.pdf
4 Case 1WKWI151025_0W FP-3-Malware Forensicpdf
5 Case 1WKW151025_0W. FP-3-Malware Forensicpdf

= | File I'yp | Hash Value
0a17b72e394919c6c132a61501 9cEfaa

palf 0217b72e394919c6c1322615019c6faa
pdf 0a17b72e394919c6c132a615019c6faa
pdf 0a17b72e394919cbc132a615019c6faa
pdf 02177239491 9¢6c132a615019c6faa

Mo = |Flle Path = | File Name ~ | File Typ~|Hash Value .l
1 Caze 1WKW151023_Del [OCN] God's Quiz Seazon E04.110701 Lovesickmpd mipd 7a5d83486d360d8980a6e6bf1 66413620
2 Case IWKW151025_0W! [OCN] God's Quiz Season2 E04.110701. Lovesickmpd mpd Ta5d83486d3648989a6¢6bf16e4136a0
3 Case 1WKW151025_0W: [OCN] God's Quiz Season2.E04.110701. Lovesickomp4 mps TaSdi3486d36d89E9abe6bi16e4136a0
4 Case 1IWKWI1S1025_0W. [OCN) God's Quiz Seaton E0L 110701 Lovesickompd mp4 Ta5d83486d36d89E9a6e6bi 166413600

5 Case 1WKW151025_ 0w [OCN] God's Quiz Season2 E04.110701. Lovesickmps.

- qt=Rolx WA 4.4.2 Kitkat
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Table 8. Custom ROM data acquisition result

Cnt method MD5 Hash value
1 Ocl14bla45e18b9570a44d9
Custom b8c1885cd
9 ROM 63624ef4d4ab21f476af19ad
b93e7e76
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o g o] FE uhe} AA dlole] 7S G4 FUsHA A
: - — ZdWs g = sidlen AYAELe} 2
e S R WA 2o ZAE 7)7)d A E EASA AL
S ghald & glgivh. AA 5w dig vl
LTI S & Table 14.914 &alg 4 glc}.
«éz e ” Table 9. Galaxy S5 (SM-G900K) extraction
2Q mmse SPiess e oo result
é"‘;im e e e o Cnt MD5 Hash value
@ _useras. N e N P T (o
e e 1 4DB4CF7223705F0257B06CA04DEC2B2R
e 2 4DB4CET7223705F0257B06 CAO4DEC2B2F
oy ML”’JM iigiigiiii b EEE 3 4DB4CF7223705F0257B06CA04DEC2B2F
g o s e o) 4 4DBACF7223705F0257B06CA04DEC2B2F
o e 0o [BE] s e 5 4DBACF7223705F0257B06CA04DEC2B2F
() 151023 DekteFle 0ra_ (715 |  17hmp3 8365643936307 547c5B6ccD2260 10/23/15 08:18:1477F
0150075 j.pi 5chiabgeaddabdad2s 12ccfletabTbsf 10/27/15 06: 241 17) 6 4DB4CE7223705F0257B06CA04DEC2B2F
‘0]50074_j.de 5c68b%eatdab%ag2812ccfle68b7boaf 10/23/15 0&: 15:51| ’7 4DB4CF7223705F0257B060A04DE02B2F
Fig. 2. Hash value comparison using EnCase4 8 4DBACKT223705F0257B06CA04DEC2B2F
9 4DB4CF7223705F0257B06CA04DEC2B2R
10 | 4DB4CF7223705F0257B06CA04DEC2B2F
525 71 FQIX| YA(EAY HH| AL} T B4
OSZHQ]’H /\}%5]-—‘& HJ‘/%]O] tlohﬂ @,3——:,'401]/(15’/] _‘:’L :—easbL:Iet 10. Galaxy S6 (SM_GQZOL) extraction
ARE FABREA AS3] He S WAl g
As it s Wale] dlolg <dode W Cnt MD5 Hash value
7 slol 3 AL = ASsdeA 2] S 1 | 8222C6BAF6429A76374A8A1B495D8DAE
e oqo10] oleld mb R 2 8222C6BAF6429AT6374A8A1B495D8DAE
3“ Txﬂtﬂf]a °07“] “}_E] v °]D]j]f “ﬂj 3 | 822206BAF6429A76374A8A1B495D8D4E
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71 f8l <k 109dol] o]2+= 775 daker 7 6 8222C6BAF6429AT76374A8A1B495D8DAE
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o g AT Azttt dg wel o wale 9 8222C6BAF6429A76374A8A1B495D8D4E
A7) $la AAE g AR ches e 10 | 8222C6BAF6429A76374A8A1B495D8D4E
(1) 2rtEEe] ] 287
(9) Jeme we 9] rT:SbJ:at 11. Galaxy Note4 (SM-N916K) extraction
(3) 35 =Z2a#e] Hx%l PCe 4
(4) dlo]E A= 9 MD5 Azt A Cnt MD5 Hash value
(5) wiefe] 2] ¥ oA A2 1| DBASTED7FOES104BABE64B05E839674C
) (2)~( 5; S e 2 DBASTED7TFOES104BABE64B05E839674C
e v 3 DBAS7TEDTFOES104BABE64B05E839674C
4 DBAS7ED7FOES104BABE64B05E839674C
Table 9.°14%E Table 13.-2 o8 £79] 7] 5 DBASTED7FOES104BABE64B05E839674C
Zlel gt A8 F P Tl EAEL HHEol 6 DBASTED7FOES104BABE64B05E839674C
o gxAel A Axfolch A Aelx] WAL 7 DBAS7ED7FOES104BABE64B05E839674C
Aesls Aol TR Es 2 syHe AR 8 DBAS7TED7TFOES104BABE64B05E839674C
e _ | 9 DBAS7ED7FOES104BABE64B05E839674C
el W Aol Aed BE 7|70 g
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Table 12. Galaxy Noteb (SM-N920S) extraction
result

Q
=]
=9

MD5 Hash value

06C50B468825E222D22787612DBA00CO

06C50B468825E222D22787612DBA00CO

06C50B468825E222D22787612DBA00CO

06C50B468825E222D22787612DBA00CO

06C50B468825E222D22787612DBA00CO

06C50B468825E222D22787612DBA00CO

06C50B468825E222D22787612DBA00CO

06C50B468825E222D22787612DBA00CO

O[O0 || |0k |||

06C50B468825E222D22787612DBA00CO

—
(e

06C50B468825E222D22787612DBA00CO

Table 13. Galaxy Note Edge (SM-N915L)
extraction result

Q
=)
=

MD5 Hash value

5F2CCE1246A8A9710DA0D170D4767309

5F2CCE1246A8A9710DA0D170D4767309

5F2CCE1246A8A9710DA0D170D4767309

5F2CCE1246A8A9710DA0D170D4767309

5F2CCE1246A8A9710DA0D170D4767309

5F2CCE1246A8A9710DA0D170D4767309

5F2CCE1246A8A9710DA0D170D4767309

5F2CCE1246A8A9710DA0D170D4767309

O[O0 |wW| Do+

5F2CCE1246A8A9710DA0D170D4767309

—_
(e

5F2CCE1246A8A9710DA0D170D4767309

Table 14. Total
comparison

acquisition methods

Hash Hash
speed value value
(All) (File)

JTAG Slow Same Same

Bootloader Normal Same Same

Extraction
methods

Custom
ROM
Custom

Normal | Different | Same

Normal | Different | Same
Recovery

Kernel
Change Fast Same Same
(Axxx Co.)
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