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ABSTRACT

The password rules to be applied for the user account creation are often different by websites. Thus we often forget
the password to sign in website and it creates waste of time for frequent password reset. In order to solve this problem
we propose a new authentication method in this paper. When user forget the password to sign in, the existing methods
require a password reset step but our proposed method provides new sign in scheme through the additional
authentication step with base password and personal information registered at the member sign up stage. From the
result of performance comparison the proposed method is considered to be more efficient than others because it
provides not only an equivalent level of security with others but also requires only a half of the number of transactions
and the time required for password reset step.
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Table. 1 Password creation rules of websites

Website Password creation rules
Uppercase, lowercase, numbers and
Common special characters are allowed. Continuity
of numbers, continuity of alphabets and
similar to 1D are not allowed.
Not allowed to use numbers only. 6 or
NAVER more characters but maximum 16
characters.
Not allowed to use numbers only. 8 or
DAUM more characters but maximum 32
characters.
AUCTION Alphabets and numbers must be used. 6 or
& more characters but maximum 15
GMARKET | characters.
Alphabets and numbers must be used. 6 or
11STREET more characters but maximum 20
characters.
GOOGLE 8 or more characters.
Changwon Alphabets and special characters must be
National used. 9 or more characters but maximum
University 20 characters.
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Fig. 1 Sign up procedure of NAVER
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Did You Enter
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Password?

Login Failures
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Successful Login

User Authentication End

Fig. 2 Flowchart of proposed method
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Fig. 3 Sign up including base password
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Fig. 4 Encryption of base password in DB
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Fig. 6 In case of Successful login
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Fig. 8 Additional authentication using personal information
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