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Implementation of 2.4 GHz Wireless Keyboard and Mouse
Electromagnetic Signal Analysis and Manipulate Systems
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Abstract

Nowadays, the use of wireless input devices has been increasing on the basis of high convenience and portability. In particular the
most widely used wireless keyboard and the mouse to use the 2.4 GHz frequency band, but due to the third party receives the elec-
tromagnetic wave from leaking when the radio equipment it is easy to obtain the personal information and the vulnerability is also
being reported consistently. In this paper, implement a system to analyze and manipulate the packets of 2.4 GHz wireless keyboard
and mouse using USRP device and GNU Radio package for verify the vulnerability of 2.4 GHz wireless keyboard and mouse. Using
the construction system has attained a equipment specific address and key information by analyzing the communication protocol and
the packet structure of the device was proved that a user can operate the PC to send the random key from long distance.
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CanSecWest E.QF #2204 WEH KeyKerki v2.0 =
EAEZ} Qlth o] ZRAECA= Microsoft ARl 24
[¢]
o}

o} FA4 7|HE9] B4 o7 3 745 913 Amiccom
A7125 55 o] £351o =
Z2 8B

AF T, A 7

Aol gl 74 71RE FAo] 7h5d FvE THst
Stk o] AH|E opFoll BES} 24 GHz 74 7| HES)
F2 25 < Nordic AH] nRF24L01+7](chip) # GSM &
Ale] 7H5k Adafruit FONA 3(chip)& AHE-3F] 741 7]
HEASE 28 F SMSE 7] JHE A5
grlolnt. &g H]7E PCot A o] A Gobe
At e J9s olgste] FA 71RES] 4
FAL 5 glo, dANME AT AR T
o] itk AR obFoll HEC] e & A
A 7IRE AR sPssithe de] A
F Lol H3EH Mouselack ZE2AH Eof| A= AES ¢35}

PAAREE 248 & i A2US FHAG. T

ox 32

oX
f = e ofe rir

A vt GEBEA G FIE ool T4 v}
§29) A A0S BH3L, Jyel USB 52 54
7ok 2ARS) SABES A FAHAPOZA U3
=712 Qs 248 & Ak A29S AR
B Rt /12 2o A7Ed WES AFe)
A TA 9ERA F MY HAROE AGHE 24
GHz %4 71BESH 4 vh92:9] A% A5E 245
o Y= ARE Felaki, Yoo AEE St
AW PCE 24T 5 Y AZEE FHIT:
A A2Ee AZES B9 W FEdofd
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T2 1. USRP N200 7]
Fig. 1. USRP N200 equipment.

USRP N200 AH|9} 2EZ A~ AZEY o] gr]e st
£ GNU Radio #7121 & A&-ate] FAs3ich
USRP #H]+= ADC, DAC, DUC, DDCZ FA & o] 21°
RF 2S5 $4181, 714 ti e Ao s IF e e
RF o2 W3lslA, Wi E RF &= IF 9] A&
2 714 W9 dolg g MgtslE 75 Sl
USRP N200 7H]¢] &2 19 13 2tk

GNU Radio™ A% AF] E5& A Fsle 78 AZE
ol Nk B2 A 7HA 9] o RF st=glofer =2
AAE o] &3le] 47 AZEG 0] grjos 18T 4
A& AH]o]t}h. GNU Radio= 2 Python o2 A 5
At Aol FoAEHE AT A AR CHE 53
sttt o] QI A= 7hAskaL Al&ek s 373

A AAZE FA AR A29S 78S 5 g
. 24 7|2EmeA MAfL A5 24

& o A= Microsoft AF2] Wireless Comfort Desktop
5000 A1 71 HESF A1 k-2 Al ol gt ke A
S 24 Aol sl Attt T 71 HES) B ukg-
20 A AL TI9 29 2ol Fak g &<l oA,
GFSK 5z &, 37l &4 &), e JHE &9 dAl=
T3 €t

1543 2 38 45
4 3 |2 2
o = ol

a8 2. ¥4 71RE/Me2 A5 §4 B

Fig. 2. Signal analysis step of wireless keyboard/mouse.
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£ T 49elA S S Ade 9 33 2t 2l
ZH] = USRP N2003} 45741 EE(UBX-40) 2 41 Q]
LHANT2400Y12-WR)Z 41313122, GNU Radio S/Well A
AZahE “WX GUI FFT Sink” 2202 a4 232 &
Alatdet. 2ol A3t s gHlE 2,480 MHz A2 Al

L31= Subset B AH]9l AL gold 4 9k

o 4 rlr

22 PEHH] GFSK =%

29N = 1270 M B obd 211 Ao E GF-

# 1. 74 71BE/me-2 A Foka Ad

Table 1. Channel of wireless keyboard & mouse commu-
nication frequency.

Channel Frequency | Channel Frequency
Channel Channel
group (MHz) group (MHz)
0 2,403 12 2,405
1 2,419 13 2,425
Subset A Subset D
2 2,478 14 2,444
3 2,468 15 2,452
4 2,429 16 2,423
5 2,450 17 2,446
Subset B Subset E
6 2,470 18 2,456
7 2,480 19 2,474
8 2,421 20 2417
9 2,431 21 2,427
Subset C Subset F
10 2,472 22 2,448
11 2,454 23 2476

24 GHz 74 718.E/rk-2 A e A5 B4 2 28 A2 72
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Fig. 3. RF signal of the wireless keyboard/mouse.

SK 527 < 4 3P°1 UAE A2 HEkele 715
Z8) st} GFSK £% 7]%< GNU Radio S/Wol A A&
3t “GMSK Demod” &5 o-§3to] FdAT

2-3 3T B2l =4

3gAME E2H fAE Mg E ulgo s FA 7
HEol ZA vpe-A g7l S BAe s Auj= FCC
ID W3# A AEZ Ea) Nordic AFS] nRF24L01 5741

A& AHsE g FAF & Ao nRF24L01 En-
hanced ShockBurst™ Al ZRZEZ 7S AMEsh=H),
ol& 1~32 Hlo]E(byte)®] 7FHZ QI Hlo]2EE 7HITh
A ZR2EZ TS 19 49 2l

Z 2| E(Preamble)< A O] A WA JHo2 | FAi
(Address)®] 31 WA HIEgko] 10]9 “10101010” k=, 0
o™ “01010101” #<S A= F 7ML F4 e FA
7)1HE e} ol wh- 28] G FAE YERH, FA17]9
T2 o] HAEJEAE BFerh

9|71 Ao} I (Packet Control Field)= 6 HE L] o]
Z T Zlo](Payload length), 2 HIE <] PID(Packet Identify),

Preamble Address Packet Control Field Payload CRC
1 byte 3~5 bytes 9 bit (0~32 bytes) (1~2 bytes)

712! 4. Enhanced ShockBurst™ 7 +%
Fig. 4. Enhanced ShockBurst™ packet format.
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Payload length PID NO_ACK
6 bit 2 bit 1bit

J8 5 97 Ao 2= 3z
Fig. 5. Packet control field format.

1 H]E 2] NO ACK flagZ FAH ) Ho|2E Zo] gk
0~32 "lo]E<] Ho]ZE Zo|& A 3=t “000000"Y
745 0 vl E(ACK #1Z)E YERHLL, “100000°% 7%

32 vl EE YeRT PIDE A1 si7le] Al B3l

A, ARE HAARJNAE ZA = AHEHT PIDE 72

At Aol AgE wimitt gho] F7bE o] 2 w02

E7FMCUE o8 W AFHE s Z=th NO ACKE

A5 34 &+ H(Auto Acknowledgement) 7] Al o] gttt

A SR Ao} 2= A4 a9 ssh 2l
CRC(Cyclic Redundancy Check)#> #712] L/E #

ZotE 7IHORE F4&, A Al HE, Fo|ZEE Al

atd A4 A7l FFE Sl
T 71REe] FA AxuE T4 A, Fae S

HO|EE FAE Y, viA| g Hlo|E &4 “oxCD’Y

< s Fol2E Aol 7] 48 Al(Key Down)

¢} 7] sjAl Al(Key Up)= 16 HIOIE, 7
(Key Idle)y= 8 HIO|EZ A

2 A2 asal

G ERENE PR EE S EEREE P
v RN ACK A Agete] St 917
o) w4 E writh 4 PID gl Z7HE A2 HAF
93, A8 FAEES 19 63 2tk

2 wh2g] A%, Fa S NS EAS S
who] Eo) A5, wA o} vho] E gro] “0x66"02 THE S
Stolalich slol 2= dolo] A%, ph2 E 29 A
S 19 volE, MES FET 98 AE P4 7HE
FAI 8 ol EYS FAssnh

24 AT ¥ HE &9l

JAAE 79 Aol ZES $Aed JEY AuE

KeyDown | [ aCK | |, [ Keylde = ack | [ Keymp | [ acx
00 | ¥|rp.n| V| pD-01 -0 | Y[ PD.10 | ¥|PD 01

J8 6. #AH JIHE 7] 98 A wsE 97
Fig. 6. Packet generated when wireless keyboard key input.
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SRlsk= dAlolth Tl 71REC] 7] Y sjFls 4
gt A3, 119 73 7o) 4uto] E 9| & H(Header), 2¥0] E
9] AJf 2 o}o|t](Sequence ID), 28| E L] W EL7] S8 1
(Metakey flags), 7HFC]EQ] do|E], 1u}o]EC] AL
(Checksum)©.2 FAElo} 9= A< selstanill 7a}
> AA FolZE vlolE e G E kel 9
g &L= ARSHTH

kA A7l Sk KeyKerki v2.0 ZZH EE E3l Microsoft
71T e] #o|2tr}t 1§ 83 o] st Hof
= AL AT HA HolRE F AJFXA ofely
AollA dlolel FH7HA 11 vpo]EZfo] 39| F4
5 -

a-
747} XORS A8l FEH U= AL FA3H9

1__
A

o] Fiste] ¥ 71HES AR @ E YHEAS
o, AA e A FAHE ASE SH3t Fo|EEE
PACKET :

1byte Shytes 9 bits 16 bytes 1-2 bytes

PREAMBLE MAC ADDRESS | PACKET CONTROL PAYLOAD CRC

PACKET CONTROL :
6bits 2 bits 1bit
PAYLOAD LENGTH PACKET ID DISABLE AUTO ACK
PAYLOAD :
4bytes 2bytes 2bytes Thytes 1byte

HEADER SEQUENCEID | METAKEY FLAGS DATA CHECKSUM

HEADER :
1byte 1byte 1byte 1byte

DEVICETYPEID | PACKET TYPE ID MODEL ID UNKOWN

DATA :
1byte 1byte Shyte

HID CODE

O 7. 7] 48 AR Hel2E 72 £4
Fig. 7. Analysis of key down packet payload format.

| 2bytes | 2bytes I Toytes |

| sequencem | nETaxevEacs | DATA |
35

‘ Ers ] Shytes | Tbyie |

‘ MAC ADDRESS ‘ MAC ADDRESS | oo |

J8 8. B4 71EE Ho2E 438 2
Fig. 8. Format of wireless keyboard payload encryption.
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Ex ) HEADER = DATA CHECKSUM 2z HEADER SIQ!{:«I M;l‘:g\{ DATA CHECKSUM
4 byt 2 byt 2 byt Thyte 1 byte
e e e e e 4bytes 2 bytes 1 bytes 11 bytes 1 byte
Packet OA |78 |09 01 80 29 2E 39 A8 | C9 |29 [6D | 39 | A8 | CD A6
Key D Left click 2
(I?Bv::sl; MAC (e }) 29 6D 39 |as|[cp|20|6D|39|A8|cD| (-29-D6) (19 Bytes) 08(90f0301| 2C 20 0 0010110010000 0000f00f00f00 (0L, ry90g0n1r1065)
XOR Packet [0A | 78 | 09 | 01 | 4 0 3| o |of|afofofo]o]o A6
Right click F4
os[o0fo3|or| c7 [ 15 40 00| 02| 00| 00| 00|oooofoofoofoofor
Packet [0A 38|09 |01 | 80 29 6D B1 (19 Bytes) v (C7415"40°2"1°65)
g';;“:'s‘) MAC o [ 2 [ e (-39=C6)
XOR Packet [0A 38| 09| 01| 4 0 0 Bl j_a| —IO }v] U}— ] ]i]: =S| 7:]314_
Packet |0A[78 09| 01| 83 | 20 | 26 | 39 [As|cp|29|6D |39 [a8|cD A1 T e
Key Up - .
(16 Byt | MAC CEN I N I 3 3 5 2 ) Fig. 10. Result of w1reless mouse payload analysis.
XOR Packet [0A [ 78 | 09 | 01 | 4E 0 3 o [ofo|o|ofo|o]o A1

J8 9. FA 718E @ 7] ¥4 2%
Fig. 9. Result of wireless keyboard key ‘a’ analysis.

A Botth 1 Ade " 99 2k

gt g A MA g ] FYPSE FA J|RE
o A¢E “0x0A”, T4 ul9-29] A “0x08” 7 7t
Aok 7 WA 3 A2 FP0E 7] 4 e A Al
X7 A, 718 FEL U A 038 wE, vHA
click A “0x90” &S 7tk Al WAl ke 2d JRZ
g FA 71 HEE “0x097, FA rl-AE “0x03” e
7HRTE Al 2 ool o & FhE] Oﬂf;}—% 3hH, A=
* 718 A5 duit £AH R
#1 gl = Shift, Alt, Ctrl 7] 9} 2+ %?7194 e
Fol thgk AR7F gt o] Atk AlFE B3l g5
B Y1 ol wE 7] ARE ¥ 29 72

glo]g] 9ol JEH 719 USB HID Z& AE7}

Ao stE o] Aol gtk Host A wlolE Y99 2
WA e FE% JRE 7R, o] 7 gEE 719
A X] SHHOx04="2").
AN 2 AA HolRE g AAste A4 fF
sholste gholth B33ty Ho]2E ZhS XOREH
U Fa9 494 7H0x29)2] HE XOR FH5le] +
THOA A 78209~ 01 A 4D ~ 43 A 04 ~ D6(~29) = A6).

O, i

-

ol

B2 Wy 241 7] AR
Table 2. Key information of Metakey flags.

Metakey flags 7
0x4300 -
0x4301 Ctrl(left)
0x4302 Shift(left)
0x4304 Alt(left)
0x4305 Window

TN 2o A Ho|2E B4 Azl FA JHE
o} gZA FaUF XORS o] &3 dasdlyt 4850
UA e AL el HE Y A FAHE 2D
£ SAsto] B4 Axe O9 103 2o 24 A3
A wkg-2e] FHol2EE HolH 9geo] 11 HlOER
o]Foix U, 2HA Zho] “0x017Y A F FE, “Ox
02°Yd A5 § 2o A AL & F QU 2 E
A Aol dolE dde UnA grEe] Fatol
g} Ml AE st A vk AAE ¢
= Y E A9 Ho|ZE S XOR3IL, ©] #3 “Ox
65" 7S XOR # &t +3ith

25 24 7|BENRA HAD N5 2A A3} Hol

panion 7]
24 Y 9] 24 48 950
U 7] g T e 2

O]?ﬂ- 2= 0157_’ ;}% g}ﬁoﬂj\ﬂ]:_

asapdasons’

()]

Bl B B

8 11. GNU radios ©] &3 £4 ~ZES 71
Fig. 11. Implementation of GNU radio analysis software.
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CFE83 AJcEoR B 7R
m °|ZE A A 95 % o]
A

2 x5

B oM B4 71REg B4 upgAe) A B
S 53 AT 25 22 FA S Ayt A 7| s
oF A mpe2o] AE 22 AL T9 129 o] F4
3ol A, £ 97l A @A, GFSK HZ T, RF Al
3 2N gAR FA"EY

31 [1EHA)] Address Zf0l

1AM = 22 g 74 71 RE9) Ba ulg2e
52 FAE G 149 24 HS B8 et
7t AU g FAE BYHOE At 74 FA 7B
EE TEdth

7= ol~7) FE FHE
AP, o}27] ZEA Y& B 719 F2 957
9 AL ZAY F ULEE 7 49} 7o) LU Th

% 22 719 HID & A
13, 233 XOReY e sts sojzt 9 AARG

ol

1EHA 2CHA| 3EHA| ACHA|

Address GFSK RF M S
- » u d e
J8 12, 74 71RE/mpe2 A% 23 B

Fig. 12. Step of wireless keyboard/mouse signal manipulate.

]
2

ol R -

rec_2.4GHT_keys,
O w29 Omesd_
e 35_Ocad. bt

pulses rec_2.4GHz_keys,
PHdheXMmr18n meed_Oxle_0x1c_
e 37 _Oocadl kxk

¥20

8 13, 34 F4 g9
Fig. 13. Confirmation of communication address.

1080

Keyboard Transmitter GUI
Enter Esc Backspace Tab Space CapsLock Delete Clear Text
Puzzing Test | Ctri+Alt+Del Windows+r | Windows+e | Alt+Tab Alt+Fa Clil+A F5
Cirl+C Curl+V up Dawn Left Right Windows = Korean Mouse
abcdefghijkimnopgrstuvwayz1234567890-=!@#$%~ &°()_+

55 2 4GHz Keyboard Bansmitter - LiGrex, 2016

J8 14 28 Ae $4 22709
Fig. 14. Manipulate signal transmission program.

2 A4RT AR Ao] BE, CRCE FA ] AAL
Q31,7 9, 7] 37, 7] A4l 2} 47 Alelol] 4

AR A¥E 5 YEE

33 [3EHH] GFSK 1%

3AA = 28 A A A E SFE GFSK ¥E7|
W AREste] UAE A oA ofg 2 A2 kst
T} GFSK W% 7]%2 GNU Radio Companion S/Wll A
A8t “GMSK Mod” &5 o] &3te] a3tk

34 AEHA) RF M= S8

gH ofgrl Ali—g- $2
G S ol AL v‘i—ﬁ Al A el el 7
F-220] F9t4 A9 (2,403~2,480 MHy)

o
N
T
n
o
1
X
o

35 FM 7|2E/0tRA MAM M RE 23}

ok
e

)

°
R
b1
e
QL
£ ox rfr ofm B

S AR S0 A P28 o9
A

LN
4

B LH %‘-4-4 %H(Test_demo)% Al sk ol Rl(d
c:\Test_demo)E 3 5tx, 7L A= Selatiich ol



CEL CERDERENs EET T

a8 15, 27 AZE Y 7d
Fig. 15. Implementation of manipulate software.

a8 16. 29 A 22 234
Fig. 16. Manipulate result of delete the folder.

J8 17, 99 SRS 2 4% 23
Fig. 17. Result of download and execute the file.

24 GHz 74 71BEMS2 Axst A5 84 9 24 A28 73

A Egtoln A
3 AL ARG H et

AEYlo] AZH PCY A, 22AE Bl AHYA
o]o] vq.olo q_,r_ic ],

LA PCOlA AHE 91 F4 7|HES] +4 A3 E
°JEﬂ s B8l S, As 24719 &8 AFEE
o] &3te] g A9 FAag T Ad S FA .
& AFE G AT BT E o] &ate] TAS R
2 32 A S A s, HUE RF AISE F4lst
o] £821 PCE ZAST}, AAl £33 B4 9 23} A
2~

9 19 199 gk
FEE A2Y BY R 24 45S S48 2 25

=R o =
= o83 2ok B4 4RE o g m ol AE A
1007 B2 4 A 100 % 245 E AS FARGT, 2

q
RLS |
% 459 A% % 0m o148 5YH

BAZL 100 % 2AHE AL NEL B FAsgc
42 3o TR Jks 2l 24

27 299 A 24 b ADE A4S 21 )8

e

OB 18 B4 B A N2d AR

uss 2juu | abedefghij
[ . e

ouFRE

Fig. 18. Block diagram of analysis and manipulate system.
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I8 19 ¥4 2 24 429

Fig. 19. Analysis and manipulate system.
A5 £48 ARSE A () olgdl AL F Ao
Ly = 10log( 4”‘”) (dB)

ol W, d= 7¢, fE T3, e B £
E‘r A 7]EE o] 749, Fdl 30 m o] 4¥ 741“4 A%
A 7158 AL gelsth 4 (ol WE™ 30 m
Al ARl Ao A2 oF 69.87 dBol. A
HEo FA QHEy o] 52 —2.03 dBio] i, A2

°]

lo

X0 ox 12 O O N _m o £

gl o] 52 —2.19 dBi olUi FA A Hy &
0 dBmOZ £41 Al FAH Y= ASAH7|E
—74.09 dBmZ 7)€} & 11 °F 7 dB IS Ao = 7}

7] 7
st 17 FAZER] —82 dBmE UETS & 5

® 3 74 7|RE 8 27 A 2H RF A%
Table 3. RF specification of wireless keyboard and transmi-
ssion system.

3 & 4%

FA Fo 248 GHz

2T w7 Ay $A =9 20 dBm
A ZEE A $4A &9 0 dBm
F20 e o5 12 dBi

T 71HE FA QY o] 5 —2.03 dBi

T 71HE A QY o] 5 —2.19 dBi
7g &4 o 7 dB

A A A A2 —82 dBm
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o} o] & o] &ate] B At FAS AlAFH ] Ho 2
Z 7hs AZE ALk EE, 15 km o] 4 Al A
gy AoA717F oF —81.04 dBmoE Wil E°] glE
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USB 417]1¢] 2 RF A5 % 33 7t

V.2 E
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Ao A E %*J@M Hd 1.5 km 01739 74F4°1W AL

o -
m)'
R
>
&
r>,
fol
il N
r-{u:

A3t o8 Fate] T4 P 2 A
BHE B, 487} Y A B27H A 3 2
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