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Design and Implementation of Car Blackbox Forensic Analysis Tool
Through the Analysis of Data Structure

In Hwan Cha' - Kuk Heon Lee™ - Sang Jin Lee™

ABSTRACT

Car blackboxes record the information and status of driving. Since blackboxes are commonly used in daily life, the usage of video
data recorded from blackboxes is increasing for investigating. Investigators use a own analysis tool suitable for their blackbox
provided by the manufacturer in order to check the data. But the tools are not enough to use in the digital forensic analysis because
they are dependent on a specific model of blackbox and provides ungeneralized functions. Moreover, if the manufacturer is bankrupt,
then their own tools can not be obtained also. Therefore, the way data are stored in the blackboxes which are now in the market are
investigated and the features and limitations which have blackbox's own analysis tools are checked. And a comprehensive tool for the
analysis of blackboxes is designed and implemented as in this paper.

Keywords : Digital Forensic, Car Blackbox, Forensic Analysis Tool, Embedded Recording Device
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DBH-4000H 2 channel video data in VLC player

1 Channel video

2 Channel video

DBH-4000H 2 channel video data in Windows Media Player(ver.10)
2 Channel video

1 Channel video

o
* Only 1 channel

Fig. 2. DBH-4000H 2 Channel Video Played in Media Players
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/ Video data offset
File d
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\
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Current data offset
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Fig. 3. Inavi Blackgold File System Structure
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Video raw data structure (encoded by H.264)

1 IDR picture & 29 Non-IDR picture
(1 SEI frame + 28 Non-IDR picture)

Non
IDR
picture

Non
IDR
picture

Non
IDR
picture

IDR
SPS | PPS picture SEl IDR

picture

Non ‘ ‘

r
Non-video data structure

o Lol ol oo e o e e L

00 00 [ o0 | 00 | o | 06

2 | Yearovm ot m] Day @) | Hour (o) | Mintes [ second 9] w0 | o0

30 Latitude Longitude

0 Speed

& Amount of impact(X) Amount of impact(Y)
(Front-Rear) (Left-Right)

0 ML @) 0 [0 |0 [0 | 6
(Up-Down)

« SPS : Sequence Parameter Set
+ PPS : Picture Parameter Set
+ SEl : Supplement Enhancement Information

CR-500HD real non-video data

00 00 00 0O 00 01 06 0OS 60 7B FE 93 30 11 9B 11 '{bID 1
E1 BE 50 08 00 20 OC OA 66 01 00 00 00 0O 00 00 &%P

8632 30 31 36 20 33 32 36 31 36 33 31 20 30 00| 2016 3261631 0
§646C 12 F4 17 7A CA 42 40 DB DC 98 9E BO C1 SFI 1 6 zEB@UUIN°A_
50

3F

00 00 00 00 00 00 00 00[00 00 00 00 00 00 00 @
10 10 10 10 10 10 70 BF 10 10 10 10 10 10 70 pé P
18 18 18 18 18 18 88 BF |00 00 00 01 61 9B 39 ? 1 al9
> Datetime : 2016/03/26 16:31:00

Location(GPS)

- Latitude © 37.581851
- Longitude : 127.026405

—— Speed : 0.0
Amount of impact

-X : -0.00392
-Y @ 0.00392
-Z @ -0.01176

Fig. 4. CR-500HD Non-Video Structure and Video Raw Data
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DR4500L-FHD amount of impact raw data

00 00 80 3B 00 00 80 3B 00 00 00 3C|9F 73
0A 00 00 0O 58 02 00 OO 0O OO 80 3B 0O OO
00 00 DO 3C 9F 73 17 3C 0A 00 00 0O 58 02

17
80
0o

00 00 00 08 47 50 S3 52 00 00 71 90 53 45 4E S3

3c
3B
oo

GPSR g SENS
[ <ds <

- X : 0.003906
-Y : 0.003906
-Z : 0007812

DR4500L-FHD GPS(NMEA) raw data

00 24 47 S0 52 4D 43 2¢ 31 36 33 34 31 35

2E

30

30 2C Se 2C 33 37 32 34 IZE 31 35 36 32 37
2C 31 32 37 30 36 2E 37 34 30 30 38 2C 45

2C
2c
0D

4E
2C
DA

SGPRMC, 163415.0
0.V,3724.15627 .0
»,12706.74008,E, .,
,300316,, ,A*6E

- Datetime : 2016/03/30 16:34:15
- Latitude  : 37.402604
- Longitude : 127.112334666667

[20 33 30 30 33 31 36 2C 2C 2C 41 2A 36 45

Fig. 5. DR4500L-FHD Non-Video Structure and Video Raw Data
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Before a video file is deleted

Boot sector FAT table Root directory | Directory entry Data area

|| B R

B

B| ..

Video data -

U

After a video file is deleted

LB

Boot sector FAT table Root directory | Directory entry Data area
OO ® B
| .. |FF ¢

Video data -

X Link to the video data is deleted.

X Video data is stored from cluster number 0x129 to OxFFFF.

Fig. 6. Before and After a Video File is Deleted
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Before the file system is formatted

Boot sector FAT table Root directory | Directory entry Data area
| B B R | e | B .
B| . |W| e B

After the file system is formatted
Boot sector FAT table Root directory | Directory entry Data area

0] 000000 o0 [ o0 o[ o |NENN
ideo
0] .. 0] .. B

% Link to the video data is deleted.
X Video data is stored from cluster number 0x129 to OxFFFF.

Fig. 1. Before and After the File System is Formatted
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Not force shutdown
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.| 130|131 132 [ R ) N
ideo
3 .|| o B
After force shutdown U
Boot sector FAT table Root directory | Directory entry Data area
.| 130|131 132 U I L) I Darmaged video data
133| .. | FFF| OF

% The video data is recorded until force shutdown

Fig. 8. Not and After Force Shutdown
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Before overwriting éf—%_] HH
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Table 2. Functional Specification for Integrated Blackbox Analysis Tool

Category Function Description
Allocated area analysis Analyze allocated area to get video files, config data and etc
File system Unallocated area analysis Analyze unallocated area to get additional video data or non-video data
Slack space area analysis Analyze slack space area to get additional video data and non-video
Video codec analysis Analyze video codec format
Video container analysis Analyze video container format
Analysis Video data Channel separation Analyze video channel status and separate channels from a video

Analyze slack space within MP4 container to get a additional helpful

(MP4)Slack space area analysis data for investigation

Video encoding Encode the video to specific container format
Temporal data analysis Find temporal data and extract it with its format
Non-video data | Location data analysis Find location data and extract it with its format
G-Sensor data analysis Find G-sensor data and extract it with its format
Video file listing List a video files that was got through a file system analysis
Video file Video file extraction Extract specific video file(s)
Management Video file bookmark management Set/clear the video file(s) on the bookmark

Blackbox configuration information,

Configuration . Save/load video, non-video data structure
non-video data management
Display Video display for each channel Display video(s)
Video player controller for each video player Control video player
. Integrated controller for all video player Control(play, pause, stop, progress) all video players
= Control video(s) = - -
Video player Video scale controller Control the video scale
Video speed controller Control the video speed
Printing video Printing basic video information Print the basic video information
information Printing non-video information Print the non-video information while video is playing
Damaged/Deleted Video recovery as a video file Recover the video as a video file

video recovery Video recovery as images per frame Recover the video as images per frame
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Fig. 10. Integrated Blackbox Analysis Tool Architecture
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Table 3. Folder Tree Structure

Children(folders)

It Depends on file system internal
folder structure

Parent(folder)

File system

Images files
Important files Video files
Classified files Etc
Normal files

Deleted files

Bookmark

Representation view

single channel

double channel

Video selector

e

quardruple channel

Logs

Fig. 11. INtegrated Blackbox Analysis Tool Views
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Table 4. Context menu for file(s) in file list

Menu Description
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Table 5. Experimental Environment

Play selected file(s) | Play selected video data

Category Description

Raw video| Extract raw video data

Operating system Windows 10 Enterprise

Channel
separated
video(s)
Select all
Unselect all

Add selected item(s)
in bookmark

Remove selected
item(s) in bookmark

Extraction Extract each video data stored in a

multi channel video data

Select all video data to bookmark or play
Unselect all video data

Bookmark selected video data

Remove bookmarked video data

¥ Add selected items(s) in bookmark function can be used
when the selected video(s) are not in bookmark folder.

% Remove selected items(s) in bookmark function can be used
when the selected video(s) are in bookmark folder.
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Analysis tool Integrated car blackbox analysis tool

Devices Category Description
File system FAT32
The Point Codec H.264
(Anycom) |  Container AVI
GPS On
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Table 6. Thepoint Test Image Information

Category Description
Name ThePoint_sample_image.001
Size 15,931,539,456bytes(14.8G)
MD5 727eThclead7aedde91d3bo2e972d1ce
SHA1 €12cbd98622d7c960039403ada0811e288885d7
Recording date 2016/03/31, 2016/05/26
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Selecting image path and target model name

File Anlyss Recovery Management Addons Help Test

&
image information

~Fiepath 1
CimageswineFoit sample_image 001 ] [select | |

Select image path

- File size (bytes)
15531530456 ]
=" .

Select target model name

Recentimage fle

o

- File path
‘C:wimageswTheF‘oint_sample_image_(][]l Select

. Model
¥ | ThePoint v

Analyzing image

8 Integrated car blackbox analysis tool - 0 x

File Amlysc Recovey Management Add-ons Help Test

Check internal structure...

* Check file system allocated area

| — to get normal data

* Check file system unallocated area
to get deleted files

[check internal structure...

pr—
U

|Ccnligwe file system tree._ ‘ —

Configuring file system tree...
* Prepare analysis view

Displaying analyzed file system

2 Integrated car blackbox analysis teol - B X

Fle Amlysi Recovey Msnagement Addons  Help Test

| “Thepoint sampie image.0010-. - x

il wee B e et | =
[ ressten ——

Statue  File extension File name Filesize Modified time Accessec

=}- File system i Rec_20160526_211209_D.avi 48178322 2016-05-2621°13:08 20160526

£ i Rec 2016052621309 Davi 48185068  2016-05-2621:14:08 20160526

System Volume informg - Rec 20160526 211400 Davi 48196900  2016-05-2621:1508 20160526

i Rec 20160526 211508 Davi 48202192  2016:05-26 2111608 20160526

i Rec 20160526 211608 Davi 48109564  2016:05-2621117:08 20160526

EVENT(1) i Rec 2016052621708 Davi 48194194  2016-05-26 21:18:06 20160526

USER(0) i Rec_20160526.211807_Davi 42564520 2016°05-2621:19:00 20160526

avi Rec_20160331.165007._D.avi 48204004  2016-03-31 16:51:06

PARKING(0) s Rec_20160331_165107 Davi 48187444 2016-03-31 1652:06
SETTING(1) 0 Rec 20160331 165206 Davi 48199242 20160331 165306 20160331
ai Rec 2016033116506 Davi 17636156 20160331 165328 20160331
Ll $OrphanFiles(0) ai Rec 20160331_165339 Davi 48188570  2016:03-31 165438 20160331
4)- Classified files (34) Rec 2016031165438 Davi 48192360 20160331 165536 20160331
L Rec 2016031165537 Davi 9188418 20160331 165548 20160331

=J-Important files (17)
Image files (0)
| Video files (15)

>

|D Normal avi Rec_20160331_165107_D.avi 48187444 2016-03-3116:52:06 20160331
1 Normal files (17) S —
Deleted files (0)
Bookmark

Fig. 12. File System Analysis and Management

Table 7. Video to Play Information

ZHEFA

Category Description

Name Rec_20160331_165107_D.avi

Size 48,187 ,444bytes(48MB)

Channel 2 channel(Front/Rear)

GPS On(NMEA format)
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Selecting video data to play

4 iegrated car blackbor anly 100 - o x

Fle Analysis Recovery Management Add-ons Help Test
 ThePoint_sample image 001(T-. - x

File tree L= -
o File
Status  File extension File name Filesize Modified time Accessed
ING(14) O Nermal i Rec 20160526.211209 Davi 48178322 20160526 211308 20160526
EVNT(T) 0 Nomal avi Rec_20160526_211309 Davi 48195068 20160526 21:1408 20160526
USER(0) O Nomal avi Rec_20160526_211409 Davi 48196900  2016-05-26 211508 20160526}
a0 [T vomal i Rec 20160526 211508 Davi 48202192  2016-052621:1608 20160525
[ Normal avi Rec_20160331_165107_D.avi 48187444 2016-03-3116:52:06 2016-03-31
pilbshirbra | I R e Rec 20160526 211807 Davi 42564520 2016-05-26 211900 2016
o mﬁ.:;g«‘\::ra. O Nomal avi 7_D.avi 48204004 2016-03-
o]
les(15) Play slecte
T T Normar o = = e
Normasl s (17) O Normal avi Rec_20160331_165306 D.avi siraction
Deletad fies ) 0 Nomal avi Rec_20160331_165330 Davi|  Selectal
Bookmark O Nomal wi Rec_20160331_165438 0| yselectal
O Nermal Re20160331_ISSSITOM | i Lk 0331
< >« >
Logs L)
. oote P

— Analyzing video data

Extracting selected video file..
* Extract video data to file system
[ * Extract relevant non video data

— [Extracting selected video file.

@(If necessary)

[separating video channels.

@( If necessary)

|En(od|ng separated video channels

Separating video channels...
* Separate video channel
[~ * Retum separated raw video channel data

Encoding separated video channels...
* Encoding video data with container format
[ * Return encoded video channel data

Playing and Printing video/non-video data

o Blackbox video player _ o0 x

ThePoint_Event_20150803_141..

EWThepoin e 2015
W Thpoin_Evant_ 20154
wsw0, w020
x0¥1Z1
60351 165116
H/YH BHP)

RS
4 &M

FEERTY
280 videoNome  1WThePoint_Event_20154
videoNome2 LW ThePoint_Event_20154

Metadata

w220

s 37,5819, 127,0263
i) gsensor X0,Y:1,Zi1
30 tmestamp  2016/03/31 16:51:16
sao womoasamore vaz | ¥ FiY Information
2@ playtime 9

=8 .
A fo =

1

. SER e

Integrated video controller
* All channel video player is able to be controlled

Channel video controller
* Each channel video player is able to be controlled

Fig. 13. Display Video/Non-Video Data
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Table 8. Damaged Video Information

Category Description
Name Damaged_video.avi
Size 4,009,328bytes(3.82MB)
Channel 1 channel(Front)
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Selecting video data(Damaged_video.avi) to recover

5 Integrated car blackbox analysis tool — o x

o rrn ey O (er R i

|~ Thepoint_sample image.001(T... - X

File tree L File list

il satem <

S amefom | Stws Fil exension Fiemame [T V—— o
O Normal i Rec_20160526_211209_Davi 48178322 201605-2621:13:08  2016-05-26|
EVENT(1) O Normal i Rec_20160526_211309_D.avi 48195068  201605-2621:14:08  2016-05-26|
usen(o) T nemel Rec20160526 211409 Dav 48196900 2016-05.26.21'1508 20160526
PARKING(0) g o nec an1g0sas 211508 0 io0212 20160526 2111608 2016:05:26
Semmwci) O o] 88 DislogrecoreryAsimage 20 x [k 20is0s2s2ri7os 20160526
o Somhies) S grecovensimag [ 2010526211806 20160526,
& Gassiied les =™ 20160526 211900 20160526

o e
rimporent s (1) || | Flepath [sWommpeeieons V[ 1k Goisassnsesios zot60331
e i o || O Nof| save path [3WRecoveryWDamaged video _ ||l 20160331 165206 20160331
ey O 2016:03:31 165306 2016:03:31
Normal files (17) O o Procesd Cancel 2016-03-31 1655328 2016:03-31
it ||O M 20160331 165438 20160331
Bookmark O Normal i Rec_20160331 165438 Davi 48192940  2016°03-31 165536 20160331
O Normal avi Rec_20160331_165537_D.avi 9188418 2016703-31 16:55:48  2016-03-31

Logs. a
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Recovering video data as image(s)

In progress u

‘Extract image(s) from damaged video data... ‘

Recovery video data as images
* Extract images per frame from
damaged video data

Recovered image(s) per frame

[§) Damaged_video#1.jpg
[& Damaged_video#2 jpg
& Damaged_video#3 jpg
/& Damaged_video#4 jpg
[& Damaged_video#5 jpg
|8 Damaged_video#6 jpg

Fig. 14, Recovering Damaged Video Data as Image(s)
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Table 9. Video to be Extracted Information

Category Description
Name Rec_20160331_165107_D.avi
Size 48,187,444bytes(48MB)
Channel 2 channel(Front/Rear)

GPS On(NMEA format)
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Selecting video data to extract

s Integrated car blackbox analysis tool - o x
File Andlysis Recovery Management Add-ons Help Test
| Thepoint sample_image 001(... | - x
File tree B ke st | hd
5 File system
exatem volume Informs Statws  File eatension File name Fie size Modified time Accesseq
O Nermal i Rec 2016052621209 Davi 48178322 20160526 211308 20160526
EVENT(1) O MNomal i Rec 20160526.211309.Dav 48195068 20160526 211408 201610526
UsEr(©) [mE i Rec_20160526_211409 Davi 48196900  2016-05-26 211508 2016-0526
PARKING(0) O Nermal Rec 20160526_211508 Davi 48202192 2016-05-26 211608 20160526
ETTNGH) .
0]  Normal avi Rec_20160331_165107_D.avi 48187444  2016-03-31 16°52:06 ZD\G'DE'ZT'
Em— T Nl e Fec 20160526 211807 Daw 42564520 20160526 277000 20160526
e ’“’;:g": e ‘H‘ [ nNormal avi Rec_20160331_165007_D.avi 48204004 2016-03-31 16551:06 _2016-03-31
o e [—Formar = ABTE7434 20160331 165206 20160:
vdeofies15) | [T e slected el = e
Mol fes (17) O nNomal [ Emcion . Raw video 20160331
Deleted files (0) O Nomal Channel separated videots) 20160331
Bookmark O Nomal 160331
O Nomal 9188418 2016:0331 165548  2016:03:31
» sl Fawvideo l
Logs Channel video(s) T
. o ™
20160501 20216 Theimsge(Thernt sample_mage 001 s snahaed

U

Extracting video data

- Extracting selected video file..
* Extract video data to file system

{ ting selected video file, |
o1&

(If extracted video data is multi channel) |

p video ch .
* Separate video channel
* Retumn separated raw video data

F—>{ [ rec_20160331_165107_0_oodc 016-09-02 23
] Rec_20160331_165107.D_01dc 016-09-02 23

. \Sepammg video channels.__

Fig. 15. Extracting Video Data from Image
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