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Automatic Creation of Forensic Indicators with
Cuckoo Sandbox and Its Application
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ABSTRACT

As the threat of cyber incident grows continuously, the need of IOC(Indicators of Compromise) is increasing to identify the cause
of incidents and share it for quick response to similar incidents. But only few companies use it domestically and the research about
the application of 10C is deficient compared to foreign countries. Therefore in this paper, a quick and standardized way to create I0C
automatically based on the analysis result of malwares from Cuckoo Sandbox and its application is suggested.
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HAHES gel Aue AHALE Fiote] Holrhiel 2R NE AAAEE AFAYH) Aa Beup
ol b S R el S AW AR B gye by age o getdn Mswaw AFEAA o
Axe 7IAIS AbFo] FEoE o3d F de HHsH e maad g g2 Agd 4 9= B34S AT
LA XML GA2 T Ao, o8 FEF HRA0 ze Agm pue guad b AFY @gom 7
AHAAEZ= OpenlOCSF CybOX7h EATT. e Asuks oA oy Ae BAAgoEA A
OpenlOC(Open Indicators of Compromise)+ Mandiant®l S Qe 72A on] w2y okAsA HAle] 7}
A Abeld] g R HsiAb 2rpEAs s Aed =5 A4S AL AHAE AEAN Eo 0 Tasm
XML 7]9te] A3 A32 Eo]tH4]. OpenlOCE AL St IE FAREA | wo] AMEEE Cuckoo Sandbox 27
e o IE Y F Alade] He 2AARE wYoR oA otHmEZ EHA7 5 OdHIE BHAYES vlEo
AND, OR =3 %39 dez dZdste] JfAxs 248 2 AANTE =0T Ao 2 e}
otk F85E AFsts 10C Editor Z2a29S S ARAH7F
GUL stdelA =4 AsiAxs 442 5 ek =4, 3.1 Cuckoo Sandbox &4 Znt £
Finder, Redline °|eh= =75 S8 737} oj4s)= Al Cuckoo Sandboxi= == ¥4 A|xdlo @M AL}
Sl Aus pHsta slE] AT AR VA o) o yaie Bug was) Ad ADE M BFOA
v Ve R AT 9, Aawd W 25 SR A gy sele) d@ 4H 2HATRE ATV o Fd
ghejo] Slo] A RS *Ji*éé}{—tﬂ A AL Ao A~ e T g HBYue solsi=d $8a)
Bl e Qe we Aol AR B = Cuckoo SandboxE &3 PAF=9] EMAF= 2A 37
o et AEAL Aol B s Az FRE 3 o) F, 41k Atol= T JH 5
CybOX(Cyber Observable eXpression)v= MITRE®|A & o] JBAW ok AP FHAS AT = Section,
A XML 7]dke] aizls Eelabl. CybOXE A28 Resource 5 A4 HAAM, shxgto ofygmsst A9
o #BZ 71sd HEE Object® Fddto] 7]&3dhH, WA gAEE BE ZRAA7t 558 959 API AR,
Objects= HA=EZ], 34, HED AW 5 HsjA = HTTP, TCP, UDP 5S¢ YEYD B4 AuE 133 54
A BAEE dYe ARES 7lEdth. MITRECNA BBt 27t2 A4 o] flE Hwe gEom
CybOXE 7Iwto & STIX, TAXI 59 538 Hai#sE Aol Yebdtl Table 18 Cuckoo Sandboxol A 2Helsk

e (M

FAES AFsta glon, otgm= BA At fig
FAol2 MAEC(Malware Attribute Enumeration and

Characterization)& A &gttt MAECE Cuckoo Sandbox Table 1. Cuckoo Sandbox’s Analysis Result Items
04 WAelA 750l F7h=of, 1.0HAFE MAEC 4.0.1H

e =AY AEES HEpIth

&

Aol ¥Wow oyme R4 ANE SAFYE A Taw Result Items Sub Items Description

hine inf Cuck hine inf

k. AR 2RHOR CybOXE EdA ZAE 93 A T I Temerumee
basic info | file info file name, size, hashes

AHA ggoF AMCache, Shellbag?t 22 F8 X314 ofF signature malicious signature info
HEE Objectz w&eiAl st A vk E3L version info submitted file’s versiont info
MAECY] 25 dAz=9 P& AstA dHstr] ¢ sections submitted file's section list
EAog ZAAEY TAE Yo HsAaE AEsr] Y3k static resources submitted file's resource list
ARRE BAAS) g0 AN EE ALY 83 analysis imports submitted file's import info
7] 98 AEst 2 ATEkA ol 80| AsHA |t} exports submitted file’s export info

DFIOC(Digital Forensic Indicator of Compromise)© strings - submitted file's ?mngs
AT WA Asele] Teks TalA olEAEZ Hupe process id created process id

—H © process name created process name
XML EWio= Feste] F@ITH6]. DFIOC: & 37HA . calls called windows api info
oz FAF 9low i A|AaEgA] F3lE o beh?vpr process tree created process tree
] EZEA ole]HE ARBE Evidence & g3t} AR summary summary of behavior result
a L B AE nigow FHE Z2AS d# PAS dropped info created file info
5 network info network communication info

Forensic Analysis &%l 718, Hal&4S Indicator
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deE B EAAFE Fold 9xde] JHz EA Fig. 12 A& A" HallAzelA o e &+ A
ot ohek gAY Ee] Z3E AYARY AL TZZHS BE YE Indicatorelvh. HaiAlz=sA Aol sf+ghe
WERE 7HAa len, 7t ZRAAqA $EE kg 2 AAR G AW grolvk webA Indicator ¥
APl AR Hxe] ZF2o BSON sd= A74gsti 9ot E9 &A% F 7tEAE 1, =8 94k ORo| Ht}. )
Cuckoo Sandbox: 1] 27FA Heje] A#HE 7oz A% A =72 AAE Indicators 5 AR F
HTML# MAEC] 2o opdarel 4 Aas &9 7F &9l §lo] Abg o] 7bs SR Inspectable® 7 ¥

3t} Cuckoo Sandbox® AAFE

2 A3 HW Reporting t}. Content d2]HEQ &4 43 Evidence ¥ i}9
TEA results BFE AEEE A
&

S g 4 ded g A4 ARE Yeldit oA g Content= 19
o] U4E Fdl o8y g SFA BAAT 2T HEAE A AFRAAE AESHA 23 Y e
S A EE olgltl. EvidencePatht 3% Evidence 3
Ao A FA B2E YERH, dAd A= SHAL 3
32 x| ZE XsHM Aol AGHE AZE tagiste] ¥t Cuckoo
A AT AEAE EF= Cuckoo SandboxolA] ZEH Sandbox?] XA F &AL 2™ ContentValue
BNATE wgon A TS WSt AT ¥ dejiE AHHH, dAelA = G atde] SHAL a4k
P& XML F%¢ DFIOCY Indicator £ MAstel A ©f 48€ 2Ae &4Ad & A
g3l en, o5 Fd DFIOCS Evidence XHo2 43 ¥
ThFE LA ol AECAN HajEHg A 5 qrk, 2) AsAE AeAd daelF
A A E AHeAMA =75 Cuckoo Sandboxel & ¥ 3}
1) AAE £ do] A4 AnQ result dictionaryE AME-dle] Hs|Abare]
AejAx AE84 =7 DFIOC  Indicator3 el A A 9%z Fud stde] V|EAH, FH E4A
Content AWE Ao AF RAAY 715 FRS = B 53 ZAREAN Fad AEAEE FEI olF
Jbeta, FFEAe] WE oM 1= AAsAt 7t 7t A %5 DFIOCEMe] HajAxs A, 7 A2
Comment Hz]|HE] Indicatore] AWS d=std Adm NEA 2 =gzxds Aeoer AT HSde MY
AA ol&let = AEE AjAstgrh Table 2% Indicatore} #74& Austd 7 AR E BaEA gt e ¢
Content AeIAES] %4 Buol v Aol 5 7ol 489 YREE EAUT, o2l Sy
Ae 2z AAAES 44T + done AAAE AF
Table 2. The Information of Indicator’s Attribute B el M THds 3] A 7IRI8lE A &ete s
Ang AAdE,
Element Attribute Description 2 ) s = Heli 2 BAE A
Weight Indicator's malicious weight 2t Indicators Content®] 7}gA F-ofi= 7P e A
Composition | Indicator’s logical operation HE 109 7HeAE, 54 @94 RA = 0759 82 9748
Indicator Indicator automatically inspectable indicator Hol&= 059 7MEXE R4t ol % 7HsA A
Category | ISSPectabtlebl 2 7471, 05, 015 Z83ke] dPes W8 Pt
— Uninspectable olxl Ao =lod O A3 3z RN DS
IsRegEx use of regular expression 71 513 E_ °= o}.’“q' Table 3= %Eﬂ_xlﬁ e =
Weight Content’s malicious weight oIM AAsk= Indicatore] 4482k 3k9] Content A2
ContentValue searching condition E9 £4AHRE Uehd Folt)
c - Equals gtd o] 712G RN 4= E File Hash®t File Info 270
ontent - Contains o . = 5k 3 5 E
= k), 7 2} E}}J§} PARE:D e ?l 2 z7re
Condition | - StartsWith . Indicator g 7t &4 44 ol A
~ EndsWith 1.09] 7}EAE 7HAH S #@uks Fohs gazde
- GreaterThan = Condition ¥4l Equals #< 7}t File Info= 2%
— LessThan &5 Z0]7] Y4l File Name, File Size, Compile Time 37}
<M-IOC:Indicator Weight="1." Composition="0OR" IndicatorCategory="Inspectable">

<M-TCC:KeyEvidence>
<M-ICC:Content IsRegEx="false" Weight="1." Condition="Equnals">
<M-IOC:EvidencePath>*/FileHashValue,/SHAlValue< /M-I0C:EvidencePath>
<M-ICC:ContentValue>61%dabedeal5346730e041e116211436de815032</M-TOC: ContentValue>
</M-TI0C: Content>
<M-T0C: Comment>FileInfo-FileHash-SHAl1</M-TI0C: Comment>
</H-TOC:KeyEvidence>
</M-IOC:Indicator>

Fig. 1. The Example of Indicator
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Table 3. The Table of Automatic Creation Indicators

Result Item Indicator Composition | Weight Content Weight Condition
File Hash OR 1.0 hash(SHA1) 1.0 Equals
basic File Name 05 Contains
information File Info AND 05 File Size 0.5 Equals
Compile Time 0.5 Equals
Internal Name 0.5 Contains
PE Version Info AND 05 File Version O.? Conta?ns
Product Name 0.5 Contains
Original File Name 0.5 Contains
Static Section Name 0.5 Contains
Analysis Section List AND 0.5 Raw Size 0.5 Equals
Entropy 05 GreaterThan, LessThan
Resource Name 0.5 Contains
. _ Resource Type 05 Contains
Resource List AND 05 Raw Size 05 Equals
Sub-Language 05 Equals
OR 1.0 hash(SHA1) 1.0 Equals
Create File File Name 0.75 Contains
Behavior P o R Fﬂet Sizﬁ 8;2 Cqutla‘lS
. . egistry Key . ontains
Analysis Create Registry AND 0.75 Registry Value 075 Contains
Network OR 075 Domain Name 0.75 Contains
Analysis ' IP Address 0.75 Equals
Aol =71S& AND =gjdatoz 153164 IndicatorE A 2719] Content™ AND A4to &2 &3} 0] IndicatorE A

ghr} olg Al ui 7] A& oY x3& AND dito® 1
s} gto =a HajAxe AHES F/ME F AUtk
X4 HE PE Version Info, Section List,

Resource List AR E wigt oz WA EY, 2z} Indicatore] A
4 271 SANS #A[9]8 7|wre 2 3l PE Version
Infoi= 39l o]&¥ 39| Original File Nameo] o] ¢
3 Original File Nameo] et A =oA] F2 ALE3l= 7] &
T2 Axe] olE¥ FYd H$ Internal Name, File
Version, Product Name, Original File Name 47}# Content
= AND ¢2to @ 215318k Indicator & AJAShch

Section Liste Q@ES F¢]7] 93l 543 Section
Nameoll Al Entropy®] #tel 1Eth AW 75t & A -9
Section®] Raw Size9] Ftol 0 A 27FAe] tiaiA
Section Name, Raw Size, Entropy 37}4 ContentZ AND
Axo 7 F3}8le] IndicatorE A4 &t} Entropye 74
15 A&t g8 729 F A9 GreaterThan 271&
180 22 H$E LessThan &31& A&ato] mjA ot
Resource List= 24 Resource®] Sub-Language® #te] 0,
% Neutral®l 7% Resource name, Resource Type, Raw
Size, Sub-language 47}41¢] Content® AND ¢Ato g 1
&3}8lo] Indicators A4 3ot

g9l B K= Create File, Create Registry, Network
AnalysisE WlI® o2 Indicator® AA 3t} FYEA A=
deEd o Ao s A= APIE 7|We
2 A3Z 3} Create Filed 983 Fdo 2=
HA A AR U9 dF3E OR Aoz “15F3e
Indicatorg A/d gttt 1231 A4 ¥ File Name?} File Size

o oX
o
2o

338t} Create Registry® RegCreateKey, RegSetValue 271
o YUEL api & ARE Hlo R dt}h 279 apis B
a Aol ol Registry Keyet Registry Value 2749
ContentE AND At =2 T1&38teto] Indicators AY7d shrt.
HESZ EAARE 54 39 48 F3] &% Domain
Name¥} IP Address 2709 ContentZ® OR ¢to = 133}
8le] Indicators A-4d et

5 Yz vk AR HalAxe 3% Evidence?
A g F F2 JEAE ANst] Alzd el Hsjal
q =

o
Equation (1)& 7z} =gjdate] & &3 7152 AA &
215 Yel Aol

Composition Weight
Content Total Count 1)

OR Cale Weight = MAX (Matched Content Weight) x Composition Weight

AND Cule Weight = Z.Mﬂiched Content Weight <

Evidence dg]HEE 7]& DFIOCY Evidence AzWE
g 7o g ARt 9 Frtstddnt AsiAta J3] Al ~H
oA +H% ¥l olE]lHE= Evidenced 2ol dIst=
JdYHES g vH R A HA k9] Content”}
A2 Wl 2L olglHEY} EAS=AE Beldly HAPYEs
FZAeh Table 45 s AAE HAR7F F2 uj o]
%+ Evidence 9 HWEZE YEM Folu}
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Table 4. Matching Evidence Element 5 338 Evidence 343} v]d Axs gk A W
— L 0alE AL Uy WE ol T o] N; '
Element Sub-Element Description (ASIN IR S 2 b ‘3_7 T ° e i NlC?Ware.eXe
Installed Installed . 2 7+9A7 5 33 Evidence @93 71&E HAsA %Y
Applicationlnfo | "7 PTOST 1O WH ARg Sdstel, SR opgmee] Aol w4
. AutorunInfo Automangal running o Asstyt
SystemSetting program info
Info Services Running services info
¥ - — 41 7| 9 AE ZHY Aol XE MHAIZE |
HostsFilelnfo Windows host file info
- ; o o] AgoAe HaAxE F A g w&E e 47
Registry Windows registry info _ )
; ; < 42 & ‘Nzogaa.exe' A EE A% H F7]12 A
ProcessInfo Process Running process info ) . o o = . L
DownloadInfo Download file info MRS ek ALE ST s AN
: : : PEE BAL AW AR/ @3 oPYIE AN
ExternalDrivelnfo | External drive access info o o _ .
E— e order < e 3"o] fiEAed tHA =792 Ollydbgét IDAE
ellBagInfo changed folder info - - . = 1ol o] <
—— . - ALg-5te] #4819 21 DFIOC Indicator o2 3 &2 3%
refetchInfo executed program ?n 0 = 24 8} o 1:}
UserSystem | AMCachelnfo executed program info Ao Aol oz AAEES DA AAS 6
Activities ibili i
CompatibilityInfo | executed program ?nfo A7 BAE 104 7h0.2 S 8A7k0] AaE|lth Fola
Iconcachelnfo executed program ?nfo 5o Gz AL £ 39 dF =9 3dY A
EventLogInfo executed program ?nfo 5 AAY 5 AAT B9 ARE SAFAAW A Ado]
Ntfs]JrnlInfo executed program info g 548 Aysls de Lo Lo Hol7t g,
EVidenceFileS additional fﬂe info EE‘:—_]_' _}[\__7] Z}/\g }\] 7H 7H?_]_9/] %%Eq] 9/]:5H Z_!'}‘é %JEJ_/\] Z_]_—
DNSInfo DNS cache info 9] 2}0]7]- z}guq g]ﬂ'i ?ltﬂ' %]5]];(]33}_94 9_% 7]_16__}\3%
. NetworkSessions | network session info go1st 5= 9ot} olo] ] AHAT AFEAY ELE 2
Networl - e ’ = - =
Activities Network[PPorts | IP, Port info 7] Cuckoo Sandbox AdAol|A oF 3Roz FFsd A
‘WebhistoryInfo web page access info T2 gAE 9
NetworkPacket network packet info
42 Atz MME AR ELb 24 AlAH ofa Ao}
o . o] APe AE AHE FAALA 4 AzTNN A2
4 BaXE HSdd 2% A4S X 439U Ned Ans B 284S AF N AAA
o2 98] ANAES} 4 AzdolA 98 Evidence o
o] ZellM= HellAE A =72 A AA o4 oo mHLS 98 Wwe s HAM vy st
= FejAxE AFshy] A A ol dd 2as Table 6& &) B4 wo] Agside] U &=y}
Azdch A3L 2709 #AF B9E ke dHIEE oE 10 ek A olc}.
sto] gatiom 2709 Y o] &3 s> Table 59
B ARl Abgd erddd e A R dEsr S 8l Table 6. The Result Items of 10C Analysis Tool
A e ERol%ul fAZM AHgAl AL oby JuE
78_%]'—5]'0:1 7—(]:‘%,_% ‘(H :l_ 7]_7;(]_ ‘?_}‘E] H}-O] a > _/J\__T_L_E_"?"“ oi _—,éx_ E]— Result Item Sllb item : ]?escr‘iption
owEa A A4S SR FileName indicator’s name' '
Indicator IsExactMatch the result of composition
Table 5. The Tested Mal S | Hit HitCount number of matched contents
abie . 1he leste alware oamples Summary TotallndicatorCount number of all contents
Fie Name SHAL WeightSum calculated total weight
_ H Hit Result T indicat ition t
Nzogaa.exe 33h643308cadbdcA070ec57fed588cecThAZhea2 Indicator tesuit e INCICAtor, COMPOSTon e
Hit Hit Value matched content value
Niceware.exe 2bf267ef5a71ba056h918abe7a8b57ch50d7h586 Contents Hit Evidence Path matched Evidence Path
AL 3719 FAHgor FAHY. A WA= Nzogaa.exe 1) ‘Nzogaa.exe' 29 Al=H w4 2%
dymee dzstor RAS § 2z FAs AL Fig. 2& A% A4¥ ‘Nzogaaexe'd HdfAxE 7] 4
o AT AEYN T2 AAY DA K DA A verd 2geltt sl HaAxEE 47019 Indicator® T+
2 Agre uwsgdel. T AAE Nzogaaexe'@ A%5A g=ol9ltt. File Hash Indicator® #A1%F shde] &9}
AR ES THEEAANA sde ddIEE AEAA A FAAAN AHE FLY A7 ORE 153 H
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Indicators Conditaion Value Weight Comment
v Indicators
v OR 1.
v oR T
*/... Equals 33b643308eadbdc4070ec57ed588cec7bd2beaz 1. Filelnfo-FileHash-SHA1
*/... Equals 953850b55faac462f2eale0ce0f0d1cdc53d5a44 1. DroppedFile-FileHash-SHA1
v AND 05
*/.. Contains  Nzogaa.exe 05 Filelnfo-FileName
*/... Equals 200704 05 Fileinfo-FileSize
*/... Equals 2009-09-08T03:27:33Z 05 Fileinfo-PETimeStamp
v AND 05
*/... Equals 163840 0.5 StaticAnalysis-SectionList-Size_of_data
*/... GreaterThan 7.34880849201 0.5 StaticAnalysis-SectionList-entropy
*/.. Contains  CODE 0.5 StaticAnalysis-SectionList-SectionName
v AD 075
*/.. Contains  {62C40AAB-4406-4673-A5A5-DFDF1B55987A}job 0.75 CreateFile-FileName
*/... Equals 284 0.75 CreateFile-FileSize

Fig. 2. The Indicators of Nzogaa.exe

o] glth File Info Indicatoris #4] vde] 74w AA
% Indicator©]™, Static Info Indicators 3% 417 Hoj A
o 9o Ao JhsAdol E2 Section List AHEE
Indicator’} A4 ¥ 1t} Behavior Info Indicators &% @
9 EANAAA Y 3 HARZ IndicatorS A 8ko]
Z 1071¢] Content® 4% 3| A 7} A5 =Tt
Fig. 32 %% Evidences} A xeotel wid A=
el agelrt 8o yE§S AHEA F 10719 Content

ol Al 9717} miAHE RS A 4 QoW Indicatore] =2
ol IsExactMatch?} true® 4t
. E3F 4709 Indicator & ¥ Evidence I-dujjd]
o] sfqlgke] EAlER ALk T Tk A7E 19

gt e nekste] A5
A 29 ARl Zajux 39

ALk FrHH R YA 2EF A

Indicator Hit Summary

Total Indicator Count : 1 Matched Indicator Count :

1

IsExactMatch
true 9

File Name
MalwarelOC- a7226f0e-18b7 - 4bb9-8c97-2b4364b650aa

HitCount

TotallndicatorCount WeightSum
10 1

Indicator Hit Contents

Hit Result Tree Hit Value
v MawarelOC-a72..

w IndicatorsType
FileArtifact ~ 33B643308EA4BDCA070ECSTFE4S8ECECTB42BEA2
FileArtifact ~ 33B643308EA4BDCA070ECSTFE4S8ECECTB42BEA2

w IndicatorsType
FileArtifact Nzogaa.exe
FileArtifact NZOGAA.EXE-T7F650506 pf
FileArtifact ~ G:\USERS\KBG\DESKTOP\Nzogaa.exe
FileArtifact Nzogaa.exe
FileArtifact ~ C:\USERS\KBG\DESKTOP\Nzogaa.exe
FileArtifact Nzogaa exe
FileArtifact Nzogaa.exe
FileArtifact 200704
FileArtifact 2009-08-08T03:27:332

» IndicatorsType
FileArtifact 163840
FileArtifact 7.34580849201
FileArtifact ~ CODE

w IndicatorsType
FileArtifact ~ {62C40AAB-4406-4672- ASA5-DFDF1B559B7AL job
FileArtifact  CAWINDOWS\TASKS\{62C40AAB- 4406- 4672- ASAS-DFDF1B35987 Al job
FileArtifact 284

Hit Evidence Path

EvidenceFiles/EvidenceFile/File/FileHashValue/SHATValue
Prefetchinfo/Prefetch/ExecutableFile/File/FileHashValue/SHATValue

Prefetchinfo/Prefetch/Prefetch/ProcessEXE
Prefetchinfo/Prefetch/Prefetch/PrefetchFileName
Prefetchinfo/Prefetch/RefernceFileList/ReferenceFie/FullPath
EvidenceFiles/EvidenceFile/File/FileName
EvidenceFiles/EvidenceFile/File/FilePath
Processinfo/Process/File/FileName
SystemSettingInfo/Autoruninfo/Autorun/ExecuteFile/FileName
EvidenceFiles/EvidenceFile/File/File Size
EvidenceFiles/EvidenceFile/PEFile/PETimestamp

EvidenceFiles/EvidenceFile/PEFile/SectionList/Sectioin/SizelnBytes
EvidenceFlles/EvidenceFile/PEFile/SectionList/Sectioin/entropy
EvidenceFlles/EvidenceFile/PEFile/SectionList/Sectioin/SectionName

EvidenceFiles/EvidenceFile/File/FileName
BvidenceFiles/EvidenceFile/File/FilePath
EvidenceFiles/EvidenceFile/File/File Size

Fig. 3. The Indicator Matching Result (First Evidence)
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Indicator Hit Summary

Total Indcator Count @ 1 Matched Indicator Count :

File Name
MalwareldC - a7 226f0e- 1857 - 4bb9 -0¢87 - 264364065082 false 4

lsExactMatch HitCount

TotalindicatorCount WeightSum
10 028125

Indicator Hit Contents

Hit Result Tree
~ MalwarelDC-a72...
s IndicatorsType
FigArtifact 200704
w» IndicatorsType
FieArtifact 163840
FigArtfact  CODE
w IndicatorsType
FileArtifact
FileArtifact

Hit Value

{62CADAAG- 1406~ 46T a-ASAS-DF DF1B559BT AL job

C:WINDOWS\TASKE\B2CA0AA6 - 1406- 467 2-A5A5- DFDF1B559B7 AL job

Hit Evidence Path

EvidenceFies/EvidenceFile/Fie/FieSize

EvidenceFiles EvidenceFile/PEFilefSectionList/Sectivin/SzeinBytes
EvidenceFles/EvidenceFile/PEFla/SactionList/Sectioin/SectionName

EvidenceFies /EvidencefileFie/FileName
EvidenceFies/EvidencefileFie/FilePath

Fig. 4. The Indicator Matching Result (Second Evidence)
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Make final Indicators

Incident PC Collect Forensic Artifact

Matching result and
Analyzing Incident

Create Indicators

Fig. 5. Simplify Creation of Indicators
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Fig. 6. Simplify Detection of Incidents
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