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ABSTRACT

The Nuclear Power Plants(: NPP) are being protected as national infrastructure, and instrumentation and control(: 1&C) systems are
one of the principle facilities of the NPP, which perform the protection, control, and monitoring function. The 1&C systems are being
evolved into digitalization based on computer and network technology from analog system. In addition, the I&C systems are mostly
employ the specialized logic controllers which are dedicated for the NPP, but the usage of generalized IT resources are steadily
increased. The cyber security issues for the NPP are being emerged due to cyber incidents by Stuxnet and various accidents in the
NPP. In this paper, hybrid access control model is proposed which are applicable to I&C system by analyzing the access control
requirements specified in regulatory guides. The safety of in-service and under construction of NPP are effectively increased by
applying proposed hybrid model.
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