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Abstract Recently, important information related with smart work such as office and video conference are 
handled in smart device quite a lot compare with before. Also, execution environment of smart devices is 
getting developed as open software environment. It brought convenience to download and use any kind of 
application software. By that, security side of smart devices became vulnerable. This paper will discuss 
characteristics of smart device security technology based on virtualization that is a mobile device platform with 
isolated secure execution area based on TEE (Trusted Execution Environment). Also, this paper will suggest an 
implementation method about safe smart device security platform based on domain separation for application 
software which can be executed in smart devices. The domain separation based smart device security platform 
technology in this paper blocks unauthorized access and leakage of sensitive information in device. Also it will 
be the solution can block transmission and execution of malicious code in various area including variety of IoT 
devices in internet rather than just smart devices
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요  약 최근 들어, 스마트 단말에서 오피스, 화상회의 등 스마트워크 업무와 관련된 중요한 정보들을 다루는 경우

가 많아졌다. 또한 스마트 단말의 실행환경이 공개 소프트웨어 환경 위주로 발전하면서, 사용자들이 임의의 응용소프

트웨어를 다운받아 사용하는 것이 용이하게 됨에 따라, 스마트 단말이 보안적 측면에서 취약하게 되었다. 본 논문에

서는 TEE(Trusted Execution Environment) 기반의 격리된 안전실행환경 영역을 가지는 모바일 단말 플랫폼인 가상화 

기반 스마트 단말 보안 기술의 특징을 알아본다. 또한, 본 논문에서는 스마트 단말에서 실행되는 응용프로그램을 위

한 도메인 분리 기반의 안전한 스마트 단말 보안 플랫폼에 대한 구현방법을 제안한다. 본 논문의 도메인 분리 기반 

스마트 단말 보안 플랫폼 기술은 단말내의 민감 정보 유출과 비인가 접근을 차단한다. 또한 이 기술은 스마트 단말

뿐만 아니라 인터넷 상의 다양한 IoT를 포함한 다양한 기기에서 악성코드의 실행과 전파를 막을 수 있는 솔루션이 

될 것이다.

주제어 : 스마트 단말 보안, 가상화, 도메인 분리, 안전실행환경(TEE), 신뢰 군사 영역(TMZ), 스마트워크
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1. Introduction

Due to dramatic supply increase of smart device,

expansion of new mobile threats such as violation of

privacy and mobile malignant code on mobile

environment are expected. Especially, worm and

viruses which are executed in mobile devices such as

smartphone can cause performance decline of mobile

device, illegal collection of personal information and

virus infection towards other services. Therefore, it is

important to prepare for that. Also, duplication and leak

of store information in mobile device from theft/loss

are claimed to be worried. Even open platform mobile

device like android is targeted for hacking due to

increased market preference on open platform for

mobile devices. As above, there will be limitation with

existing software based solution like anti-virus on

response for expansion of service which is concentrated

on open platform with enlargement of security threat.

Application service level of security measures such as

mobile vaccine and MDM can not prevent damages like

leaking internal important information by being rooted.

Especially, domestic smart device security technology

consists of single-product technology at application

level such as anti-virus, firewall, device lock function.

It is possible to claim as relative beginning stage of

technology. [1] TCG (Trusted Computing Group)

announced MTM which is hardware security module

for mobile environment. MTM is attached to mobile

device to provide various security functions such as

platform integrity valid function on device itself,

shielding area, protection capability, safe key

management system and physical safety. By that, it

provides an environment that process and manage

internal using file safely and valid integrity of device

platform [3,4]. Development of a system level security

platform technology is requested as top priority to

protect open platform environment smart devices from

aforementioned various security threats by considering

characteristics of smart devices such as low-power,

low-capacity, multimedia service and execution

environment.

Due to dramatic advancement in performance and

function of mobile devices, new various services based

on mobile device are increased. In addition, dependency

on mobile devices by users is getting increased.

increasing number of new services provide convenience

on our life, but those are also causing various security

threats. Therefore, it is necessary to develop security

platform that can be prepared for security threats and

malicious attack [5]. TEE (Trusted Execution

Environment) of Global Platform which means

separated trusted execution environment from general

mobile operating system (ex: Android OS) and

applications is representative as security platform

structure [6]. TEE provides an operation environment

which is more safe than general operation system like

android. Also, it provides methods to provide high

security level with low cost even without attaching

hardware based SE (Secure Elements). In TEE structure,

application from general mobile operation system need

to use defined API by TEE for using security services

(password, safe save, etc.) of TEE. However, there is

a possibility that malicious application can penetrate

TEE area through TEE API.

This paper figures out implementation of virtualization

based smart device security technology which provides

platform level of security functions about smart devices

and mobile security device structure which has isolated

safe execution area based on TEE.

2. Smart Device Security Threaten

It is possible to divide security threats for smart

devices. The first one is enlargement of exposure and

security vulnerability due to open platform. Second is

expanding spreads opportunity and creation of

malicious viruses by distribution of application through

app store. Third is providing diversity of infection path
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by supporting variety of network connection. Final one

is enlargement of company and personal information

exposure due to portability and mobile office support.

Also damages also continue as infection of malicious

code, exposure of company/personal information, denial

of service attack and financial accidents.

By looking mobile malicious code infection path ratio

of the world, Bluetooth 67.1%, MMS (24.4%), external

storage device (3.7%), PC plug-in (2.4%) and Internet

download (2.4%). To protect smart devices from those

various security threats, platform security technology

is required.

3. Security Technology Implementation

of TEE-based smart device

This paper designed a mobile security platform with

TEE based safe execution area structure based on

TeeMo which is developed as mobile security platform

[7,8]. TeeMo has android area and safe execution area

based on virtualization device. Application of android

field uses services in safe execution area through

owned defined security API. This paper suggests safe

execution environment based on TEE that can protect

important information in mobile devices as [Fig. 2].

This mobile safe execution area can provide various

security functions based on TEE for application

programs from mobile.

[Fig. 2] Proposed TEE-based mobile security 

execution environment

[Fig. 1] Smart Device Security Threaten
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4. Implementation And Test Result

Most of mobile malicious code are infected by

sending SMS message and email. Mobile malicious

code is usually downloaded and installed in user’s

smart device by pretending as normal application.

Attacker inputted malicious code on an app. When the

malicious application is successfully installed and

executed, malicious code will collect sensitive data in

smart devices like SMS messages, contacts, photos and

certificates. Especially, certificate is the most important

and sensitive data that is widely used for mobile

banking and payment in Korea. This technology

detects and prevents information leak from smart

devices even it is infected by mobile malicious code. All

security services are only executed and approached

through TMZ(Trusted Military Zone) which is a gate

application. Especially, it provides safe military

text/status transmit application service through TMZ

Text, TMZ Contacts, TMZ verification management.

By that, it prevents exposer of information such as

text, contact and certificate.

[Fig. 3] shows a prototype of domain separation based

smart device security platform. This platform includes

security engine and security API which include password

software and hypervisor in commercial smartphone.

This section shows functional consideration of smart

device security platform which uses hypervisor. This

security platform guarantees that safety and trusty of

mobile security services such as mobile office and

mobile conference. For that, this paper suggests 4

components such as domain separation by Hypervisor,

Secure OS, trusted channel and security API.

Even mobile malicious code is executed in general

area of smart device and try to steal information in

smart device, it is impossible since all confidential

military information is saved in safe domain. For

mobile vaccine, it can’t detect change of permitted

[Fig. 3] Domain Separation-based Smart Device’s security platform prototype
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system library since it is security solution based on

software. Also, mobile vaccine can not detect a new

mobile malicious code if malicious code pattern is not

existed in DB. By that it is possible to overcome

limitation of mobile vaccine through this technology.

5. Conclusion

This paper figures out domain separation based

device security platform technologies which are

necessary for smart devices. Meanwhile, domain

separation based smart device security platform from

this paper can provide various security functions which

are necessary for application program in mobile devices

rather than existing hardware based security

technology which only provides source of trust function

on mobile device. The domain separation based smart

device security platform technology blocks

unauthorized access and leakage of sensitive

information in device. Also it will be the solution can

block transmission and execution of malicious code in

various area including variety of IoT devices in internet

rather than just smart devices. Due to introduction of

various and new IoT services, increase of

communication and connection among numerous

devices has various specification and characteristic is

expected. Due to characteristics of those IoT service

environment, there must be a lot of security threats. To

respond on that, development of safe service

environment and reinforcement of service security

must be involved. After, a research will be planned to

conducted to find a method to secure trusty and

security by using IoT devices that can synchronize

with security hardware, gateway security technology

and hypervisor which is domain separation technology

on various IoT devices.
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