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Abstract The purpose of Email system is used to transmit important information between companies in today.
But Email system has vulnerabilities such that changing email address of sender by attacker. So it is important
to authenticate mail server and user using mail server. This paper proposed mail proxy located between mail
servers that evaluate authority and authenticate sender and receiver. The proposed email platform has some
functions to compose trusted domain and to authenticate mail servers in the domain. Also, if sender and
recipient are valid users in mail system, each exchanges a key for confidentiality and the sender sends an
e-mail encrypted with exchanged key to recipient. In this paper, we propose a key exchange scheme in
proposed platform and verify this protocol using Casper which is the formal analysis tool. In the future
research, we will study the overall platform of the domain configuration for the security of mail.
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