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Abstract Most recent trend reveals broader state of provision of NFC service as NFC technology was applied
on smartphones which has become core communication tools by providing integrated services such as payment,
medical, and personal authentication. Moreover, with integration of original service and NFC technology, new
service providers now can handle personal information of original service or can handle other personal
information with transition of previous service provider to NFC service provider. Considering current state of
security industry along with NFC technology and service, we would like to analyze current stage of security
threats and plan the counter strategies to create NFC service structure.
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2.1 NFC 578174
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2.2 NFC 7} £

NFCE 854 <A 7] = RF(Radio
Frequency) T3k ©]-&3to] NFCHZ7] 7F =& NFC
92719k NFC Tagilel 4RE HEsh= 7]Eolth
NFCE 1356MHz 3t QoA 543tH, 41 A=
= ¢ 10cmelatelth. RFE o] &3the oA NFC=
RFID9] & 571 & 4+ oy NFCE= P2PR.=9] B4l

ERIR-SN|

o] 7hs3 }qb Aolth NFCE <Table 1> o] 3714
ez =x3t} (23],

<Table 1> Three features of the NFC

Operating mode Features Applicable services

Electronic business card

Peer to Peer mode exchange
n NF Vi ’

P2p betwee C device P2P payments,

that can exchange data
. End-to-end data
with each other

exchange

Reader mode that is
Smart posters,

Read/Write | capable of reading and R )
.- Tourist Information,
Reader writing that can read Simple NFC
NFC Tag D
Operaing with NFC
Card f;l}:“}?i NkFCitTag’ Sol watfic Card,
Emulation 1 MAKe 1 DOSSDUE | npohile Credit Card

to exchange data with
exteral reader

NFCE 20041 NFC Forumo] A #E WA 72 &7}
de AR ESl o A AntEES] HEdt 34 NFC7
S& Adshes &antEEe] dE] Ryl wet us F
L A =

o]-§-AH= NFCHE 71 & o] 831
= NFC 1o 7hds] ejAjsl=Awe =z NFC7 s
o]-§-38te] NFCAH|~E Al FHbS o 9t <Table 2>+
NFC¢} th& 248 34 7139 AfoldE Yehl=
Tableo]t} [4].

= NFC?__]—UE']_-7] LS

<Table 2> Short—range wireless communications
technology comparison
Communication Frequency Features Effective
specifications distance
Bidirectional read / write Within
NFC 13.56Mhz communication is
. 10cm
possible
It is developed to replace
the cable for Within
Bluetooth 24Chz communication between | 10cm
mobile devices and PC
It refers to one of the
IEEE 802.154 standard
ZigBee 2.4Ghz that supports 10720m
short-range
communications
WiFi 24Ghz  |Wircless LAN standard | UP.©
500m
134Khz, It refers to an IC chip
13.56Mhz,433 and recognition Tens of
RFID Mhz, technology to manage i
860 ~960Mhz| the information of the |
, 2.45Mhz  |various objects over the air.

184 [ Journal of Digital Convergence 2016 Dec; 14(12): 183-191



A Study on Analysis and Countermeasure of Security threat in NFC

2.3 NFC ¥

NFCo} ##® oo oAl E:2 20039
ISO/IEC 18092412te.2 20041 d NFC Forum®] A #
7 NFCehe 8o7h 3414 02 ALE-5|7] Al=kefodtt.
20051 NFC $-§44u) 2 Foko] kit 2 v Ffs 9
8 ISO/IEC 21B1%E+S 53l 71¥9 RFD7&
ISO/IEC 144433} 15693 *3tetAl St [Fig. 11
NFC #Hd ISO/EC A4 BFE9] #AE BoFEuh

1SO/IEC 21481

ISO/IEC 15693
T Contacies Contactess
roximity Cards) icinity Cards)

[Fig. 1] ISO/IEC 21481

NFCe} #dd ISOMECEFS ECMAS XF9]
ISO/IEC®] Fast TrackdA-E %8l ISO/ECETLZ

SE5 FFo] EA8H, o] <Table 3>3 Zt}5].

<Table 3> Relationship between ISO / IEC standard
and ECMA standard

ISO / IEC standard
ISO/IEC 18092
ISO/IEC 21481

ISO/IEC 13157-1
ISO/IEC 13157-2

ECMA standard
ECMA-340 (NFCIP-1)
ECMA-352 (NFCIP-2)
ECMA-385 (NFC-SEC)

ECMA-38 (NFC-SEC-01)

ISOMEC 144438 1356MHzTl €] W% 272
54 7149 SR 10cmelv] 25 3 (Proximity) ol
Al 7k=9] Q14 0] Jhg st 2ntE hEd| A5 o)
FA MH1E5Y SH7E FAEATE 67

ISO/IEC 156932 1356MHtH 2] &4 13
(Contactlee Vicinity) 418417152 shu= ImH A7t
A FrE9] Qle] bttt QAR S 7T ISO/IEC 14443
9] 10emXtt HoAX £945 2 dFsEd 59 ~nf
E #ol&o| F2 g5 i8],

ISO/IEC 18092+ 1356MHtH oA 247178 75+ %

o
] 717] 2 A QAEjso] 2 9 mRESS Yol

il

o, o] FX(Reader)} 71= o= FA4E o
HH &4 2ntEgle 7]w3t xpEstE o)) o] &
Z713} 2 9 27]3F A A 9 HolE FE Al
o 27, Wz WA 79, AEEE, RF QIH# 9
ol =Y Fe) 5& 7lssta rh
ISO/IEC 214812 1356MHzoA §2ekes A2 %
Al L2 EFQ ISO/IEC 14443, ISO/IEC 15693, ISO/IEC
180929] AI7HA] B3-S BT 483t} o)k A7HA] &
&2 REALS QI Hol 2, 2718}, F&0A9F <38
o9l AAEHRY T &S g Tk
1356MHzo A &2tshe RIEEA F 232 Ef=d tis)
o 7] o] giTHIl

ISU/IEC 131572 ECMA %591 BECMA-38(NFC-SEC)
9} ECMA-386(NFC-SEC)°] ISO/IEC?] Fast Track?
22 E3l ISO/IEC 13157-1, ISO/IEC 13157-2% H| =<
whe- 3 Fo|ty, NFC-SECE T [Fig. 219 22 2%
o]Folx ity UnkAQl =ZH ALl NFC-SEC
NFCeH7] 7 Bl AR|A9t 22 EZS Aolstal 9l
th. NFC-SEC-01& ¢t% wlAYUEe] 822 ECDH
(Elliptic curve Diffie-Hellman) £} AES(Advanced Encryption
Standard) & ©]8-3 4T XFS At ATHIOL

2

ECMA-336

NFC-SEC-01: NFC-SEC
Cryptography Standard

Cryptographic

mechanisms More NFC-SEC Cryptography

using ECDH and AES stendards may follow in the future
s
ECMA-385
Common NFC-SEC: NFCIP-1 Security Services and Protacol
framework

A

[Fig. 2] NFC—SEC standard series structure
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ol& NFCAH| =5 Algstal Itk & AH] 2% ‘Smart
Wallet' o]2h= EHpIX|3} o Z]Alo| S ol 83t, o
Fot A ThEe] A§ 23R, AedA], FE |
FEAL] AR 5o AuaE Alwsta v
KT ‘Olleh myWallet' o] & Aul~2 #gaha ek,
Olleh myWalletAHl =& EHEHE v%e ohddt §
WA, TE MHAE SeaE 7hEglo] sy ofE s
&8t Al gsh= Afn|2=oltt, SKTS] Smart Wallet} ¥]
S delEt 2 4 o wETkE, AlETkE, HAY
A FE A2 Sl NRC7]go] Aqs o] A
Toltt 53], AvkE ZAAe} wddste] UbPay' &k A
&8ko] NFCE o] 83 Sutd b dA] Mu| 2
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J_El-
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1&o] J&EE st Au =8 AlFsta ok e &
AL} H]5=8HA] ‘USIM Wallet' o] & Rl X] 7t A H]
2 AFsta 9ou, AulE Tag, ol EHU% the
& NFCAH| =& Algsta gl spAW, & FAIARS
7R 2 NFC 7148 263 Mul2rt USIMS &
MO G Aulz7t FE o] F L

NFCAH] 2= S35 913 FF-F sk thE 2l A

#d|& Grand NFC Korea Alliance, A2 7 1]1‘%94 2nLE
RFIDE 753 W&5A191 93] 9] oA 23 NFCA|
Atgdol Sl

9] NFCAH| 2> A2 Srulie} WA Aol 34
HAtt Gtel M H2E NFC/IHE Zukd A A
22 Agstea, 29 7192 Googledl A ‘Google
Wallet' & W33 NFCAH| = Al 7do] Al F7hshaL

AUtk GO A4 71 2AY §Al 71EE o83
27} A= o] loja] NFCAH| =5 AlFstr] 4o|gt 7]
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Hro] & mie o] gitk kARt =] NFCAH] 2~} whzk
THA & 58] Ablol A e o} A 7R FElsk Al AdE A olt
& 5 A= NFCAH == A EE A B 208 1ol
2011 59 20 =] o5 F AR L&A (Orange)
UK(United Kingdom)7} 21-87}=A121 Barclaycard2} 3
0}"1 gol A A NFC7]H* H73 52 Rkl A A A

o] ‘Quick Tap'S A3t
‘Quick Tap AA| 71553 e} 9 HZ A Y
3] 7%, Be)% 58 AFsth @A) ‘Quick Tap & JH

2EFE wpl Sl AQZAA SRR ALE Fof 9lo
o, 2032 nvkd A9 9 ANAAZ ALE 7sEt
H, 0FE 27 Al BRIAF F ARge] 7hssit

NTT ExXed HHE E417]<¢] FeliCa7]wro =
AsHo] 99 ‘QAto]FA oEfo] Au]2~E NFCE =
&t o Felica?& WZgs ©hr] 2 A== 2004
ol AH| 2 AJRRSFSI T

A LAfo]FA olEfo] o] BgE-S oF 90%ol 3dat
), 42 2k E-MoneyAl7d 7FE9] oF 50%9] Hl&&
A8k Slek

oA, aBAE], AT, S2H 5 o8 7hs Al
H| 2% 500 F 02 ALg]o] ANA 02 ALE 7H53les:
grgatdon, 2004 o] F Ak A EE HAHE
(Feature phone)ol] SAFe]F-7|olEfo] 7]%5-& 7|24 o0&
gaE o] gkt

Google NFC 75 |83 Smart Wallet o}&2]71
o] 421 ‘Google Wallet'$] 18] 2~& 2011'd 9€ 19¢€5-H
A Au| =g Al gl gtk

Google Wallet AH]| A= Googled} 3HA| ol&] 3|A}7}H
Fofato] Algeta vk AREAlel ik vhFs A9
BE 7} 87154, ol BAL R Tl e Fae
t}. Google Wallet41H] 2] TSM$ A= First Data7}
ofakal qith

3. NFC # k4l 4

NFC # k& REZI5te] SA4o wh2 Za)4 F ok
7 NFCE&EAIZAA ) =24 Hopd 5oz 72 &
T Stk <Table 4> NFC7]&4 H e tigk a.oF

oltH12].

il
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<Table 4> NFC technology vulnerability classification

Class Vulnerahility

Measures

Eavesdrop

Secure channel

Data Corruption

Secure channel,
RF field check

Physical
Data Modification

Secure channel,
RF field check

Data Insertion

Secure channel,
RF field check

Relay Attack

Timing check,
Location check

MITM Attack

Pre-shared secret,
RF field check

Logical
giea Smart Poster URI Spoofing

URI Validation,
URI syntax check

INDEF Signature RTD
[Vulnerability

Electronic signature
support for the header
field

3.1 =% (Eavesdrop)

NFCE Th2 ¥4 5409 shab b 2 241 549 5
4 4 £R870) FH5at. F 71717k RPA) 2 (Signal)
2 K8 8 HolEE F1 we W FAAE S A
4 2 4 Qo =A% RFA Y
w7 7 %s& 71?% A8k 5%
ch

&3] REA1ES &

& 5QE]E](Quahty) L

22X FGL =

AR QL 54

de] eE, 3479 RFA1
o

71719 EeE, 71719 k)3t

A
4 % gk e

v

3.2 dlo]g W 2(Data Corruption)

doly ¥z 42 NFCHdr

al, RFAI1d 52, dold o

Data®] ¥4 L= WS Yo
B FA(Denial of Service, DoS)
H]O]Ei Wz FAd gk g do

E REAES Azel] Fol
caa} 3y 5ol e,

3.3 "Hl°o]8 44 (Data Modification)

tole 4 T4 NFCH7] 7+ B4l A F342
Tt dolHE 1xE WHoR dolHE W=
olt}. dlelH e a4 AAE 3HA F+ AH|29
o] gle Holg7t dEEo] dFo] Anj= AR
(Denial of Service, DoS)¢] & &= o}, T3k Hot
S o] &3 e AH$- HolEe oz <lEky
H Hlelg7F dAFE o] Aujzrt AR oiew ¥

;(1]519 ] 9\1
F el EH? gj# oz HokAdo] o] &
A Ashe] A W] Agr) Q=R 3

A FAL MAAE A5} AYATIE B ol
o E A o] § NFC 717104 £ dlolelE
iz

3.5 A &4 (Man in the Middle Attack)
AP F2F 342 Alicest Bob7te] 541 Al &
21 EveZt Zb2he] AREAR1 Alice®t Bobl AA# 7}

sto] F3tlA HlolBE 53k Aol

4 AFE A% ¥3)(ECMA, European Computer
Manufacturers Association)ol] 2™ NFCE 10cmo]u]
o] Aol A= F 7171 Atolell A F2st7] vl 1t
A} FA0 ¢Hdsv, RFE =9 2|38 53 141 7|
P& IRlete] T2 349 e 53] Wrial A

S, 10emebe Ael o) BAl 3 B4 o
At a4 18w 3A4e) et

N
)
N
it
=
o
_VE

O
7158, T, SHe 4% 2 300 ola) QAEA 1
A3kl WA @ 5 ook
F4 B4 O o A V) BHE B
& BOAdS Fgstel ol§sh W E REASE
Asto] Fe FAAL YA FAske W Fol
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3.6 T4 &4 (Relay Attack)

REAZ1d(Signal)e AFE8h=  NFCE 7]E9]
RFID(Radio Frequency Identification) A]2~¥l(System)
o] A W F SR AREE AL e SR A
ARt g o] S A 0] 7hsstti14].5A 4S54
27 @8] dloly dEe] ARREE volHE FA

A7) wio] mokd #A =& 23 dglo|gle] 7
4, BARE fASCE 1 $4E3 T Aol
7Fsatet.

3.7 2~0}E ¥F URI 2%
(Smart Poster URI Spoofing)
NFCHE7]= 2ntE E 2ol -3¢ NFCE 124
g 2ntE ¥2H9 URIARE 9o 113 G3ldn) &
o] AHj2s o]go] 7h5Eitt. o] J3A K= URIHEZ
Aol k. AA| URIAFE FZdl digh A= [Fig.
37} [Fig. 3l ekt odcHi5].

Title: Bank of Germany
URL: https://www.bankofgermany.de
{a) Original Smart Poster
Title: Bank of Germany\rhttps://www.
bankofgermany.de\r\riri\ri\r.
URL: http://www.attacker.com

(b)) Malicious Smart Poster

[Fig. 3] URL Spoofing

Title: Tourist Information
URL: tel:08001234567
{a) Original Smart Poster
Title: Tourist Information\r080012345
67 A\ r\riri\rir.
URL: tel:09009996668

(b} Malicious Smart Poster

[Fig. 4] Telephony URI Spoofing

ro
>‘

) 0 2 NFCE| 23
g AP URAS

o2

Rkl

o,

3L
o

of

3L
s

Z}q
[olEfel o

rlo
in)
)

T UREHAIAE Este] “\r'9t 22 55
et AHES FAEE § dHolH HSAAS
23 FAL U 4 Tk

NFC Forumel| = NDEF d]o]gje]l [ -8 %9
3}+= NDEF Signature RTD#l= TSE A)-8-5e] NDEF
tlojEle] gt FA4E Bttt SR o] gt WY

% thge] Aol AR

Aol
=
o

3ol

3.8 NDEF Signature RTD <4

NFC Forum2 NFCHHZ7] 7+ dlo]g w3k ¥ wiql
NDEF(NFC Data Exchange Format)®] 244 #A%S
]3] NDEF Signature RTD(Record Type Definition)
b= WA E Aw-ee) 3FA 9 NDEF Signature RTD
= 7] NDEF RTD¢te] 534 55 at#fste] NDEF
AR S]] BE Fel] gk AEE AdaEkA
<Table 5> ¥ 4] NDEF Signature RTDl| ot 7} 2
o Mool dud Ay fE34S e [16].

o)1
51

<Table 5> NDEF Signature function availablilities

Field name Signature validity NDEFR%%“&M"
Message Begin Not required Impossible
Message End Not required Impossible
Chunk Flag Importance Impossible
Short Record Flag Importance Impossible
ID Length Present Flag Importance Impossible
Type Name Format Essential Impossible
Type Length Essential Impossible
IPayload Length Essential Impossible
D Length Essential Impossible
Type Essential Possible
18] Essential Possible
IPayload Essential Possible

w3k ahbe] NDEFWIAI Al (message)= 2] 564
91 A1) FHES waksl Ej PA4o] st NDEF
wAA el AT Elole 7 el o= [Fig. 513 2k

NDEF Message

Signature Signature
(Record 1 | Record 2 Record 1 Record 3 Record 2 I Record ‘D
T—T—I Record 4
Signature Record 1 signs Signature Record 2 has no
Record 1 and Record 2 signs Record 3 signature

and/or marks the start of
the signature of Record 3

[Fig. 5] NDEF Message Format
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A7 == 1(Signature Record 1) #l32= 13} 29
Q& dolHE AHatal AW Has 2= HFs 3o of
i H]O]Ei A ghs 7HA AL o, HFE 45 A

HAE gk 28 QA gt weka] NDEFHIA A 8l
C%-J 224 9 549 AEAe] AW fx 55 Esh
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o gk Mg A9 5ol 7hssttt 5, <Table 5>l
A A A3 MB(Message Begin) ¢ ME(Message End) 2
=5 xﬂﬂﬂ WE JEE Aated, AR E dHolH o o
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